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SECURING THE NATIONAL CAPITAL REGION:
AN EXAMINATION OF THE NCR’S
STRATEGIC PLAN

THURSDAY, SEPTEMBER 28, 2006

U.S. SENATE,
SUBCOMMITTEE ON OVERSIGHT OF GOVERNMENT
MANAGEMENT, THE FEDERAL WORKFORCE,
AND THE DISTRICT OF COLUMBIA,
COMMITTEE ON HOMELAND SECURITY
AND GOVERNMENTAL AFFAIRS,
Washington, DC.

The Subcommittee met, pursuant to notice, at 10:03 a.m., in
room SD-342, Dirksen Senate Office Building, Hon. George V.
Voinovich, Chairman of the Subcommittee, presiding.

Present: Senators Voinovich and Akaka.

OPENING STATEMENT OF SENATOR VOINOVICH

Senator VOINOVICH. The Subcommittee will come to order. Good
morning. We have quite a panel here in front of us, Senator Akaka.

We want to thank you for joining us. Today the Subcommittee
on the Oversight of Government Management, the Federal Work-
force, and the District of Columbia meets for the third time this
Congress to examine the collective ability of the governments and
responsible authorities of the National Capital Region (NCR), to re-
spond to a terrorist attack or natural disaster.

The National Capital Region is the seat of the Federal Govern-
ment and, as the symbol of freedom in the world, remains a prime
target for a terrorist attack. At the same time, the record-breaking
rains the region experienced in June, which closed down streets all
over the region, disabled parts of the Metro system, and closed
Federal buildings, demonstrated that we must be prepared to re-
spond to all hazards.

In June 2004, GAO released a report which recommended that
the Office of the National Capital Region Coordination within the
Department of Homeland Security work with local jurisdictions to
develop a coordinated strategic plan to establish goals and prior-
ities, monitor the plan’s implementation, and identify and address
gaps in the emergency preparedness. In addition, I believe that any
strategic plan must include measurable performance goals.

At our first Subcommittee hearing in July 2005, Mr. Lockwood
testified that a final strategic plan would be released in September
2005. Although a year late, I am pleased to see that NCR has de-
veloped a strategic plan to prevent, protect, and respond to a ter-
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rorist attack or a natural disaster. I am also pleased to learn that
it was a collaborative effort between all jurisdictions within the
NCR. With a region that is comprised of many Federal, State, and
local jurisdictions all playing a part in decisionmaking, it certainly
makes the job more difficult. I understand how difficult it can be.
As a former mayor and county commissioner, getting people to-
gether in Cuyahoga County was no easy task.

I understand the importance of both State and local officials col-
laboratively working together toward a unified goal. Mr. Lockwood,
I look forward to hearing how you coordinated Federal, State, and
local officials to complete the plan.

I am also pleased to learn that NCR worked with the Govern-
ment Accountability Office to develop this strategic plan. I encour-
age all of you to continue this relationship as the plan matures
over time. Mr. Jenkins, I am interested in learning GAQO’s assess-
ment of the strategic plan and the role of your agency in the proc-
ess.

I am also interested in examining specific capabilities and pro-
grams in the NCR. Based upon the last Subcommittee hearing on
the NCR, it was not clear if the region had an effective, interoper-
able communications system. Earlier this month, my Subcommittee
staff attended an NCR interoperable communications exercise, the
purpose of which was to demonstrate voice communication capabili-
ties across the region. I understand that the exercise was a success.
I am pleased to know that NCR is able to communicate in a time
of crisis.

I am interested in hearing from our panel how the NCR plans
to enhance interoperable communications in a region to include
data interoperability. I am particularly interested in it because
Ohio is a leader in interoperability communications systems. They
are now working on data interoperability.

Since September 11, 2001, the NCR has received significant re-
sources for equipment, training, planning, and other preparedness
efforts. At the last hearing, we discussed the development of a web-
based tracking program to manage and monitor the region’s Urban
Area Security Initiative (UASI) grants. However, I still have con-
cerns with the lack of information regarding non-UASI funding in
the database as there is significant non-UASI funding flowing into
the region. Without a central system to track all types of grants,
I am concerned that it will make it difficult to priorities initiatives
and lead to duplicative spending. I look forward to learning if the
region plans to fully implement the recommendations of GAO to
track all grant funding.

Before concluding my remarks, I would like to again recognize
the hard work and dedication of all the panelists today and the
first responders in the region. I know the development of the stra-
tegic plan took a great deal of work from all of you and your staffs.
Y(éur work and dedication is vital to improving the safety of the
NCR.

We recently observed the 5-year anniversary of September 11,
2001. The anniversary reminds all of us of the threat that still
looms to the region and the need to be diligent in every aspect of
securing the NCR. I offer whatever assistance I can to ensure that
you have the necessary resources to get the job done, and I assure
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you that I will continue to monitor the progress in the region. It
is very important to me, and I intend to stay on top of this, and
so does Senator Akaka, in terms of our oversight responsibilities.

I now yield to my good friend, Senator Akaka, who has just come
off a very successful primary victory in his home State of Hawaii.
Senator Akaka.

OPENING STATEMENT OF SENATOR AKAKA

Senator AKAKA. Thank you very much, Mr. Chairman. It has
been a pleasure working with you to pursue the completion of this
NCR Strategic Plan. I want to commend you on your leadership of
this oversight Subcommittee. We are fortunate that we have this
ability to work together on these matters.

Today, we convene the Subcommittee’s third hearing on the secu-
rity of the National Capital Region (NCR), and I want to welcome
our witnesses back to the Subcommittee, and I want to tell you
that, from what I can see, you have made tremendous progress.

Completing a Homeland Security Strategic Plan for the NCR is
a huge step forward. Bringing 14 State and local jurisdictions to-
gether and achieving consensus is not easy. However, in the case
of the Nation’s capital, it is necessary and I commend you for ac-
complishing this task.

The final version of the strategic plan is a vast improvement
upon the draft documents that preceded it. However, I have a few
suggestions for improvement. The first is metrics. Many of the
goals in the plan are hard to measure. The second is the timeline.
Most of the target dates are in 2006, 2007, and 2008. A strategic
plan should look beyond 2 years in the future. So I encourage you
to treat the plan as a working document so it may be continually
reviewed and updated.

While the focus of today’s hearing is the strategic plan, I also
would like to address the issue of interoperability and the Urban
Area Security Initiative (UASI) grants.

The NCR has made great strides in the area of interoperable
communications. Many have asked whether first responders in the
NCR have the ability to communicate with each other in times of
crisis. As our witnesses will tell us, the answer is yes.

My staff attended a demonstration of the communications capa-
bility of the NCR jurisdictions in early September, and they lis-
tened as Prince George’s County firefighters talked to their coun-
terparts in Montgomery County, who talked to the D.C. Police.
Press reports which State that Prince George’s County is not inter-
operable with the rest of the NCR have oversimplified the issue.
First responders from PG County can communicate with first re-
sponders in the rest of the NCR through a technical bridge, other-
wise known as a patch, which takes minutes to apply. This region
is far ahead of most parts of the country in terms of interoper-
ability, which is an immensely difficult challenge. And, again, I am
really praising you. You all deserve credit for that.

An area of concern for me is this year’s NCR and UASI grant is
the UASI grant application. This region has access to unprece-
dented resources and expertise, including the Department of Home-
land Security’s (DHS) Office of National Capital Region Coordina-
tion, because it is the Nation’s capital. So I was surprised to hear
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DHS say that the region’s UASI application was lacking. I hope
that next year it is risk and need, not paperwork, that determines
the NCR’s homeland security funding.

In particular, I want to ensure that the DHS ONCRC is pro-
viding adequate assistance to the region given that Members of
this Subcommittee worked to significantly increase the ONCRC’s
budget in fiscal year 2007.

Again, I would like to commend the members of the NCR, both
State and local officials, for what you have accomplished because
your jobs are not easy. Many challenges lie ahead, and I urge you
to continue on a path of cooperation and coordination as you have,
and we look forward to still more progress. So thank you again.

Thank you, Mr. Chairman.

Senator VOINOVICH. Thank you, Senator Akaka.

We do have an excellent panel today. Anthony Griffin is County
Executive for Fairfax County. Ed Reiskin is Deputy Mayor for Pub-
lic Safety and Justice for the District of Columbia. Hon. Robert
Crouch is Assistant to the Governor for Commonwealth Prepared-
ness for the State of Virginia. Hon. Dennis Schrader is the Director
of Maryland’s Governor’s Office of Homeland Security. Thomas
Lockwood is Director of the Office of National Capital Region Co-
ordination at the Department of Homeland Security. And William
Jenkins is Director of Homeland Security and Justice Issues at the
Government Accountability Office.

Gentlemen, it is a pleasure to see you again, and we look forward
to your testimony. I would appreciate it if you would hold your
comments to 5 minutes. Of course, you know that your full written
statement will be entered into the record. It’s the custom of this
Subcommittee, if you will all stand, I will swear you in.

Do you swear that the testimony you are about to give is the
gué‘}?l, the whole truth, and nothing but the truth, so help you,

od?

Mr. GrIFFIN. I do.

Mr. REISKIN. I do.

Mr. CroucH. I do.

Mr. SCHRADER. I do.

Mr. Lockwoob. I do.

Mr. JENKINS. I do.

Senator VOINOVICH. Mr. Griffin, we will start with you.

TESTIMONY OF ANTHONY H. GRIFFIN,! COUNTY EXECUTIVE,
FAIRFAX COUNTY, VIRGINIA, AND CHAIRMAN, CHIEF ADMIN-
ISTRATIVE OFFICERS COMMITTEE, WASHINGTON METRO-
POLITAN COUNCIL OF GOVERNMENTS

Mr. GrRIFFIN. Thank you, Mr. Chairman.

Mr. Chairman and Ranking Member Akaka, thank you for the
opportunity to speak to you on behalf of my fellow chief adminis-
trative officers in the National Capital Region on the role of local
government in securing the National Capital Region.

The chief administrative officers worked in close partnership
with others in the region in developing the recently completed Na-
tional Capital Region’s Homeland Security Strategic Plan. It is a

1The prepared statement of Mr. Griffin appears in the Appendix on page 29.
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long-term, unified effort to improve an all-hazards approach across
the region. This plan lays out our regionwide strategy for strength-
ening our capabilities across all phases of preparedness—preven-
tion, protection, response, and recovery—to manage homeland secu-
rity risks. It sets our course and provides a strategic approach for
planning and decisionmaking.

The all-hazards approach to preparedness means we need to
weigh the likelihood and consequences of a broad array of threats.
These include, but are not limited to, extremes in weather, indus-
trial hazards, viral pathogens, and, of course, terrorism that can
take many forms.

Implementing the plan will be a complex process that will in-
volve all of the National Capital Region’s partners to include gov-
ernment as well as private and civic sectors. The NCR needs tan-
gible programs that are aligned with the strategic plan. The region
must allocate resources and find additional sources of funding to
support these programs and must put in place oversight and ac-
countability structures and processes. The Emergency Prepared-
ness Council has assumed responsibility for implementing the stra-
tegic plan, and the chief administrative officers look forward to
supporting them.

Local governments continue to lead the way in emergency re-
sponse. We generally operate the same on a day-to-day basis as we
do during emergency situations. Therefore, if a terrorist attack
were to happen in Fairfax County, Fairfax County would be in
charge of the response. If an incident took place in Prince George’s
County, Prince George’s County would lead the way.

Local Emergency Operation Plans outline the areas of responsi-
bility for local agencies when responding to disasters or large-scale
emergency situations. These plans assign broad responsibilities for
disaster mitigation, preparedness, response, and recovery to local
government agencies and support organizations.

All emergency responses begin at the local level; however, when
a local jurisdiction determines that it no longer has adequate re-
sources to manage the event, the locality can request assistance
from other localities through the region’s mutual aid network or de-
clare an emergency and request assistance from the State. Once
the State has been notified, it will provide assistance within its ca-
pability. If the State is unable to provide the requested assistance,
the governor in turn will contact the President to request a dec-
laration of emergency and Federal disaster assistance coordinated
by FEMA.

Should the region need military support, the Joint Force Head-
quarters-National Capital Region was established to plan and co-
ordinate for homeland defense and civil support operations. This
support would be coordinated through the Defense Coordinating
Officer in the Joint Field office subsequent to a Presidential Dis-
aster Declaration except in life-threatening situations where sup-
port would be provided immediately. We have continued to
strengthen our homeland security collaboration with Major General
Swan and the Joint Force Headquarters. We also coordinate with
the U.S. Department of Homeland Security’s Office of National
Capital Region Coordination. Both of these Federal offices will help
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ensure a timely response by the Federal Government to requests
for assistance.

I am going to summarize my comments by focusing on the last
page of my testimony.

As critical as the UASI funding is to the NCR for enhancement
of the region’s ability to prevent and respond, I want to emphasize
that the cost of response rests primarily with the local govern-
ments. In Fairfax County alone, funding in fiscal year 2007 dollars
has been allocated to the following functions which account for the
majority of our first responders: Police, $162.4 million; fire and res-
cue, $166.3 million; sheriff, $38.6 million; Office of Emergency
Management, $1.45 million; Health Department, $45 million; 911
communications, $8.9 million—for a total of $422.65 million.

Additionally, the county is currently building a Public Safety and
Transportation Operations Center which will include facilities for
the State Police and the Virginia Department of Transportation’s
regional traffic management system. The county’s share is approxi-
mately $90 million. Given the county’s investment in 36 fire sta-
tions, 9 police substations, and other supporting facilities, and our
collaborative approach to response utilized through the emergency
support functions, Fairfax County spends approximately half a bil-
lion dollars annually to give the county the capacity to respond to
emergencies on an all-hazards basis.

Our companion jurisdictions in the National Capital Region are
funding comparable investments according to population and geo-
graphic size.

In summary, local governments in the NCR are better prepared
and more coordinated since September 11, 2001. Our ability to
communicate and cooperate has been tested several times since
with anthrax, snipers, hurricanes, and tropical storms. Valuable
experience also was gained from sending local government teams
to the Gulf Coast last year. We have made plans for pandemic flu
and have completed the strategic plan. We have learned much, but
know that we have much to do. We are, however, prepared to re-
spond now and anytime in the future.

Thank you.

Senator VOINOVICH. Thank you very much. Mr. Reiskin.

TESTIMONY OF EDWARD D. REISKIN,! DEPUTY MAYOR FOR
PUBLIC SAFETY AND JUSTICE, DISTRICT OF COLUMBIA

Mr. REISKIN. Thank you, Mr. Chairman, Ranking Member
Akaka. I would like to start by requesting that, in addition to our
written testimony, the strategic plan itself and the associated docu-
ments be entered into the record.

Senator VOINOVICH. Without objection.

Mr. REISKIN. I would like to start by affirming, as Mr. Griffin in-
dicated, that we work collaboratively and in a coordinated way
across the region every day. We work across jurisdictions, across
disciplines, across sectors to provide for and improve the safety and
security of the region. And while we have been working together
for decades in the region through the Council of Governments, we

1The joint prepared statement of Messrs. Reiskin, Crouch, and Schrader with attachments ap-
pears in the Appendix on page 34.
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certainly stepped that effort up after September 11, when the
Mayor of the District of Columbia and the Governors of Maryland
and Virginia came together to commit to a joint effort in securing
the National Capital Region. And since that time, we have planned
together. We have developed a Regional Emergency Coordination
Plan. We are currently developing a Regional Evacuation and Shel-
tering Plan. We have trained our first responders and incident
managers together. We have practiced together in exercises and
many real events, as Mr. Griffin indicated. We have agreed on com-
mon standards for equipment and communications. We have jointly
developed education, outreach, and alert notification systems for
the public. And we have developed regional systems that are truly
regional in nature, such as a disease surveillance system, law en-
forcement data-sharing system, water quality monitoring systems,
and the interoperable communications infrastructure that Mr.
Crouch will discuss.

My point is that collaboration and coordination across the region
is not something new. It is something that we do every day.

The strategic plan that has been the subject of interest to this
Subcommittee is just another manifestation of that collaboration,
albeit it a significant one. This plan, which updates the previous
strategy that we had developed in 2003, represents a significant ef-
fort of broad-based collaboration, and collaboration far beyond the
stakeholders that you see sitting at this table, to identify how we
should move forward to safeguard and secure the region. It incor-
porates learnings from a regional emergency management accredi-
tation program assessment process from the Department of Home-
land Security’s National Plan Review, from our own review of our
programs and capabilities.

As we have previously testified, the plan starts with a vision for
a safe and secure region and articulates the mission of the many
homeland security partners in the region to achieve that vision. It
establishes four goals: Improved coordination, improved community
engagement, improved prevention and protection, and improved re-
sponse and recovery. And under each of these goals are objectives
we have identified to achieve each goal, and under each objective
are initiatives we need to execute in order to achieve the objectives.

Some of these initiatives, in fact, are already underway. A crit-
ical one and one that will help further shape the plan’s implemen-
tation is a regionwide risk assessment. The risk assessment will
analyze the threats faced by the region, take a look at our
vulnerabilities and the consequences of various different threat sce-
narios in order to develop the risk profile of the region, both for
natural and manmade disasters, which will help us to better
prioritize our efforts and this plan moving forward.

Overall, the plan provides a robust framework for decision-
making. It has the buy-in of all the stakeholders across our diverse
region, and it will guide decisions, not just of funding but of policy,
of procedure, of legislation, of standards. And, indeed, since we
have had this plan largely in place for a while now, we have al-
ready used it. It guided our allocation of the last round of UASI
funds, and we are using it to prioritize our activities now on an on-
going basis. And, Ranking Member Akaka, it is most certainly a
working document, and, in particular, as both you and the GAO
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have suggested, we will work to refine and improve the metrics so
that we can hold ourselves accountable for improvement moving
forward.

I do want to note that this plan is not an operational plan. This
is not the document that you pick up when a hurricane strikes or
when a bomb explodes. Jurisdiction Response Plans—in our case,
the District Response Plan—are what prescribe our response. And
we have all had Response Plans in place for a long time. We train
our people to those plans, we exercise those plans, and we activate
those plans during disasters. So I do want you to rest assured, and
as I think Mr. Griffin indicated, that we have the ability to respond
today. The strategic plan will help us improve our capabilities not
just to respond but to prevent, protect against, and recover from
disaster.

With my remaining seconds, I would like to take a moment to
brag a little bit. Earlier this week, Secretary Chertoff joined Mayor
Williams at the ribbon-cutting ceremony for our new Unified Com-
munications Center, which is a brand new center off of Martin Lu-
ther King Jr. Avenue in Southeast Washington, DC, which will
house—or is housing now a state-of-the-art public safety commu-
nications system and a new state-of-the-art Emergency Operations
Center. This is an investment largely of local dollars, though with
some Federal support, and it is really a tremendous step forward
for us on bringing together all the critical communications that are
needed both on a day-to-day basis as well as that would be needed
for a disaster. So it is something that we are very proud of, and
I invite you and your staffs to come visit it at any time.

With that, I thank you for having us here today.

Senator VOINOVICH. Thank you very much. Mr. Crouch.

TESTIMONY OF HON. ROBERT P. CROUCH, JR.,! ASSISTANT TO
THE GOVERNOR FOR COMMONWEALTH PREPAREDNESS,
COMMONWEALTH OF VIRGINIA

Mr. CROUCH. Yes, sir. Thank you, Mr. Chairman, Ranking Mem-
ber Akaka. It is a pleasure to be with you here this morning and
to speak to interoperability in the National Capital Region. And I
was impressed that both the Chairman and the Ranking Member
in their opening statements mentioned the fact that we do indeed
have effective voice interoperability throughout the National Cap-
ital Region, and that was demonstrated on September 12 at the
demonstration in Alexandria. That demonstration brought together
50 different agencies and responder groups from throughout the
National Capital Region, including firefighters, police officers, and
others from the city of Alexandria; from Arlington County; the Dis-
trict of Columbia; Fairfax County; Frederick County, Maryland;
Loudoun County, Virginia, Montgomery County; Prince George’s
County, as was noted by Senator Akaka—and thank you for mak-
ing that reference, Senator—Prince William County; Maryland
State Police; Maryland Department of Transportation; the Virginia
St%teA Police; the Virginia Department of Transportation; the FBI;
and ATF.

1The joint prepared statement of Messrs. Reiskin, Crouch, and Schrader with attachments ap-
pears in the Appendix on page 34.
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What that demonstration evidenced was not simply that those
agencies had the capacity to connect through voice interoperability,
but that, in fact, they frequently do so day to day as they respond
to the concerns of the people within the District of Columbia and
in the Maryland and Virginia suburbs. So it is important to note
that this is operational voice interoperability that we have through-
out the National Capital Region.

An important aspect of that interoperability is incident com-
mand. We know that interoperability, whether it is data or voice,
is not simply a matter of technology, but it is also a matter of cul-
ture. And I would echo what both Ed Reiskin and Tony Griffin
have said earlier in this testimony regarding the importance of our
reliance on the localities, and the localities are where these events
occur and where the great credit needs to go in terms of developing
these responses.

We, at the State level and at the Federal level, can say a lot and
try to do a lot in terms of cooperation and coordination, but unless
the localities and the first responders in those localities are com-
mitted to that cooperation, our rhetoric is for naught. And the ac-
complishments that have been achieved thus far in the National
Capital Region and the interoperability field otherwise really are to
the credit of our first responders and our local departments and
agencies and local governments. But incident command is a critical
aspect of that, and all of our agencies have adopted the National
fincident Management System, trained to that, and practice it every

ay.

As the printed submitted testimony indicates, throughout the
National Capital Region we have used over $50 million in UASI
funding in the past 3 years to address interoperability issues.
Many of those projects are included among those projects are re-
verse 911 systems, patient tracking for mass casualty and surge ca-
pacity, the development of the WebEOC system. The Chairman
asked about data interoperability, and this is clearly our next big
challenge as we move forward. We have several initiatives already
ongoing in the data-sharing arena, including WebEOC, which is
Emergency Operations Center to Emergency Operations Center,
giving visibility of events one to another; LInX, a Law Enforcement
Information Sharing System; AFIS, an Automatic Fingerprint Iden-
tification System; RoamSecure, which provides e-mail alerts via
handheld devices; the National Capital Region Syndromic Surveil-
lance Network, which is a health trend surveillance network for
disease; and a Hospital Mutual Aid Radio System.

As we move forward in terms of our efforts for the National Cap-
ital Region, it is important, again, to emphasize that all of this 1s
linked to efforts within the States and within the localities. In Vir-
ginia, we have a very robust project underway to develop a new
communications system among our 21 State agencies. We call it
STARS. The Commonwealth has invested $360 million in that.
That effort is closely linked to what we are doing in the National
Capital Region.

Additionally, we have a Commonwealth Interoperability Office
that works closely with our localities, has developed a strategic
plan that the Department of Homeland Security uses as a model
for States throughout the Nation, and governs the grants process
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for interoperability efforts throughout the Commonwealth. But all
of those efforts at the State level are linked closely with what we
are doing in the National Capital Region, just as the Unified Com-
munications Center and efforts in Maryland, as well as Wash-
ington, DC, are also linked to those efforts.

Data communication is our next focus, Mr. Chairman. We obvi-
ously need to continue building that out as we have continued to
build out voice interoperability.

It is a pleasure to be with you this morning, and I look forward
to your questions.

Senator VOINOVICH. Thank you. Mr. Schrader.

TESTIMONY OF HON. DENNIS R. SCHRADER,! DIRECTOR OF
THE GOVERNOR’S OFFICE OF HOMELAND SECURITY, STATE
OF MARYLAND

Mr. SCHRADER. Mr. Chairman, Ranking Member Akaka, thank
you for having us here today. I want to mention that implementing
the plan requires focus, a fiduciary responsibility on our part,
which leads to management of cost, schedule, and performance,
and that is the hallmark of the implementation of this plan. The
plan includes 30 initiatives with items such as designing and con-
ducting risk-based threat analysis, which is underway as we speak;
increasing civic involvement and volunteerism in all phases of dis-
aster preparedness; and developing a common regional informa-
tion-sharing and collaboration framework.

I might add that we have been working on linking our Fusion
Centers, and just anecdotally, recently when the United Kingdom
situation unfolded, we were doing our monthly program review
meeting in Richmond, and we managed our efforts collaboratively
out of Richmond. So we are very well oriented towards working to-
gether. But getting those Fusion Centers linked is very important.

The plan allows us to give strategic guidance to the practitioner
community so that they can develop and execute specific projects
to implement these initiatives. We have to have a system that is
inclusive and transparent, and we have been developing that over
the last 3 or 4 years, where we work in direct coordination with
the local practitioners who guide us in implementation. And the
strategic plan will give us the measures to gauge performance cov-
ering the full spectrum of activity and outcome measures that will
lead us to success.

In order to accomplish all this and coming out of our original
plan that we adopted in 2003, we realized that we needed to focus
on program management and accountability, which is not a small
task. And the Program Management Office was established in 2004
and serves as the integrated State Administrative Agent for the
National Capital Region and the District of Columbia and is re-
sponsible for program administration. That process has been evolv-
ing and continues to improve. The office was established to effec-
tively manage the more than $234 million in grants that have been
given to the region.

1The joint prepared statement of Messrs. Reiskin, Crouch, and Schrader with attachments ap-
pears in the Appendix on page 34.
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We need additional tools, and we are in the process and by the
end of the year we will have a new system called the State Pre-
paredness Administrative Response System—the acronym is
SPARS—which will allow us to do web-based project management
through a web portal, and we are hoping that will migrate to the
States.

The Program Management Office is charged with implementing
the strategic plan. It has a critical role in developing the processes,
the methodologies, and tools to ensure that projects are completed
on schedule and within budget. And there are monthly reviews of
these projects.

The projects are managed by sub-grants to the local jurisdictions
which requires a significant amount of energy, time, and effort by
the local jurisdictions, who also have day jobs. And we are sensitive
to the fact that the Program Office has to work collaboratively, and
it is quite an undertaking.

In addition, the chief administrative officers who have shoul-
dered the burden for being responsible for project implementation
regularly review these projects, as we do, and we are focused on
making sure that they are on time, and if not on time, we have a
reprogramming process that reviews what backlog of projects could
be moved up on the queue to move the program along.

Last, I will mention that we are also very focused in this process
of integrating Maryland, District of Columbia, and Virginia pro-
grams in the seven fundamental areas of homeland security, which
include public safety communications, information sharing and in-
telligence, law enforcement, transportation security, emergency
preparedness, health and medical, and critical infrastructure pro-
tection. I would add that, for example, in our transit grants, we
have one committee which manages all the Maryland and NCR
grants collaboratively because of the feeder systems that come from
Maryland and Virginia into the District, and that has been very
successful.

Probably our greatest challenge is the execution of project man-
agement and our fiduciary role in that, and we take that very seri-
ously. And it is ongoing week by week. We have weekly conference
calls where we focus on this on a week-in and week-out basis.
Thank you, Mr. Chairman.

Senator VOINOVICH. Thank you very much. Mr. Lockwood.

TESTIMONY OF THOMAS LOCKWOOD,! DIRECTOR, OFFICE OF
NATIONAL CAPITAL REGION COORDINATION, U.S. DEPART-
MENT OF HOMELAND SECURITY

Mr. LockwooD. Mr. Chairman, Ranking Member Akaka, thank
you for the opportunity to come to discuss our efforts. The last time
that we met, the Subcommittee raised a number of questions and
concerns regarding regional coordination and the status of the stra-
tegic plan. Per your recommendations, we have worked very closely
with GAO on several occasions for advice, input, and to discuss key
recommendations.

As you have heard from my State and local colleagues, we have
made significant progress in the National Capital Region, beyond

1The prepared statement of Mr. Lockwood appears in the Appendix on page 204.



12

the plan itself, but also the fundamentals that go within the plan.
The centerpiece of this effort, in fact, is the strategic plan that is
complete, and I join Ed Reiskin, my fellow members of the SPG,
and our local government, in submitting this plan for the record.
The plan has three parts: The Core Plan that provides the overall
strategy goals and objectives; Volume II, which is the detailed prac-
titioner-level information; another piece is the overview briefly
summarizing key points of this for the lay personnel.

The completion of the plan is a significant milestone. In review-
ing our homeland security plans, including those supplied by GAO,
it is clear that this plan is unprecedented. Our region is complex.
We have multiple jurisdictions. We have multiple challenges and
organizations here which we detailed in the last testimony. As you
can appreciate, any catastrophic event, whether natural or human-
caused, respects no boundaries. When coupled with the geopolitical
complexities in the NCR, we can appreciate the significant chal-
lenges in this region. Completion of this plan required significant
investment of resources, time, and focus at all levels—public and
private. It has been unprecedented, and they have built a strong,
long-term plan.

The plan is a 3- to 5-year plan for managing risk and strength-
ening homeland security. The 3-year phase of the plan looks at the
programming, budgeting, and execution, but provides an overall
planning framework for the next 5 years. It sets forth clear stra-
tegic goals, objectives, specific initiatives to make the NCR safe and
secure. It provides a means to gauge the region’s progress and over
time to make informed adjustments to the strategy.

The NCR partners went to great lengths to align the details of
the plan with large numbers of planning documents, guidance, and
recommendations from GAO on various assessments. While assess-
ing risks and identifying vulnerabilities and understanding their
consequences are critical to determining what needs to be done, the
fundamentals of collaboration, coordination, and information and
resource sharing are the principal means of how to build and sus-
tain these capabilities in the region. The plan serves as a road map
for strengthening these capabilities and enhancing the capacity to
realize this vision over time.

In March, we reported that the final plan was delayed in order
to take into account results and outcomes of the Emergency Man-
agement Accreditation Program assessment and DHS’s National
Review Plan. Since that time, all of the jurisdictions have com-
pleted the regional assessments. This is the first time in the Nation
that this assessment has been applied in a regional context.

The process demonstrates that jurisdictions or in this case mul-
tiple jurisdictions, are aiming to use its resources to provide these
capabilities, and it truly is revolutionary what was done here. This
was discussed recently with the National Emergency Management
Association truly as a precedent.

Additionally, in June, the Department completed the National
Plan Review and provided post-Katrina recommendations and as-
sessments. The results of these have been included in the plan.

In moving forward, we have talked about the framework that has
been established to execute the plan. A team, collaborative, bottom-
up approach that we will use to continue to develop and promote
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the culture in the region. We will continue to enhance our coordi-
nated approach for communications and interaction amongst the
stakeholders for more effective prioritization and execution within
the region.

We will update this plan on an annual basis to reflect changes
in conditions. It provides the region with a common framework to
coordinate and implement.

In closing, the plan is the outcome of a long, comprehensive, col-
laborative process. It is part of the long-term regional picture of
preparedness efforts. The region continues to work well, working
across as peers and stakeholders within the safety for the National
Capital Region.

Senator VOINOVICH. Thank you, Mr. Lockwood. Mr. Jenkins.

TESTIMONY OF WILLIAM O. JENKINS, JR.,! DIRECTOR HOME-
LAND SECURITY AND JUSTICE ISSUES, U.S. GOVERNMENT
ACCOUNTABILITY OFFICE

Mr. JENKINS. Chairman Voinovich, Ranking Member Akaka, I
am pleased to be here today to discuss the National Capital Re-
gion’s recently completed strategic plan. We first recommended in
2004 that the NCR create a strategic plan. A coordinated strategic
plan, appropriately implemented, is fundamental to ensuring that
the region as a whole is prepared for the risks and hazards it faces.
To be effective, the plan must be a living document that is used
as a guideline and road map for funding and implementing initia-
tives to build and sustain needed emergency preparedness and re-
sponse capabilities within the region.

In our testimony last March, we identified six desirable charac-
teristics of strategic planning that we suggested should be em-
bodied in the NCR Strategic Plan, and the completed plan includes
all six. These characteristics reflect three basic principles: One, the
inclusion of a clear statement of what is important and why; two,
identification of resources to achieve the identified goals and objec-
tives; and, three, the establishment of performance measures and
accountability for monitoring progress and achieving key goals and
objectives.

The plan’s structure is more streamlined than previously and in-
cludes three basic parts: An overview, a core plan, and a detail ap-
pendix with initiatives and information on such things as risk, cost,
roles, and responsibilities.

The plan is a noticeable improvement over prior documents and
more clearly defines the roles and responsibilities of various groups
responsible for developing, revising, and implementing the plan. Al-
though the completed plan is a noticeable improvement, the sub-
stance of the information in the plan could be improved. Two exam-
ples:

First, the plan does not reflect the results of the comprehensive
risk assessment for the region. Completion of such an assessment,
which is underway, using a common framework as a priority initia-
tive in the plan and should be completed as soon as possible. When
this more comprehensive assessment is completed, it may indeed
require revisiting some of the plan’s priorities.

1The prepared statement of Mr. Jenkins appears in the Appendix on page 208.
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Second, although the plan defined objectives as being key, meas-
urable milestones for each goal, performance measures for a num-
ber of objectives are stated in rather vague terms, such as “en-
hance,” “improve,” “increase,” or “strengthen.” Although the plan
includes outcome measures, a number of its measures are activi-
ties, such as number of registered volunteers.

The plan identifies 30 initiatives with the leads dispersed across
a number of organizations. It will be essential that the activities
of the various lead organizations are well coordinated and that
they have the authority, resources, and mechanisms to carry out
their lead responsibilities effectively. Moreover, there is a potential
gap between the estimated cost of the plan’s initiatives, about $100
to $150 million, and the resources that may be available to the
NCR and its member jurisdictions from Federal sources. This year,
for example, the NCR received about $100 million less than it had
requested for its Urban Area Security Initiative grant. Therefore,
the plan should recognize that if the plan’s initiatives are to be im-
plemented on schedule, especially the 18 scheduled for completion
in 2007, NCR jurisdictions may need to contribute more than origi-
nally anticipated toward their completion.

As has been noted, the NCR is not an operational entity, but the
result of implementing the NCR Strategic Plan must be effective
regional operational capabilities. Thus, it is essential that the oper-
ational plans in member jurisdictions align with and support the
NCR strategic goals and objectives.

In conclusion, Mr. Chairman, the NCR has made noticeable
progress in developing its first strategic plan. Although we have
identified limitations that should be addressed, the challenge now
is one of effective implementation. This includes careful monitoring
of initiatives and ongoing assessment of the plan’s success in
achieving needed capabilities and operational plans. The goal must
be the region’s collective ability to protect against, prepare for, and
respond with effective, well-planned, and well-coordinated actions
that will save lives and mitigate the effects of a major or cata-
strophic disaster in the region.

That concludes my statement, Mr. Chairman. I would be pleased
to respond to any questions you or the Ranking Member may have.

Senator VOINOVICH. Thank you very much.

Mr. Schrader, you mentioned that the NCR has received more
than $234 million in grants. Mr. Griffin, you also mentioned that
in your respective jurisdictions you are spending a lot more money
than you had originally anticipated.

I would like to know the numbers from your respective jurisdic-
tions in terms of the amount of additional money that you believe
you are spending that is attributable to this new challenge since
September 11, 2001. We are trying to get this information for the
Department of Homeland Security. It is a significant sum of
money, and it is interesting to know just what we are doing to pro-
tect the homeland and the NCR.

Mr. Jenkins, the issue always is are we going to be able to meas-
ure success. From an oversight point of view, 6 months from now
if we had a hearing, what are the measurements that we would use
to determine whether or not things are on track in the NCR?
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Mr. JENKINS.Well, I think as we say in our statement, one of the
things is as these initiatives are put forward, the way you are
going to be able to measure progress is that the initiatives have
themselves specific measures that are a little bit—definitely more
specific than “strengthen” or “enhance,” as well as the objectives.
So you know that this initiative is designed to get you to a certain
point, and it should be focused on capabilities, the capabilities that
you are gaining by being able to do this. And that means that you
have to have, first of all, a notion of where I want to go, what is
the end goal that I want to get to, some notion of where I am rel-
ative to that goal and how much this particular initiative or com-
bination of initiatives is going to help you close that gap.

Senator VOINOVICH. Mr. Jenkins, are there measurements in the
plan right now that we can look to?

Mr. JENKINS. There are a mixture of measures, and there are
outcome measures. We think that there—as I said in my oral state-
ment, there are things where they really can focus a little bit more
on things that are quantifiable measurements. They should not be
so much activity measures. They should be essentially outcome
measures to the maximum extent possible. And they do have some
outcome measures, but we would be happy to—we have pointed out
to them in an oral briefing that we had on our assessment where
we think some of the measures can be improved.

Senator VOINOVICH. Mr. Reiskin, you are an appointee of the
mayor. Are you civil service?

Mr. REISKIN. I am not. I serve at the pleasure of the mayor.

Senator VOINOVICH. The District of Columbia is going to have a
new mayor. Has consideration been given in the event that they
bring in somebody else that there is going to be a baton transfer?

Mr. REISKIN. Well, I guess all I can say is both the current mayor
and the presumptive mayor-elect have both said to each other and
publicly that they are both absolutely committed to a smooth tran-
sition in all areas, but particularly including this one. And I actu-
ally was recently appointed interim city administrator for the Dis-
trict, and the one thing the mayor said to me was, “What I need
you to do is ensure that the transition is smooth.” So I think that
the commitment is clearly there on both sides to ensure that hap-
pens.

Senator VOINOVICH. Do you have reliable people working with
you that are civil service?

Mr. REISKIN. Yes. The majority of the government, of course, is
in a civil service or protected position. It is really just the top layer
that is not.

Senator VOINOVICH. Are all of the other people in front of me ap-
pointed, with changes in administration? When I was governor, I
would tell my folks that you have got to have somebody who can
takeover if something happens to you. You have all thought about
this and are prepared?

Mr. REISKIN. And we have recently, in Virginia, gone through a
transition where the person that we worked with on a day-to-day
basis moved on, a new governor came in, and I would say that we
really carried on without skipping a beat in terms of coordination
across the region. So I expect that would continue.
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Senator VOINOVICH. Great. From my perspective, you all get
along together. You can have the best plan in the world, but if folks
do not get along then you are in trouble. But if everyone gets along
then you have a wonderful opportunity to be successful.

Senator Akaka, we will have 5-minute rounds.

Senator AKAKA. Thank you very much, Mr. Chairman.

Mr. Reiskin, on September 17, the NCR held an exercise to test
the region’s ability to evacuate Metro transit system after a bomb
exploded. That was the scenario. One capability tested was wheth-
er first responders could communicate if radio equipment in the
Metro tunnels was knocked out.

Will you please share what worked, what did not work, and what
procedural changes have been made since the exercise?

Mr. REISKIN. Certainly, I will try, Ranking Member Akaka. One
of the objectives in the exercise was to take down the communica-
tions system. That was the purpose of the exercise, to test what the
response would be.

What worked was our radio cache. With our Federal dollars we
purchased 1,250 radios that are deployed across the region, that
are all programmed in the same way so that when direct or
patched communications do not work, for whatever reasons, a rea-
son like this or because something is coming in from the outside,
we have ways to interoperate and communicate. That cache was
deployed, and I would say that aspect of this worked. A temporary
repeater was brought down into the tunnel to enable the radios to
work. That part worked.

What I think did not work was the communication between the
radio cache radios and the Metro system radios that were brought
back up when the repeater was put down. And it was not a techno-
logical issue. It was a matter of the programming of some of the
Metro radios. As I think Mr. Crouch indicated, often the technology
is not the issue. We can do virtually anything voice-wise to connect
people. But protocols have to be in place, radios have to be main-
tained, and my understanding is that the fleet maps, how the dif-
ferent channels on the radios were set were not consistent such
thgt people could find each other from a cache radio to a Metro
radio.

That is my understanding. I think they are still doing an after-
action review, but, clearly, one of the lessons that will come out of
that—and I would imagine it is happening already—is to ensure
that all of the fleet mapping of all the radios are up-to-date. One
of the things our new Unified Communications Center houses is
our radio function, and we, within the District, have centralized
that to make sure that we maintain our radios and keep them up-
to-date. That is a piece of making sure interoperability across the
region works.

Senator AKAKA. Thank you. I would like—and I should have
mentioned it—to hear from Mr. Crouch and Mr. Schrader on the
same question.

Mr. CrOUCH. Thank you, Senator. I certainly would agree with
Mr. Reiskin’s assessment. I would also point out that one use of the
radio caches that he mentioned—and we have three of those that
have been purchased through the UASI funding throughout the
National Capital Region—is to have radios that are available if



17

folks were to come from Richmond or Baltimore, for example, to as-
sist in an event and we would have those additional radios avail-
able. But it is important to note that those radios are not just used
in an exercise such as the recent Metro exercise, but they are used
on events like the 4th of July and other events regularly in the re-
gion. So we make sure that the maintenance is up-to-date in that
regard.

Senator AKAKA. Mr. Schrader.

Mr. SCHRADER. Yes, Ranking Member Akaka. I also wanted to
add that one of the things that the development of this plan has
done for us is it has brought us much closer to the WMATA leader-
ship. Mr. Tangherlini has made it his business to get engaged. We
have worked collaboratively. In this past grant cycle, for example,
we are investing $3 million in improving and upgrading the com-
munications elements down in the tunnels. So we recognize that
the WMATA asset is an asset for the region, and each of our juris-
dictions has a major stake in that. And these exercises are funded
through this process, and quite frankly, it is good that we are find-
ing these things in the exercises.

So I think that as a takeaway it is actually—it did what it was
supposed to do. It highlighted where the gaps might be, and we are
going to be able to fix them.

Senator AKAKA. One interesting comment that was made by Mr.
Reiskin—and I just want to ask you to expand on that. You used
the word “protocol” as possibly a problem. Can you explain what
you mean by that?

Mr. REISKIN. The technology of interoperable communications is
fairly well developed, and I think within the region we are fairly
advanced in it. But if we do not have agreement and understanding
of when an incident happens this is the channel we are going to
go to, or we do not have the protocols in place to be able to commu-
nicate that information, or if the fleet map on the radios in the Dis-
trict are different than where they are in Arlington and I am not
keeping up with their changes, then all the technology in the world
will not help us. We need to have those protocols clearly laid out,
exercised, and understood. And then we have to maintain the sys-
tem such that the protocols can be successfully implemented.

And, frankly, in exercises we have all the time, we find glitches
where somebody has changed a channel on the radio that, if people
were going to try to converge on that channel to talk, they would
find that they could not.

So it takes quite an effort to make sure that the radio systems
are maintained and that the protocols are in place. But, fortunately
or not, we get a lot of practice in using the cache during major
events or radio systems during any kind of mutual aid event. So
we have kind of a constant feedback cycle built in to make sure
that our protocols are in place such that the technology can be ef-
fective.

Senator AKAKA. Thank you for that. Mr. Chairman, my time has
expired.

Senator VOINOVICH. In the testimony you discussed risk assess-
ment. I would suspect that each of you in your own respective ju-
risdictions have done your own risk assessments. Is that true?

Mr. REISKIN. Yes.
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Senator VOINOVICH. Mr. Lockwood, are you looking at the whole
region and prioritizing according to risks in the region?

Mr. LocKwOOD. One of the outcomes of the EMAP assessment
was a shortcoming of the true understanding of the integrated risk,
and I believe that was picked up by the GAO testimony. The region
has coordinated amongst itself to do a common risk assessment to
pull in the various types of risks, whether they be the environ-
mental risks, or all-hazard risks, to get a better understanding of
the priorities and potential gaps. That assessment has already
started, and we are actively engaged in that task now.

Senator VOINOVICH. Does the Department of Homeland Security
have some really good way of measuring this? For example, after
the recent risk assessment there was a lot of moaning and groan-
ing that people were not getting the money that they needed. Do
you think that the tools that you have to look out there and ascer-
tain the risk is adequate? Are you the one that is doing risk assess-
ment for the region? Are all of you sitting at the table together and
developing your own type of assessment based on your experience?
How does that work?

Mr. LockwooD. We as a community—and what you have heard
a number of times today is the word “partners”—whether that is
the public or private partnership that we have, the local govern-
ment, State, Federal, coming together to write a joint statement of
work that we agree with for a risk assessment to be done.

Part of my responsibility to the group is to reach out to those
within the Department of Homeland Security that are risk experts
and to make sure that they actively participate in this effort. For
the Department this is truly a regional effort that is bringing in
multiple perspectives beyond terrorism but including all hazards.

Senator VOINOVICH. So you are taking advantage of the expertise
that is at the Department of Homeland Security and then adding
some things based on your own experience?

Mr. LocKwooD. Right.

Senator VOINOVICH. You are going to have that done when?

Mr. LockwooD. What is the timeline? Is it 6 months?

Mr. REISKIN. It should be done the end of January 2007, so with-
in about 4 months.

Mr. SCHRADER. Mr. Chairman, could I add something to that?

Senator VOINOVICH. Sure.

Mr. SCHRADER. Let me give you an example of how it really
works in a practical way. In Maryland, we have been working on
maritime risk. We put a strategic plan together working with our
Area Maritime Security Committee, and we have brought that to
the group and said we need to be thinking about maritime risk.
And people have said, Virginia has got concerns in Norfolk, we
have concerns. We then said, we need to get together on this and
really integrate these risks.

So as a practical matter, it is working, and we need to have our
own focused areas. For example, Maryland has a significant stake
in the Chesapeake Bay and up through Maryland’s Port of Balti-
more, the Bentley Port. But until we actually come together and
put it on the table, we may not get the benefit.
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Now we have put it on the table. We are going to be working on
that, and those are the kinds of practical things that we are work-
ing on together.

Senator VOINOVICH. The Metro system has asked for an author-
ization of $1.5 billion. Are you familiar with that request?

Mr. GRIFFIN. Mr. Chairman, you said a billion and a half?

Senator VOINOVICH. Yes.

Mr. GRIFFIN. Yes, that is a request oriented towards maintaining
the system so it can continue to handle its current passenger load.

Senator VOINOVICH. You are fairly familiar with it then, Mr.
Griffin?

Mr. GRIFFIN. Somewhat familiar. Fairfax County is a funding
partner.

Senator VOINOVICH. Is a portion of that going to be attributable
to dealing with homeland security?

Mr. GRIFFIN. No, sir.

Senator VOINOVICH. It is not. It is just strictly to guarantee the
system can operate.

Mr. GRIFFIN. Maintenance, can continue to operate at the levels
it is operating now.

Senator VOINOVICH. Separate and apart from things that you
need to do from a technology point of view in terms of threats of
terrorism.

Mr. GrIFFIN. That is correct. However, as has been noted earlier,
WMATA has been working with the CAOs and with the Senior Pol-
icy Group to identify critical issues from a security perspective, and
where we have had the capacity financially to support that, we
have done so.

One example related to enhancing communication in the tunnel
system. The other priority is having a duplicate or back-up oper-
ations center for the Metrorail system, something they have not
been able to fund with their normal budgetary allocation. And we
are working with them to support that as well.

Senator VOINOVICH. At our last hearing in March, we talked
about the tracking of non-Urban Area Security Initiative grants in
the region. Could any one of you describe in detail what the region
has done to assure the Subcommittee and the people within the
NCR that the non-UASI funds that are being spent in the region
are being spent in a coordinated, transparent fashion?

Mr. SCHRADER. Yes, let me start with that, Mr. Chairman. In our
testimony, we talk about the regional program working groups that
we have established, and particularly in the area of training and
exercises, critical infrastructure, just to name two, and health and
medical. What those groups are tasked with—and let me just be
specific; the individual who chairs our critical infrastructure pro-
gram and the individual who chairs Bob’s critical infrastructure,
and also Ed’s, all work together on this working group, and their
charge is to integrate the three programs. So the money we——

Senator VOINOVICH. So there are many pots of money?

Mr. SCHRADER. Yes.

Senator VOINOVICH. And you are all familiar with the pots of
money that each of you have.

Mr. SCHRADER. Absolutely.

Senator VOINOVICH. In each State and the District.
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Mr. SCHRADER. Right. In Maryland, we have over $400 million
over 5 fiscal years, which includes the central Maryland urban
area, health and medical from HHS. So we have a high-level over-
view.

Senator VOINOVICH. You look at the money so everybody knows
where it is and then try to figure out how could it benefit somebody
else so you do not have a duplicate situation?

Mr. SCHRADER. I will give you a very specific example around
Prince George’s County. We have a governance group in Maryland
that oversees interoperability. They have an over $60 million initia-
tive in place to put in a 700-mega-hertz system. Governor Ehrlich
is investing $10 million a year in building a backbone statewide.

We coordinate that, and in coordination with the NCR, we have
gotten some additional money, almost $1.8 million from the NCR
to contribute to that. So it is all integrated into one project, and
with these multiple sources of money that are going toward the
project. That is just one example.

Senator VOINOVICH. Senator Akaka.

Senator AKAKA. Thank you, Mr. Chairman.

Mr. Reiskin, we have heard in previous hearings that the Dis-
trict has extensive evacuation plans in case of emergency in Wash-
ington, DC. Earlier this year, the city experienced significant flood-
ing, which shut down the Metro, gridlocked the traffic, and made
some parts of the city inaccessible.

So my question to you is: Did you exercise any portion of the
evacuation plan during the flood? And if so, please specify what ac-
tions you took and what you learned from it?

Mr. REISKIN. No, we did not exercise or activate any aspect of the
evacuation plan because we were not, in fact, trying to evacuate
the District or the downtown. However, the management of traffic
during that situation—there were some roads that were flooded.
There were, I guess, some disruptions on Metro. The management
of the traffic during that situation, even though we were not evacu-
ating, did not work as well as it should. We had some coordination
issues between our transportation and police departments that
should not have happened. And I think we could have done that
a lot better.

So it was not an issue of the evacuation plan working or not, but
there were definitely some fairly easy lessons learned from that
that we ensured when Hurricane Ernesto came through, we were
prepared to ensure those would not happen again.

Senator AKAKA. I asked that question just to see whether the
evacuation plan could have been applied there. As you said, you did
not, and yet I guess it will take some of these disasters that come
up for us to try the plan out and see how it works.

Mr. REISKIN. If I may, we actually have twice now, on the last
two 4ths of July, activated—at least a partial activation of our
evacuation plan, and I can tell you that this past July 4 it went
a lot better than the first because of the lessons we learned from
the first. So that is one way that we can actually test the plan and
a way that does not inconvenience people. As a matter of fact, it
actually conveniences them because it allows people to get out
more quickly. But unless it is our goal to get people out of the city
quickly, which is not our goal every day at rush hour and it was
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not our goal during that flooding, we cannot test the evacuation
plan per se.

Some of the mechanisms that we need, such as traffic monitoring
and deploying intersection control officers, are common to both, and
that is where there are learnings from these other kinds of events
that will, in fact, enhance our evacuation planning, although we
are not activating the plan itself.

Senator AKAKA. Thank you.

Mr. CroucH. Ranking Member Akaka, may I add a response?

Senator AKAKA. Mr. Crouch.

Mr. CrROUCH. I believe it was mentioned earlier in the testimony
that we are currently undertaking a new evacuation study for the
region in cooperation with the Department of Homeland Security.
We hope that, taken with the risk management study, will help in-
form our strategies additionally.

And I would like to add that while our core focus from the Senior
Policy Group perspective is the National Capital Region, we also
recognize that what happens here and what we do here in response
to events can potentially impact other parts of the country, and cer-
tainly the Mid Atlantic Region.

Many of us participated earlier in the summer in a conference on
evacuation that was held in West Virginia. There were representa-
tives of eight States as well as the District of Columbia at that, in-
cluding, Mr. Chairman, from the State of Ohio, to discuss issues fo-
cused on events in the National Capital Region and how those
would impact out into other areas of the Mid Atlantic and West.

So I just want to point out that our efforts here in the National
Capital Region are not simply limited to Maryland, Virginia, and
the District of Columbia, but we are also coordinating and have a
very active dialogue with other States.

Senator AKAKA. Let me just further ask the question that I asked
Mr. Reiskin about that flood. Did you, Mr. Schrader, make an ef-
fort to see how you would be able to help the District of Columbia
during the flooding?

Mr. SCHRADER. Yes, I specifically spoke to Mr. Reiskin during
the flood and asked him—because they had declared an emergency.
I have his cell phone number, and I called and offered assistance.
He indicated that because of the water table here in the District
around those areas, often basements would flood and it would
cause problems with buildings, but at that point in time they did
not need our assistance from Maryland. So we talked as the situa-
tion was ongoing.

Senator AKAKA. The reason I asked about the flood is because it
was an unplanned natural disaster as opposed to something that
you can see coming, such as a planned or simulated event.

Thank you, Mr. Chairman. My time has expired.

Senator VOINOVICH. Is there an NCR intelligence network or
joint task force?

Mr. CroucH. Yes, Mr. Chairman, we have Fusion Centers in
both of our States, and as mentioned, now the Unified——

Senator VOINOVICH. Is that what it is called, a Fusion Center?

Mr. CROUCH. Yes, sir.
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Senator VOINOVICH. It is where all of the local and Federal
groups are continuing to get information and sharing it with each
other so you have something that is dynamic?

Mr. CROUCH. Yes, sir. It is an intelligence-gathering and analysis
function, and in Virginia, it is led by our Virginia State Police and
our Department of Emergency Management as partners with other
State agencies, local law enforcement, and Federal agencies.

Senator VOINOVICH. From your perspective, how is it working?

Mr. CroucH. Well, the Fusion Center concept is relatively new
at the State level. We just stood ours up in Virginia at the begin-
ning of this year. It is working well thus far. As in many other
cases, it is an area where we need more resources, more analysts
at the State level. We have had a very active dialogue with the De-
partment of Homeland Security and the National Geospatial-Intel-
ligence Agency regarding those partnerships, and we are hopeful
that they will develop.

Senator VOINOVICH. You have one in Virginia and Maryland. Mr.
Reiskin, do you have one here in the District?

Mr. REISKIN. We are actually in the process of standing up a Fu-
sion Center. We have been working for the last 6 months or so with
the Department of Homeland Security and the Washington Field
Office of the FBI, and we are fairly close to being there. We have
the functions in place. We have analysts in place. We have a very
strong working relationship with the FBI through the Joint Ter-
rorism Task Force. But our actual center will be up in the next 6
months.

Senator VOINOVICH. What I think about is that through the intel-
ligence network you find out that something is going to happen and
how quickly that information can get to the NCR and trigger that
so that you have a response.

For example, on September 11, 2001 there was information about
a plane still in the air, which was the plane that went down in
Pennsylvania. I do not know when we finally got information about
the plane, but everybody was evaculated. I will never forget that
day as long as I live. But it would be interesting to know how soon
did that information get out, and what was done to respond to it.
Do these Fusion Centers put you in a much better position than
if you had a repeat of that day, you would be able to react to it
in a much quicker way?

Mr. REISKIN. I would say generally yes, although in some ways
there are slightly different issues, both of which we have prioritized
within the strategic plan. On the intelligence side, it is often more
on prevention and gathering global intelligence, local intelligence,
assessing our threats to figure out where we need to focus our re-
sources, what we need to exercise. And as Mr. Schrader mentioned,
we are working to link our Fusion Centers, to fuse our Fusion Cen-
ters, so that we are part of the network nationwide that goes up
to the Federal Government, down to the local governments, to be
able to process all that information to be able to prevent things
from happening.

We have also been working on this alert notification issue, so
when there is an emergent event, we can get the information either
down from the Feds, up to the Feds, and out to the people who
need to know that. That may or may not be a function within the
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Fusion Center. The emergent threat may go more through our
Emergency Operations Center, and those centers, as Mr. Crouch
mentioned, are now linked multiple ways, including through the
interoperable data systems.

Senator VOINOVICH. A couple times, the NCR airspace has been
violated and we were evacuated. With that kind of information,
how fast was that information translated to the NCR? And it gets
back to your assessment. What are you going to do under those cir-
cumstances? I am pleased to know that you are continually exer-
cising your interoperable communications.

Mr. CRoOUCH. Mr. Chairman, I would mention, too, that we do
have—and this has been funded through the Urban Area Security
Initiative funds—in the National Capital Region a system we call
the Regional Incident Communications and Coordination System—
RICCS is what we refer to it as—and that links all of us as well
as folks at the local level in the region and in Federal agencies.
Through the pager system and other methods, we get very quick
notification of events as they are developing in the National Cap-
ital Region.

Senator VOINOVICH. How much have we spent to secure the Cap-
itol complex? I am working on trying to get a dollar figure, and it
has been very difficult. Senator Akaka, you might be interested. I
am trying to get how much have we really spent on the bollards.
There is speculation that the green bollards cost $30,000 apiece. I
hope that is not true. Is the District involved at all? We have all
these hydraulic barriers that have been built, and we have closed
off streets. Does the District have anything to say about it?

Mr. REISKIN. The answer is—who is in charge of the security of
the Capitol? It is the U.S. Capitol Police, and their jurisdiction is,
I believe, statutorily defined and it actually extends beyond the im-
mediate grounds. They report, as you probably know, to a Police
Board, which are the Sergeant at Arms of the two Houses, as well
as the Architect of the Capitol. And my understanding is that the
decisions about bollards and pop-up barriers and the like are gen-
erally made by that board.

Most of those decisions have happened without consultation with
the District, and sometimes in the face of opposition from the Dis-
trict, because while we certainly respect and understand the need
to protect these grounds, overprotection can inhibit our ability to
respond to events and the needs of the citizens and residents and
people who work in the District.

That said, we try to work as closely as we can, the Metropolitan
Police Department and the U.S. Capitol Police work very closely to-
gether because they are obviously

Senator VOINOVICH. So you have knowledge of the bollards and
street closings before they happen? Or they just go ahead and do
it and you find out about it afterwards?

Mr. REISKIN. In some cases, the latter has happened.

Senator VOINOVICH. Do you think that communication could be
improved?

Mr. REISKIN. I think it has improved. It could probably be im-
proved more. But ultimately they have, I believe, statutory author-
ity to do some of these things, and I do not think they need to ask
our permission, let alone consult with us. But we work to build re-
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lationships on the ground level, the street level. There is very good
coordination between the police forces, but the decisions of the Po-
lice Board are their decisions, and I think they have the authority
to make them unilaterally.

Senator VOINOVICH. Senator Akaka, it might be a good idea that
we have a hearing on how the Capitol Police work with the other
police in the NCR. I know we had a hearing about 4 or 5 years ago
dealing with that issue. There are several police forces that we
have here. I think that the recent incident where a man drove into
the Capital complex and climbed the steps and was in the Capitol
with a firearm makes you ask yourself, really how secure are we?

Who is in charge of securing the White House? The Secret Serv-
ice? Do they have a geographic area where they are in charge of
deciding what they are going to do?

Mr. REISKIN. Yes, that is correct. And I do not know if theirs is
statutorily

Senator VOINOVICH. Like Pennsylvania Avenue, right in front of
the White House, it is closed off. I wonder how that closing fits in
with traffic patterns and moving people in and out of the city.

Mr. REIskIN. Right, and that example, we have formally re-
quested the reopening of Pennsylvania Avenue and of E Street. Ul-
timately, it is Federal property—or it is surrounded by Federal
property. And, interestingly, Pennsylvania Avenue right in front of
the White House is still District property, although they have
closed it off. They own the sidewalks. We own the street. It is a
little bit of a complicated situation.

But operationally on the ground, I want to assure you that both
with the Secret Service and the Capitol Police that our police work
very closely with them because anybody who is trying to get in
here has to come through the city. So if our police were alerted to
something happening, they are in direct communication with the
Capitol Police.

Senator VOINOVICH. Thank you. Senator Akaka.

Senator AKAKA. Thank you, Mr. Chairman. I agree with you. I
think we need to look into a possible hearing on that.

Mr. Schrader, your testimony mentioned the usefulness of Cit-
izen Corps Councils in Maryland.

Mr. SCHRADER. Yes, sir.

Senator AKAKA. And what interests me is that this expands the
parameter beyond government and to the citizenship.

Mr. SCHRADER. Yes, sir.

Senator AKAKA. The only way for this country to be truly pre-
pared for a disaster is to improve individual citizens’ preparedness.
Yet I have been concerned that the Citizen Corps program is not
utilized or supported as well as it could be.

The question is: Based on your experience in Maryland, how can
the National Citizens Corps program be improved? And is there
anything that Congress or DHS can do to improve Citizens Corps
at the Federal level?

Mr. ScHRADER. Well, in Maryland, Governor Ehrlich is very
pleased with the Citizen Corps Council. We actually were the first
State in the Union to have a Citizen Corps Council in every county
in our State, and that was over a year and a half ago. Tomorrow,
we are actually having our first statewide Citizen Corps Council at
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the Maryland Emergency Management Agency, so there is a com-
mercial for tomorrow’s conference. And we are reaching out.

What really needs to happen is you have to have the emergency
directors in the local jurisdictions embracing the Citizen Corps
Councils. You have to have the CERT programs, the Citizen Emer-
gency Response Teams, brought into that. And the other thing that
needs to happen is you have to have a very clear mission for these
folks who are trained because there is a concern, for example, with-
in the professional public safety community that we do not want
to train people who are going to suddenly show up at the scene of
an incident now because they have gotten a couple days’ worth of
training.

We are also talking to our folks, as you know, Health and
Human Services has a requirement for pandemic planning. Our
thinking in Maryland is that in the event of a pandemic, you are
going to have a situation where you are going to need citizens in
local jurisdictions. You are going to need local response capability.

So we are trying to weave all this together. We also believe that
the community colleges—Governor Ehrlich has put a tremendous
amount of money into community colleges in these past 4 years
since he has been in office. We believe that is a platform because
a lot of what has to happen here is nonresident continuing edu-
cation for adults. And that is another thing. So we have linked the
community colleges also.

So there are some techniques. The States are uniquely positioned
to drive this. A lot of what is going on at DHS with the Ready.gov
program as well as the National Preparedness Month program give
us the framework, but it is really fundamentally a State and local
responsibility to drive this. And we are having a lot of success, so
we think it is a very worthwhile program.

Senator AKAKA. My question was what can Congress and DHS
do on a Federal level, but I understand what you are saying, that
primarily it is a State

Mr. SCHRADER. I think you have done a lot already. By creating
the framework and providing the framework of resources and the
program and the national websites and those sorts of things, you
have enabled us.

The thing about empowerment, you have empowered us to de-
liver. Empowerment is a two-way street, so it is our job to deliver
the results on the emergency management performance grant, and
we appreciate the fact that you have empowered us in that way,
and we are taking—we have to take the effort to move it ahead.

Senator AKAKA. Thank you.

Mr. Lockwood, a recent Washington Post article reported that
DHS allocated additional funding and personnel to the Office of
National Capital Region Coordination in recent months. It is my
understanding that your office received approximately $30,000
from the avian flu supplemental, which clearly would be insuffi-
cient to fund any additional staff. So I have two questions for you.

One, what was the avian flu funding used for? And did your of-
fice receive any funding or personnel in addition to that $30,000?

Mr. LoCKwWOOD. Yes, sir. As discussed by Director Schrader,
what we try to do is collaboratively pool our resources. The $30,000
resources for avian influenza is going to support the credentialing,
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the identity management capabilities of first responders, in par-
ticular the health care community. That is leveraging some of the
other work that we are doing on identity management and
credentialing of first responders to the health community.

With regard to other resources, I understand that there are re-
sources available through the chief medical officer’s shop. We will
coordinate that with our State and local partners through ESS 8
and 6 for prioritization of those and, again, the strategic plan will
provide part of that framework.

Sﬁna})tor AKAKA. Did you receive any personnel assistance as well
in this?

Mr. LOCKWOOD. Again, currently this year we have three full-
time positions assigned to the office. We have had several detailees
that have come to the office from TSA, and the Department of De-
fense again, Joint Forces Headquarters, National Capital Region.
General Swan has been a great partner, again, trying to make this
coordination between homeland security and homeland defense
more seamless. We have been actively leveraging and working with
the general.

Senator AKAKA. Mr. Lockwood, the budget for your office will in-
crease over 100 percent next year. How will those additional funds
be used? Do you have an idea?

Mr. LocKwOOD. Yes, sir. Right now there are a number of coordi-
nating bodies that we cannot devote full-time personnel to, in par-
ticular both with the fire, law enforcement, emergency manage-
ment communities. In some cases, we sit in the coordinating meet-
ings by exception rather than as a matter of process, which we be-
lieve we should. Those resources will ensure that we are coordi-
nating there.

Another piece that you have heard today is the discussion with
regard to protocols. Part of the effort needs to be coordinated proto-
cols, and you will see within the strategic plan that some of these
resources will be applied for the coordination and maturation of
protocols.

Senator AKAKA. Let me, Mr. Chairman, just finally, since I am
on the subject of funding, ask Mr. Griffin: What percentage of the
homeland security funding spent in the NCR comes from non-Fed-
eral, that is, State or local funds?

Mr. GRIFFIN. Senator, I do not have a precise number, but my
estimate is that in excess of 90 percent, probably closer to 95 per-
cent of all funding spent on homeland security in the National Cap-
ital Region comes from State or local resources, with the vast ma-
jority of that actually coming from local resources.

Senator AKAKA. Thank you very much, Mr. Griffin.

Thank you, Mr. Chairman.

Senator VOINOVICH. Thank you.

Senator Akaka, I just received an alert, and we get these all the
time, about strange substances and stay away from certain areas.
I do not think that the people in our respective States or the Dis-
trict fully appreciate the amount of money that we are putting into
securing the homeland. You have to wonder how we can pay for all
of it. I had an analysis done that said, if we are going to try to bal-
ance up the money that we are spending on homeland security and
the war, we would have to cut the domestic nondiscretionary budg-
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et by 30 percent. I suspect in each and every one of your cases, Mr.
Lockwood, that you could use more money. I know there are a lot
of areas in Homeland Security. But I just think that we need to
do a better job of communicating to the public how serious this is.
You take State budgets. I would be interested in knowing how
much more money States are absorbing to pay for homeland secu-
rity. Are there things that you have given up that you should be
doing, but you are not doing because you are putting the money
into the NCR? I really think it is important that we do a better
job of letting people know. This is very serious business, and it is
costing a whole lot of money. We talk about securing the border,
and the reason why we have got a problem with the border is we
did not spend the money in the first place to secure the border.
Now we have a problem, and now we are going to spend the
money. But it is going to be very costly. All of this spending keeps
adding up and adding up.

I will never forget that day when—I do not know whether you
were in the Hart Building or not, Senator Akaka, when we had to
evacuate. I remember coming back and I had heard about the Twin
Towers going down, and then seeing on television there was a short
building, and I said, “That cannot be New York.” And my staff
said, “No. That is the Pentagon.” And the next thing we know, I
was out of here.

I was so angry, I said, “I am not going. I am not going to let
them, those terrorists, intimidate me.” And my chief of staff almost
picked me up and said, “You are going out of here. If I do not get
you out of here, somebody else is going to get you out of here.” I
do not know if you get mad about it or not, but Osama bin Laden
has really wrought unbelievable change in this country. Somehow
we have to figure out how to deal with it, and I just wonder if we
are ever going to have it off our back. I think about my seven
grandchildren. Senator Akaka has a lot more than that. But you
wonder when will this ever be off their back? How far do we go to
secure the homeland without bankrupting the country?

It is a very frustrating time for all of us. I want to thank all of
you for the good work that you are doing. It is very comforting to
me to know that you are working with each other and trying to get
the job done. It is not easy, and we will do what we can to be sup-
portive of your efforts. If something comes up where you think we
can be of help to you, I certainly want you to know to please con-
tact us. Thanks again for being here.

Senator AKAKA. Mr. Chairman, may I ask one more question?

Senator VOINOVICH. Sure.

Senator AKAKA. And this is for all of the witnesses representing
the NCR. As you know, the NCR received an unexpected 40-per-
cent cut in UASI funding this year. So my question to you is: How
will this cut impact the timeline we are talking about for planned
initiatives laid out in the strategic plan? Your answer does not
have to be long.

Mr. CroucH. I will take the first cut at that, Ranking Member
Akaka. We talked about improving our data interoperability, and
essentially it slows the process. We will accomplish our goals, but
it pushes them out a couple of years farther than we would want.
And part of the importance of that is that these are tools not just
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to address potential terrorist acts, but our approach is an all-haz-
ards approach. So they are tools that are useful for our law enforce-
ment and first responders day to day, every day and night as they
serve the needs of the people in the National Capital Region com-
munities.

Senator AKAKA. I guess you all agree with that.

Thank you very much, Mr. Chairman.

Senator VOINOVICH. Thank you, Senator Akaka.

[Whereupon, at 11:44 a.m., the Subcommittee was adjourned.]
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Mr, Chairman, Mr. Ranking Member and members of the Commit‘cee, thank you for the
oppoitunity to speak to you on behalf of my fellow Chief Administrative Officers in the National
Capital Region (NCR) on the role of local government in securing the National Capital Region.

The Chief Administrative Officers worked in close partnership with others in the region in
developing the recently completed National Capital Region’s Homeland Security Strategic Plan.
It is a long term, unified effort to improve “all hazards” preparedness across the region. This
strategic plan lays out our region-wide strategy for strengthening our capabilities across all
phases of preparedness (prevention, protection, response, and recovery) to manage homeland
security risks. It sets our course and provides a strategic approach for planning and decision
making.

The “all hazards” approach to preparedness means we need to weigh the likelihood and
consequences of a broad array of threats. These include, but are not limited to: extremes in
weather, industrial hazards, viral pathogens, and of course, terrorism that can take many forms.

Implementing the plan will be a complex process that will involve all of the NCRs partners to
include government as well as private and civic sectors. The NCR needs tangible programs that
are alignéd with the strategic plan. The region must allocate resources and find additional
sources of funding to support these programs, and must put in place oversight and accountability
structures and processes; The Emergency Preparedness Council has assumed responsibility for
implementing the strategic Plan and the Chief Administrative Officers’ look forward to
supporting them:

Local governments continue to lead the way in emergency response. We generally operate the
same on a day-to-day basis as we do-during emergency situations. Therefore; ifa tertorist attack
were to happen in Fairfax County, Fairfax County would be in charge of the response. If an
incident took place in Prince George’s County, Prince George’s County would lead the way.

Local Emergency Operation Plans outline the areas of responsibility for local agencies when
responding to disasters or large-scale emergency situations:- These plans assign broad
responsibilities for disaster mitigation, preparedness, response, and recovery to local government
agencies and support organizations.

All emergency responses begin at the local level; however, when a local jurisdiction determines
that it no longer has adequate resources to manage the event, the locality can'request assistance
from other localities through the région’s mutual aid network or declare an emergency and
request assistance from the state. - Once the state-has been notified, it will provide assistance
within its capability. If the state is unable to provide the requested assistance; the governor will
cortact the President to request a declaration of emergency and federal disaster assistance
coordinated by the Federal Emergency Management Agency (FEMA).
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Should the region need military support, the Joint Force Headquarters-National Capital Region
was established to plan and coordinate for homeland defense and ¢ivil support operations. This
support would be coordinated through the Defense Coordmatmg Officer in the Joint Field Office
subsequent to a Presidential Disaster Declaration except in life threatening situations where
stipport would be provided immediately. We have continued 1o strengthen our homeland security
collaboration with Major General Swan and the Joint Force Headquarters. We also coordinate
with the U.S. Department of Homeland Security’s Office of National Capital Region
Coordination. Both of these federal offices will help ensure 4 timely response by the federal
government to requests for assistance.

Local governments in the Natioral Capital Region are committed to an “all hazards” approach to
emergency preparedness. Our Regional Emergency Coordination Plan, which was approved by
the Metropolitan Washington Council of Governments Board of Ditectors in 2002, s
comprehensive, inclusive, and tested. - This “all hazards” plan has worked well during very
different regional events. Officialy successfully coordinated during natural disasters like
Hurricane Isabel and the Presidents Day Snowstorm, public safety and security threats like the
anthrax incidents and sniper shootings, as well as last-minute events like the Ronald Reagan
funeral.

The plan was designed around 15 special emergency support function groups such as
transportation, fire and rescue, health services, energy, law enforcement and media relations. We
have uised the same emergency support functions as found in the National Response Plan issued
by the Department of Homeland Security.

During the planning process, we made it a priority to unite federal, state and local governments
with businesses; transportation and health'entities, utility companies, educators and volunteer
groups. This process ensured that-our plan and our response would be as inclusive and.
comprehensive as possible.

The National Capital Region is defined as an Urban Area by the Department of Homeland:
Security, making it eligible for grant funds under the Urban Area Security Initiative (UASH
program. In addition, Virginia, Maryland; and the District receive DHS grant funds as states
through other programs such as the State Homeland Security Grant and Law Enforcement
Terrorism Prevention programs.

The UASI funds from Congress help purchase much-needed new equipment and provide funding
for planhing, training and exércises to ensure that first responders are prepared for major
emergencies.  Continued funding from the Urban Area Security Initiative is-extremely important
to the National Capital Region as it implements the NCR Homeland Security Strategic Plan over
the next five years. ‘
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Regional leaders have worked together to wisely invest homeland security funds. Our primary
focus; once again, has been to put in‘place effective programs and policies that will keep the
region safe and make it even safer for yéars to come.

We have purchased back-up sets of personal protective gear for first responders and adopted
interoperable systems that allow those first responders to communicate with each other quickly
and directly, such as our 800 MHz radio cache.

We have developed emergency transportation plans, and are working to provide additional
security and protection for our water supply. Further, the region is working on a'Sheltering and
Evacuation Plan that will include lessons learned from New Orleans.

The region’s health officials are using an electronic surveillance system to more quickly track the
reporting of diseases and symptomis of serious illnesses. The system connects pharmacists,
hospital emergency rooms, schools, veterinarians, laboratories; and emergency medical services.

Our combined investment is helping build an enhanced and sustainable capacity to prevent,
resp(md to, and recover from threats or acts of terrorism. However, in'order to continue to
imptove our readiness, we will need further investment in a number of capabilities such as mass
care; citizen préparedness, critical infrastructure protection; and interoperable communications.

As critical as the UASI funding is to the NCR for enhancement of the region’s ability to prevent
and tespond, T 'want to emphasize that the cost of response rests primarily with the local
governments, In Fairfax County alone, funding in FY 07 dollars has been aflocated to the
following functionis which account for the majority of our first responders.

Police $1624 M
Fire & Rescue 1663 M
Sheriff . 38.6M
Office of Emergency Managenient 145M
Health Department 45 M
911 Communications 89M
Total $422.65M

Additionally, the County is building a Public Safety and Transportation Operations Center which
will include facilities for the State Police and the Virginia Department of Transportation’s
regional traffic management system. The County’s share is approximately $90 M. Given the
County’s investment in-36 fire stations, nine police substations and other supporting facilities
and our collaborative approach t6 response utilized through the emergency support functions,
Fairfax County spends approximately $500 M to give the County the capacity to respond to
emergencies on an “all hazards™ basis.
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Our companion jurisdictions in the NCR are funding comparable investments according to
population and geographic size.

In summary, local governments in the NCR are better prepared and more coordinated since
September 11,2001, Our ability to communicate and cooperate has been tested several times
since with anthrax, snipers, hurricanes and tropical storms. Valuable experience also was gained
from sending teams to the Gulf Coast last year. “We have made plans for pandemic flu and have
completed the Strategic Plan. We have learned much, but know that we have much to do. We
are, however, prepared to respond now and-anytime in the future.

Thank you for the opportunity to share.
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Mr.: Chairman, Mr. Ranking Member and membérs of the Subcommittee thank you for
the opportunity to appear today to once again discuss our updated Strategic Plan and
preparedness in the National Capital Region (NCR)!

We have submitted our joint written testimony for the record. As stated in our written
testimony from earlier hearings before the Subcommittee, it is in the continuing spirit of
cooperdtion between Virginia, Maryland and the District of Columbia that we chose to
submit joint written testimony. We share goals, ideals and commitment to the safety and
security of the NCR that transcend the political boundaries defining the geography of our
region.

As you suggested in our last meeting, we are here today to celebrate the completion of
our update 1o our Strategic Plan. ' We made a commitment to the Subcommittee to
complete the update to the Strategic Plan by August 2006. We are pleased to be here
today to tell you it has been accomplished. The Strategic Plan is the most recent and
most visible manifestation of our contimiing commitment to work together to make the
region safe against all hazards.

We are pleased that the Committee has invited one of our local government colleagues to
address-the Committee today on the role our local government partners have played in the
design; development; socialization; and implementation of the plan update. Hundreds of
local government officials and employees-have contributed to and shaped this update.

We could not be here today without the support and active participation of our chief
administrative partners, the Chief Administrative Officers of our constituent local
governments.

There are many players in our decision-making process in the National Capital Region.
We represent the Senior Policy Group; The District of Columbia Mayor’s Office; the
Virginia Governor’s Office, the Maryland Governor’s Office, and the Office of National
Capital Region Coordination. The local jurisdictions are represented by the Chief
Administrative Officers (CAQ), the State Administrative Agency (SAA), the
Metropolitan Washington Council of Governments (COG), and the Regional
Programmatic Working Groups and Emergency Support Functions. Other stakeholders
involved in the process include citizen commuuity groups, non-profit and non-
governmental and for-profit groups. The plan update is the product of the collaborative
work of this group of partners.

1 Title 10, United States Code, Section 2674 {f)(2) provides the following definition:
The term "National Capital Region” means the geographic aréq lovated within the bouridaries of (4) the Disirict of
Columbia, {B) Montgomery and Prince Georges Counties in the State of Maryland, (C} Arlington, Fairfax, Loudour; and
Prince Witliam Counties and the City of 4 fric in the € lth'of Virginia, and (D) all cities and other units of
overnment within the geo; hic areas of such District, Counties, and City.
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There are many touch points between these players. The CAOs have monthly Homeland
Security Committee meetings at the Council of Governments, the ESFs and
Programmatic Working groups meet regularly, and there is an Emergency Preparedness
Council (EPC) made up of elected officials, COG committee representatives, the SPG,
state departments of transportation officials, federal players including the commander of
the Joint Force Command for the NCR, and other stakeholder group representatives.

One of our final hurdles in getting this plan before you today was the adoption of the
updated plan by the EPC. On September 13, the EPC unanimously adopted the plan
before you today.

In the real world of all hazards preparedness, response, mitigation, and recovery, one
truth is that all responses start as local responses. The resources needed to respond to,
prepare for, and recover from any hazard, man made or otherwise start as local resources.
We all know how vitally important it is that local responders and others in the continuum
of response understand their roles and responsibilities. Our local government partners
embrace the need to communicate, cooperate, collaborate, and effectively execute our
strategies and tactics in the face of any threat that can only come from joint training and
exercises and the development of joint and regional strategies in a tightly integrated
fabric of preparedness.

Today we will provide an overview of our plan. We will focus on our current and future
efforts to provide reliable communications interoperability for our first responders and
highlight the formidable costs associated with solving the problems of communications
interoperability at the state and local level. We will also share our strategy about how we
intend to measure the success of our goals and initiatives; the milestones necessary to
make sure that we stay on target in advancing these initiatives; and who is ultimately
responsible and accountable for each project and initiative as distinct elements of our
overall homeland security and all hazards program.

Plan Qverview

It is important for the record to be clear about what this plan is and what it is not. The
Plan is a forward looking document designed to guide future decision-making at the
regional and local level. It is a framework for policy making and it is also a tool for
tracking our progress in increasing our capabilities and closing the gaps in our overall
preparedness. It is not an operational plan. The NCR is not an operational entity. Its
constituent parts; cities; counties; and state governments all have operational plans and
procedures that guide their responses to events and all hazards.

This Strategic Plan addresses homeland security challenges by defining Goals and
Objectives for the entire Region for the next three to five years, and by implementing a
series of priority and secondary Initiatives over the next three years. In addition, the Plan
defines a set of overarching themes and Guiding Principles that shape and guide its
implementation.



37

Testimony of the National Capital Region
Subex it on Oversight of Govt. M it; the Federal Workforce; and the District of Columbia
Public Hearing: Securing the National Capital Region: An Examination of the NCR’s Strategic Plan

During the process of developing the Strategic Plan, NCR Partners identified four major
themes that eventually took the form of four strategic Goals. These themes identified the
need for:

1. A changed culture that emphasizes more collaboration among all the NCR Partners;

2. An engaged community that is well informed and takes responsibility for its own safety

and security;

3. An enduring capability in place that serves the NCR’s proparedness needs over the long-
term; and

4. A sustained capaeity to respond and recover from any major event on any scale.

The diagram below taken from our Plan depicts the relationship of our overall vision with
our underlying mission and the pillars upon which our decisions about priorities and
initiatives and projects may receive funding.
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One Vision
The Strategic Plan envisions “e safe and secure National Capital Region” and commits
the NCR Partners and all Regional jurisdictions to continue werking fogether to reach it.

One Mission

As representatives of our jurisdictions and other organizations, and as stewards of the
Region’s safety and security, it is our responsibility to “Build and sustain an integrated
effort to prepare for, prevent, protect against, respond to, and recover from ‘all-
hazards’ threats or events.” This is the Mission of our Strategic Plan that empowers us
to accomplish our Objectives, reach our Goals, and eventually realize our Vision.

The National Capital Region’s legacy of working together spans the test of time

Working together to success is hard work. It requires a commitment to excellence that
transcends local politics and turf control. It means on a very practical day to day level
leaders and first responders must be willing to change tactics and strategy based upon the
lessons learned through joint exercises and training.

The NCR history predates the events of September 11, 2001 but clearly received a very
tangible boost in August 2002 when the Governors of Maryland and Virginia came
together with the Mayor of the District of Columbia to agree to what has become know as
the Eight Commitments to Action to improve coordination in preventing, preparing for
and responding to a terrorist incident.

At the highest level, our governance structure starts with the Governors and the Mayor
and works through the Senior Policy Group in collaboration with the Chief
Administrative Officers of the region and the members of the Regional Emergency
Preparedness Council.

The Strategic Plan demonstrates our ability, working together, to leverage the best of our
local strengths with our ability to execute across local and state jurisdictional lines to
share information, synthesize data, prioritize transportation flows, track health and
infectious disease movement, and mitigate all hazard risks.

But we know, as important as the Strategic Plan is, the day to day work of our first
responders truly reflects the success of the region. It is our responsibility to make sure
they have the resources—in equipment, in planning, in training, and in support from
policy leaders—they need to succeed.

Since 2001, our constituent jurisdictions have improved exercise and training programs
by thinking regionally. All training courses utilizing UASI funding, no matter the
jurisdiction are open to all regional stakeholders. Over the past few months, courses in
the region offered on Continuity of Operations Planning, the National Incident
Management System, Response to Biological Incidents, and Preventing and Responding
to Suicide Bombing often find more participation from State, Local and Federal
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responders outside the offering jurisdiction than in the jurisdiction.

Participation from different jurisdictions and different levels of government often allows
the course to become more realistic, because multiple jurisdictions and agencies are
likely to respond to a significant event. The training events also allow responders to
share information with their counterparts, facilitating identification and adoption of best
practices to be identified and implemented throughout the region.

In 2004, the Senior Policy Group created the Exercise and Training Oversight Panel
(ETOP) made up of representatives across the region to:
e Create an exercise schedule and coordinate exercises and training
that engage the entire region; and
e Integrate training standards and approaches across the region to
reflect national and NCR strategy requirements

ETOP tracks not just local or state exercises, but also works to coordinate all public,
private, federal and Department of Defense and emergency preparedness exercises across
the Region.

Examples include the Amtrak Exercise a few weeks ago at Union Station, an
Interoperability Exercise held with response agencies from 17 local jurisdictions on
September 12th, the Washington Metropolitan Area Transit Authority Exercise on
September 17th and a full field exercise with law enforcement, fire and emergency
medical services, and health responders a few blocks away at RFK on September 21,
2006.

ETOP has initiated training for several regional systems implemented in the past 3 years.
One such system, WebEOC, allows communication centers across the region to manage
an incident and obtain a level of regional situational awareness. Training has been
offered and attended by responders, decision making officials and emergency operation
center staff for all levels of government and the Joint Force Command in the NCR.

We continue to meet to address such priorities as regional and local evacuation and
shelter plans; regional and modal specific transportation priorities; communications plans
and public awareness campaigns all designed to address specific gaps in our readiness
and prepare to mitigate the consequences of any threat in our region. The strategic plan
is specifically designed to be a living document which will change with the lessons
learned and changes to local and regional priorities gained through our local working
groups and public input.

How do we begin to measure the success of our working together over the past five
vears?
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s Enhanced Interoperable Communications
The National Capital Region (NCR) is building an integrated, interoperable
system for communications and information sharing — that is both wireless and
fiber-optic. The region will install a secure, wireless network which will allow
local, state and federal public safety personnel to exchange data, including video.
The region’s emergency operations centers also are being connected by a high-
speed fiber-optic network to guarantee connectivity during a disaster. First
responders have expanded radio communications capabilities, including
underground in METRO tunnels.

e Emergency Alerts and Netifications to the Public
Residents in every NCR jurisdiction can sign up for free, text-alert systems from
local governments that provides emergency alerts and notifications. This system
delivers real-time information to cell phones, pagers, e-mail accounts and PDAs.
NCR governments deliver warnings through Reverse 9-1-1, an automated, non-
subscription system that calls cellular and landline telephones with voice alerts
and warnings.

¢ Public Education on Disaster Preparedness
The “Be Ready. Make a Plan.” Campaign educated NCR residents on the basic
actions they can take to prepare for an emergency. This regional campaign
increased public awareness, with more than 50 percent of residents seeing or
hearing the preparedness message. The campaign distributed more than 1.25
million wallet-sized, personal preparedness plans and trained more than 48,000
residents on how to prepare. The region is also educating children to prepare for
disasters, using the American Red Cross® “Masters of Disaster” curriculum. More
than 23,000 teachers have been trained to teach this curriculum, and it has been
distributed to more than 1,059 schools, grades K-12.

e Assisting Special Needs Populations Preparedness
NCR jurisdictions are assisting people with special needs prepare for disasters.
For example, the District of Columbia has distributed 4,000 free emergency
preparedness kits to residents with special needs, and the District is partnering
with a local hospital to give kits to homebound elderly. Virginia offers emergency
planning and preparedness classes across the Commonwealth to those who care
for people with special needs and includes representatives of the special needs
community in disaster planning. In Maryland, the local Citizen Corps Councils
and the emergency management community have integrated people who are
disabled or have special needs into their planning. Using a federal grant, the
region also established the NCR’s Disability Preparedness Initiative to
incorporate people with special needs into emergency plans. This initiative
followed a landmark conference with more than 400 representatives from
disability and special needs organizations, businesses and nonprofits, and local,
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state and federal government agencies. The conference was a forum to share
information on best practices and resources related to emergency preparedness.

e Medical Readiness
The region can quickly detect and track a potential bioterrorist attack using its electronic
syndromic surveillance system. This regional system connects pharmacists, hospital
emergency rooms, schools, veterinarians, laboratories and emergency medical services.
Because hospital beds in the region’s 34 accredited, licensed hospitals are filled every
day, the NCR purchased an additional 1000 hospital bed capacity. This capacity will -
allow hospitals to treat a surge of patients resulting from a terrorist attack or Pandemic
Flu.

e Equipping First Responders for Responding to All Hazards
Police officers and fire fighters have been equipped, trained and exercised in
responding to any threat — chemical, biological or radiological. For example, fire
fighters and police officers have the protective gear they need to deal with a
chemical, biological or radiological disaster, and they have received training in
dealing with WMD incidences.

e Partnering with Nonprofit and Private Sectors
The region’s private sector organizations have developed an inventory of
equipment, materials and services they can provide during an emergency. For
example, a private company provided air conditioners to the D.C. Armory for
Hurricane Katrina evacuees staying there. The nonprofit community has created a
plan to coordinate the delivery of goods and volunteer services during a disaster.

o Protecting Drinking Water Supplies
Working with the more than two dozen water utilities in the metropolitan area, the
region has created the Early Warning Water Security Monitoring system. This
regional network of biological and chemical monitoring stations can detect low
levels of contamination in both untreated and treated drinking water.

These and other examples of our success at working together to address real needs and
prepare for our ability to respond in tactical ways to threats and vulnerabilities testify to
our continued commitment to regional cooperation. In an environment where there may
be less federal support for local readiness, it is our belief that how our communities
embrace these initiatives and build enduring capabilities will drive our success at
responding to future needs. A challenge we recognize is that local and state governments
will eventually own the future support and, in some cases, expansion of initiatives and
capabilities begun and developed with federal funds.
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Communications Interoperability

During our last meeting before the Subcommittee we were asked whether our
communications infrastructure and devices allowed our first responders to communicate
effectively and without compromise. Are our various responders with their differing
radios and dispatch systems able to communicate with one another in time of crisis or
need? The answer is Yes. We have nearly total voice interoperability across the region.
On any given day, at any time, across the river, up the river, down river, and throughout
the region first responders have the ability to talk with one another. This ability to
communicate is as much a testament to creating a system of overlapping mutual aid
commitments and policies and procedures as it is the technology. The solution to being
able to talk with one another during an emergency requires that governments address
both of these sides of the equation.

Earlier this month we held our Tactical Interoperable Communications Plan Exercise in
Alexandria to test our interoperable voice capabilities across nearly 50 different agencies
and responder groups. Exercise participants included firefighters, police officers and
others from the City of Alexandria, Arlington County, District of Columbia, Fairfax
County, Frederick County, Loudoun County, Montgomery County, Prince George’s
County, Prince William County, Maryland State Police, Maryland Department of
Transportation, Virginia State Police, Virginia Department of Transportation, FBI and
ATF. We also hosted legislative staff from this Subcommittee and regional
Congressional Delegation staff to witness the exercise.

Communications operability, interoperability, information sharing, and information
synthesis must all be addressed in a comprehensive way in order to respond effectively to
the myriad threats and vulnerabilities in our region. In the region we have had to address
the need for basic connectivity; basic communications devices; mobility; above and
below ground structural communications impediments; and data fusion concerns that
have driven the region to a very comprehensive approach to solving for our
communications interoperability needs.

Our responders across the region have the full capability to communicate across
jurisdictions and across device and infrastructure platforms in the case of any emergency.

At the end of this testimony we have included a chart (Appendix 1) which details our
achievements in this area and our future vision for providing full data, voice, and video
communications capability to the region.

Finally, the NCR plans for further voice and data interoperability enhancements.

Voice/Land Mobile Radio
° The Commonwealth of Virginia is implementing the STARS system that
includes 700 MHz portable radios able to operate directly on NCR 800 MHz
radio networks. The system is expected to be fully implemented by 2009.
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The State of Maryland is planning a 700 MHz statewide deployment that will
result in enhanced interoperability with NCR 700/800 MHz systems. The
system is currently in the design stage and is expected to be fully implemented
by 2011/2012.

The State of Maryland has made systematic infrastructure investments in the
state’s fower and microwave backbone over the last eight plus years, which
will dovetail with the 700MHz statewide system that is ultimately deployed.

NCR Data Interoperability Infrastructure Projects

NCRnet - Through the development of a regional interconnected government fiber
network (INETS), a regional government wireless broadband network (RWBN) and a
regional data exchange hub (DEH), this infrastructure provides secure, non-commercial,
restricted access to critical regional communications networks for both high speed fiber
optics and wireless broadband mobile communications to ensure that the infrastructure
for facilitating real time, anytime data communications within the NCR is achieved. The
DEH will organize and make available ESF data and applications on demand to manage
daily and emergency communications in the NCR.

NCR Data Sharing Initiatives

Emergency Operation Center to Emergency Operation Center Video
Conferencing

EOC to EOC — Common Operational Picture through WebEOC

Regional Credentialing — FIPS201 compliant card for on-scene access
LInX — Law Enforcement Information Sharing

AFIS - Automatic Fingerprint Identification System that provides improved
work flow, booking process, criminal identifications and enhanced mug shot
capabilities for law enforcement agencies throughout the NCR.PTS —on-
scene to hospital incident centric patient tracking

RoamSecure ~ email alerts via handheld devices expansions

National Capital Region Syndromic Surveillance Network (ESSENCE) -
health trend surveillance network for disease

HMARS - Hospital Mutual Aid Radio System

NCR Interoperable Communication Financial Investments

In a focused effort to improve interoperable communications, extensive investments have
been made within the National Capital Region in advanced communications facilities,
interoperable radio networks and end user radios, information exchange and analysis
solutions, emergency alerting, Emergency Operations Centers and various other systems
and solutions to advance the NCR’s emergency preparedness and response.

The projects, the respective financial investment into these projects, the lead recipient and
the source of the project finding are detailed in the table in Appendix 2. The projects

10
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listed, although not a comprehensive listing of all NCR investments made by local NCR
jurisdictions and the states of Maryland and Virginia and the District of Columbia,
represent the most significant interoperability focused projects and source funds from
UASI and State Homeland Security grants, local jurisdiction investments along with state
and District project funding.

There has been a concerted effort by governments in the NCR to advance interoperable
voice and data communications and although the region has not yet achieved its desired
standard, the collective achievements to date, together with the “in progress and future
projects”, will provide the level of communication interoperability required to ensure the
highest levels of security and preparedness.

Implementing the Strategic Plan

Implementing the core components of the Strategic Plan is a challenging process
involving the entire NCR stakeholder community, including government, private, and
civic sectors. Tangible initiatives, programs, and projects must be aligned and staged to
accomplish the Objectives. Funding sources must be identified, resources allocated, and
oversight and accountability guaranteed.

Developing Initiatives

Moving from Vision, Goals, Objectives, and then to Initiatives, details increase as the
scope narrows for each component level. Like the other core components of the Strategic
Plan, the Initiatives rely on the same tenets of transparency, collaboration, and
inclusiveness to gain acceptance and commitment among the NCR Partners. In terms of
substance, the Initiatives are a composite of related programs and projects, any or all of
which may be funded and implemented at the same time. This generally requires multi-
disciplinary teams for implementation.

All 30 Initiatives appear in Volume II, Appendix A of the Strategic Plan. A snapshot of
each initiative includes: general description, key tasks and milestones, anticipated
outcomes, performance measures, lead organization, and an order of magnitude estimate
of costs,

Governing and Managing Implementation

As previously noted the NCR has no inherent statutory authority to act on its own and is
not an operational entity. As a result to succeed, an effective long-term strategic plan for
homeland security across the NCR must rely heavily on the tenets of inclusiveness,
transparency and consensus as well as a collaborative planning culture and process. The
table below shows various NCR Partners and stakeholder groups and their primary role(s)
in developing and/or implementing the Strategic Plan.

11
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Governance and Managemem Roles of the Homeland Security Partners

Strategic

Setting and changing the strategic
course

Exercising oversight

Securing and allocating resources

Emergency Preparedness Council
(EPC)

Senior Policy Group (SPG)
Chief Administrative Officers (CAO)
Committee

Programmatic

Deploying resources

Measuring and reporting progress
Designing and managing programs
& projects

SPG

CAQ Comumittee

NCR Grants and Program
Management Office

Metropolitan Washington Council of
Governments (MWCOG)

Execution

Staffing and executing projects
Assigning accountable project
managers

Measuring and reporting progress

NCR Grants and Program
Management Office
MWCOG

Emergency Support Functions
{E8Fs) & Regional Program
Working Groups (RPWGs)

The Metropolitan Washington Council of Governments Emergency Preparedness
Council, which unanimously adopted the Strategic Plan on September 13, includes a
combination of government, private, and civic organizations, ensuring that stakeholder
views are appropriately represented and considered. There are other important
institutions that exercise their oversight and advisory responsibilities, including Congress
and the Government Accountability Office (GAO).

Gauging Performance

Performance measures play a vital role in gauging progress and making mid-course
corrections, The Strategic Plan includes measures to gauge performance, covering the
full spectrum of activity, output, and outcome measures for the core elements of the
Strategic Plan. Generally, the Strategic Plan relies on outcome measures for assessing
progress in reaching goals. Outcome and output measures provide a means to evaluate
the status of objectives and for tracking completion of initiatives. See Volumes I and I
for details on the concepts and specific measures proposed for this Strategic Plan.
Section 4.4 in Volume I describes how performance management concepts (including
measures) are being applied. Appendix A in Volume II lists the specific performance
measures for each of the 30 Initiatives.

12
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Managing Funded Projects: The Role of a Project Management Office

The Office of Homeland Security Grants and Program Management was established
within the Office of the Deputy Mayor of Public Safety and Justice (ODMPSJ} in the
District of Columbia in 2004. The Office functions as the State Administering Agency
(SAA) for the District and the NCR and responsibility for program administration and
management of homeland security grants was consolidated under this office.

The mission and scope of the PMO are derived from Strategic Goal 1 of the Strategic
Plan: “A collaborative culture for planning, decision-making, and implementation
across the NCR” and the three objectives under that goal:
= Strengthen the regional homeland security planning and decision making
framework and process to include performance and risk-based approaches.

= Establish an NCR-wide assessment and requirements generation process (o
identify and close gaps in preparedness capabilities by effectively utilizing both
public and private homeland security resources.

= Enhance the oversight and accountability for the management of investments
and capabilities fo ensure enduring and sustainable preparedness across the
NCR.

The PMO was established to effectively manage the more than $234 million in homeland
security grant funds granted to the Region as of 2006, The Office manages large-scale
project and issue complexity and changes that arise during the program implementation
and project execution phases of the Region’s Homeland Security Program. The PMO
guides the implementation of the Strategic Plan, and measures the performance toward
achieving the Plan’s goals and objectives, through the management of the multiple
initiatives, programs and projects funded through the HSGP-approved investments.

Key benefits of the PMO include:

Providing focus on goals, objectives, and critical success factors.
Ensure fiduciary responsibility.

Managing timelines and dependencies across multiple projects.
Facilitating greater senior executive involvement.

Enabling aggressive management of cost.

Tracking and monitoring deliverable realization.

Monitoring and mitigating risk.

2 @ © @ ¢ o o

A critical role of the PMO is to develop and implement the necessary processes,
methodologies and tools to ensure projects are completed on schedule and within budget
and scope. Examples of the tools utilized to gauge the NCR’s Homeland Security
success include: :

13
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1. Project Plan Template (Attachment A) - The project plan guides the work the project
team will complete to satisfy the proposal outlined by the sub-grantee in the grant
application. The project manager will report progress toward completing the work
outlined in the project plan via the monthly status report to the NCR PMO.

Fundamentally, the project plan addresses a core requirement of the grant terms and
conditions for all grants issued for FY05, FY 06, and all subsequent years. Based on
industry standards and lessons learned from managing the Urban Area Security Initiatives
(UASI) grants, a comprehensive project plan allows the PMO to monitor the project,
meet grant objectives, and provide/measure the needed capabilities.

2. Project Management Terms and Conditions — The following are the terms and
conditions associated with all sub-grants let from the PMO office and are signed off by
the local jurisdictional lead for the project within the NCR:

a. The sub-grantee will prepare a Gantt chart in Microsoft Project Manager
(2003 or compliant) for their project. Once completed, the chart will be
maintained monthly and a new file of the chart provided to the assigned
SAA grant and/or project manager. The chart will include minimally
significant milestones for the project including significant tasks, required
procurement activities, decision points, milestone dates for intermediate
and the final deliverable and reimbursement/billing dates from the SAA
(as applicable). Assistance from the assigned SAA grant and/or project
manager is available if required.

b. The sub-grantee will address how life cycle requirements for the projects
will be met. These requirements include, but are not limited to,
identifying on-going costs related to the project such as storage and
location for items procured, identification of the personnel or government
unit responsible for the items once delivered, maintenance and training
required to continue operation including the cost of such items (as possible
to determine) and identification of the source of these funds to perform
these activities. If part of a larger initiative which will require additional
funding, the initiative will be identified as well the total cost and the
source of funding identified to procure it. The sub-grantee will state
expected useful life of the deliverable.

c. The sub-grantee will identify a full-time, dedicated Project Manager for
the project if the value is in excess of $1M. If the recipient does not
consider this necessary {e.g., it is a straightforward purchase of
equipment), a waiver request to this requirement should be included in
their submission to the SAA.
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d. The sub-grantee will support additional Project Management reviews
including in person/telephonic project reviews and quality assurance
inspections of deliverables on a monthly or as required basis.

3. Quarterly PMO Briefing - The briefing provides an excellent forum for the Regional
Committees/Panel to inform R-ESFs/Committees of their actions to date, current
activities, and future plans. It also gives the Regional Committees/Panel an opportunity to
receive feedback and to address any questions or concerns from the R-ESFs/Committees.

The PMO works directly with the RPWGs and R-ESFs and ensure frequent
communication with the NCR senior management team (i.e., the SPG and CAO
committee) and other regional stakeholders. The PMO will be held accountable for
meeting the performance measurements set forth in Enhancement and Investment Plans
presented in the NCR application for the HSGP UASIL

As of today, the PMO has successfully closed out and expended FY 03 Part 1, FY 03 Part
2, and FY 04 UASI sub-grants totaling $92.4 million. We are working diligently to
effectively close out and expend the FY 05 UASI by the end of March, 2007. The FY 06

UASI was just awarded on June 30, 2006 and the NCR has already obligated over 85% of
the grant award and working with the local jurisdictions to produce project plans.

Grant Effective Period of Grant Expended | Balance of
Award Date, Performance Award | (Subawards/ |Subawards
Contracts) | /Contracts
03 Urban Areas Security 12/30/2003 | 6/1/03 - 11/30/05 $18.1 $18.1 30.0
Initiative |
03 Urban Areas Security 12/30/2003 | 7/1/03 - 6/30/06 $42.4 $42.4 $0.0
Initiative Il
04 Urban Areas Security 3/29/2004 | 12/1/03 - 5/30/06 $31.9 $31.9 $0.0
initiative
05 Homeland Security Grant 3/1/2006 | 10/1/04 - 3/31/07 $77.5 $7.35 $70.15
Program
06 Homeland Security Grant 6/30/06 6/30/06 — 6/29/08 $46.4 $0 $46.4
Program :
TOTALS: $216.3 $29.75] $116.55

We believe that our approach to managing the projects will manifest in our successfully

implementing our strategy, goals, and objectives as laid out in the Plan.

In conclusion, we believe that the updated Strategic Plan represents a significant
achievement in continuing to work together in this region and to provide for a safer
community. We believe that by having gone through the process to arrive at a consensus
strategy that we are better prepared to make decisions about how to leverage the scarce
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human and financial resources of the region in addressing all manner of hazards. We
continue to improve our capacity to work together, train together, exercise together, and
make decisions together.

Thank you again for the opportunity to appear before the Subcommittee.

We Would be happy to answer questions.
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Coordinated 800 MHz radio
interoperability throughout
the region prior to 9/11

Appendix T’

Benefit

Most NCR radios can communicate
directly on each others’ networks.

Next Steps
Prince George’s County plans a 700
MHz P25 network by 2008/9 that will
enable interoperability with regional
800 MHz users. Maryland has similar
plans by 2012 and Virginia’s approach
provides interoperable 700/800 MHz
porttable radios by 2009,

‘The District of Columbia
built a tri-band fadio network
for increased interoperability

Enables direct, on network,
interoperability with WMATA
{operating at 490 MHz) and regional
Federal agencies operating on VHEF
frequencies. Entites can talk directly
with a District of Columbia dispatcher
without any intermediate steps.

The USSS and District of Columbia
ate expanding the VHF component of
the system to include secure
communications. Radio
programming will be expanded to
enable more first responders to take
advantage of this infrastructure.

Wosked with the CommTech
program to deploy
interoperability s to

We can link systems and users that
have disparate frequencies oz
hnologies throughout the region.

connect radios that can not
otherwise communicate {(due
to differing frequency or
technology — e.g,, Motorola
Smartnet versus MA/COM
EDACS)

Wherever we do not have comumoen
frequencies or technologies in the
NCR, these systems can enable any
radios to communicate.

Additional drills, training, and
educational programs are needed to
augment the readiness of use of these
systems in the time of crisis.

Interoperable voice gateways
are being used today for
regional events. For
example, in the City of
Alexandria, such a gateway
provides Federal, State, and
local interoperability durting
the Moussaoui ttial.

In the time of crisis, thése systems
become an ingrained component of
emergency operations.

Continued daily and major event use.

A cache of over 1,250 radios
has been purchased

When usets arrive at an incident and
do not have radios or do not have
radios that can allow communication
with local public safety, interoperable
radios are distributed to enable
communications with those usets. The
radios are strategically cached in three
different jurisdictions.

Repional exercises to ensure readiness
when needed.

Multiple interoperability
radio systems such as
PMARS and FMARS are in
use throughout the region to
conuect communication
centers

Dispatch centers have additional
methods to communicate in the event
that phone systems are down.
Dispatchers can relay information to
the field and maintain continuity of
communication actoss jutisdictional
lines and with the Federal
goverinent.

Continue to operate and support these
highly capable systems, continue
trakuing efforts and maintin regular
testing procedures.

Common frequency use in
NCR enables tadio-to-radio

Provides an additional fall back for
interoperability at the scene ~ was

Additional 700/800 MFHz use by NCR
jarisdictions and regional partners will

17
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Accomplishment
communication

Benefit
used at the Pentagon on 9/11.

Next Steps
enable more first responder to use this
fallback mode of communication.

Upgtaded or implemented Provides radio service at UHF and ®  UAST funding is being utilized to
radio systems in the subway 800 MHz in the tuanel system upgtade the subway system to provide
tunnel system increased reliability and robustness,
The Regional Incident For all significant events in the ®  Continue awareness efforts and
Communications and National Capital Region, the RICCS training through the COG ESF
Cootdination System. provides a method for emergency structure and continue to maintain
(RICCS™) provides managets to disseminate and receive accurate membership lists via regular
comptehensive valuable information. The inaugural testing,
communications tools use of the system provided all
throughout the region for emergeacy support functions with
incident based conference calling facilities so they
communications could remain coordinated throughout

the sniper incidents of October 2002.

More than 1,500 individuals from 50

groups use the system to share

information.

Provides for the dissemination of s Continue to maintain accurate contact

WAWAS (Washington Area
Warning Alert System)

emergency and/or priotty
information as well as the
coordination between command post
in response to an event. The system is
a 24 hour continuous private wire
landline telephone system vsed to
convey warnings and situational
awateness fo Federal, State, District of
Columbia and local governments, as
well as the military and civilian
population. There are 106 agencies
connected to this system.

Tists via regular testing.

Accomplishment

Benefit

Next-Steps

‘The District of Columbia has already
deployed a 12 site wireless broadband IP
network. The Wireless Accelerated
Responder Network, WARN, an
experimental license from the FCC ~this
is the first implementation of a
broadband data network specifically for
public safety

#  The system provide interoperable video .

capabilities between Federal and District
of Columbia public safety personnel as
well provides access to interoperable
applications such as CapWIN.

Tntegrated and interoperable
broadband networks have
been designed and planned.
UASI funding will provide
coverage to the Beltway.
Additional funding is needed
o

The CapWIN program provides NCR
data interoperability and a national
model for governance. The system has
been operational since 2004 and has a
current enrollment of over 1,500 usets
from 43 agencies.

Provides an addittonal form of
interoperable communications by
establishing text messaging and access to
multiple law enforcement databases
throughout the NCR.  CapWIN use has
increased over 300 percent in the past
six months providing greater
accessibility among public safety officials

Integration of CapWIN
architecture and governance
into Phase I functional
implementation of the Data
Exchange Hub component of
NCR-IP. Permanent Data
Exchange Hub solution will
incorporate the CapWIN

18
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Accomplishment

Henelit

and increased access 1o law enforcement
databases.

application.

Regional programs such as EMMA and
MEGIN from Maryland are exaraples of

Systams provide critical geospatial and
other homeland security information.

Tntegration of EMMA and
MEGIN atchitectutes into
Data Exchange Hub Phase I

interopersble data co ications

The Office of the Chief Technology
Officer’s, Wireless Programs Office
provides national leadership ia the
developing areas of wireless broadband
public safety communications for public
safety, and the spectrum legislation and
regulations required to support it

Effost has educated Congtess and public
safety at a national level on the feasibility
and vigbility of leveraging commercial
broadband wireless technologies for
public safety. Ultimately, the solution
provides the nation with a cost-effective,
public-safety grade broadband
deployment

The NCR will submit a waiver
from existing FCC rules to be
able to operate broadband
systemas in the 700 MHz
public safety spectrum. The
NCR will play a vital role in
the FCC rulemaking initiative
now underway to create a
nationwide and permanent
broadband capability.

WebBEOC has been adopted by the NCR
as the common Caisis Incident
Management System (CISM) to facilitate
the management of jursdictional and
regional emergency incident and events,
which provide the segion with 2
common critical application on which to
best manage and coordinate response to
regional incidents

WebEQOC provides a cominon,
interopesable platform for BOC incident
response and multijudsdictional
management and coordination
WebEQC has been integrated into the
State of Magyland, Northern Virginia
and the District of Columbia to support
local incident management and is now
being integrated into the entire region

Continue expanding WebEQC
into a copumon NCR crdsis
management tool

Integrate WebEQC into
HSIN to support exchanges
and crisis management with
federal response agencies
Expand WebEOQC integration
into other jurisdictional
agencies including police, fire,
health, transportation, etc.

RPDSS - Regional Pawn Data Shating
System - provides law enforcement
agencies throughout the NCR

Provides law enforcement the ability to
track and recover stolen property and
tnvestgate other cross-jurisdictional

crimes.

Increase the number of
investigators (users) thotough
out the region. Currently at
1,000+ users.

NCR UASI Interoperability Funding 2003 to 2005

Appendix 2

; ProjectTitie :

031

03 Part 2

03.2.10.EQ

Fairfax County

DC-MPD

Fiscal Year Task No. - Recipient < Project Award
03 Part 1 03.1.12.EQ Fairfax County | NCR Radio Cache (partial) $3,355,889
PL $150,000

Virtual JIC

&

Regional Intel Centers interoperabi

$200,000

03 Part 2 03.2.10.EQ MEMA Regional Intel Centers interoperahility $200,000

O3 Part 2 03.2.10.EQ Fairfax County | Regional Intel Centers Interoperability $200,000
Direct . e

03 Part 2 03.2.8.EQ Purchase NCR Radio Cache (partial) $1,807,629
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. Fiscal Year:

~ Recipient

Project Title

Project Award

04.1.12.a

Interoperability Project. (partial)
. ~ -

FY 04 04.1.8.b.EQ DC-MPD Regional Intel Ceriters interoperability $200,000
FY 04 03.2.10.EQ MEMA Regional Intel Centers Interoperability $200,000
FY 04 03.2.10.EQ Fairfax County | Regional Intet Centers Interoperability $200,000
Direct
FY 04 04.1.16 Purchase Reverse 9}1 System for NCR $300,000
. . | NCR Mass Casuatty & Surge Capacity
FY 04 04.1.2.PL zr ince George’s | 1 etopment Initiative Phase | - $2,508,400
ounty h .
Patient Tracking
FY 04 3‘;'3’["!3\25(;"35 Fairfax County | Northern Virginia WebEGC $1,285,000
FY 04 DC OCTO

-

Regional Interoperability Project

$4,300,000

ZAUASS-A
Production of Integrated 2-1-1 Data
FY 05 6BUASS NPRT Repository $100,000
Telecommunications/Computer
Montgomery Assisted Telephone Interviewing
FY o5 8DUASS County Capacity Data Collection and 340,000
Managemient Solution
NCR First Responder Passport Initiative
FY 05 XT1UASS OCTO (Credentiating Project) $3,897,088
Prince George's | 800MHz transition for Prince George's
FY 05 MD1UASS County County $3,000,000
FY 05 MD3UASS MEMA Software Integration $1,400,000
FY 05 DC1UASS DDOT Sﬁ&’m tink between DC NET and $1,000,870
. .. | Integrate Emergency Operation Centers
FY 05 SAUASS Prince Geor$e's | (£GC) and Emergency Communication $2,300,000
Y Centers (ECC) {partial)
FY05 BAUASS JHU/APL NCR Syndromic Surveillance Network $1,800,000
Direct
FY OS5 04.1.16 Purchase Reverse 911 System for NCR $600,000
NCR Automated Fingerprint
FY 05 13AUASS FFX County PD identification System (AFIS) 58,650,000
NCR-Locat Law Enforcement
FY 05 13DUASS @g‘z‘:ﬁ;’mew information Sharing System (NCR- $1,000,000

LLEISS)

800 HMZ and UHF Radio
PIF 3.6.1 DC OCTO Network Design and Deployment $30,591,000.00
Vehicular Repeater System
PIF3.684 DCFEMS Implementation $460,000.00
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PIF 385

DCFEMS

54

WMATA Tunnel Public Safety
Radio Network

$2,000,000.00

PIF 3.6.7

DC OCTO

Microwave Network

$700,000.00

MPD/IFEMS

MPD and FEMS Radios

$7,796,995.00

o

FY 06 Up to date)

P!F 3.

PIF 3.6.11 DC OCTO The WARN Network $2,918,030.00
PIF 3.6.6 DC OCTO UHF Channel Upgrade $1,500,000.00
PIF 3686 DC OCTO Public Safety Radios $3,500,000.00
PIF 3.6.6 MPD/FEMS Back-up Dispatch Facility $500,000.00
Radno Network Operat:ons $1 850 OOO 00

s e .
6 11 DC OCTO The WARN Network

State Bond

Statewide

STARS - State Police Radio

$215,000,000.00

Network
STARS - State Police Radio $16,930,000.00
County Bond Fairfax County Netwaork for Fairfax County
NUJ Stafford County | Enhance Radio Interoperability $75,000.00
NIJ Arlington County | Enhance Radio Interoperability $75,000.00
NIJ Manassas Park | Enhance Radio Interoperabilit $75,000.00
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State Funds

Entire State

MD Incident Management
Interoperable Communications
System (MIMICS);Maryland
Eastern Shore interoperable
Network (MESIN); Central MD
Area Regional Communications
{CMARC);Emergency
Management Mapping
Application (EMMA); MD
Emergency Geographic
Information Network (MEGIN);
NetWork.MD and others

$100,000,000
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Attachment A

[Enter the project title here]

Contact Information

Contact name:

Title:

Organization:

Jurisdiction (if
apblicabie):

E-mail address:

Phone number:

Facsimile number:

Mailing address:

Project Information

Period of Performance: | 7/1/2006-6/30/2008

Grant Ne:

Grant Award: | $

Related Documents:
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Project Summary :

Summarize your project in a few sentences for each category:
Initiative

(the problem outlined in your
application):

Approach
(the tasks you'll complete take to
accomplish the initiative):

Benefits & Outcomes
(how you'll be better off once you're
done):

NCR Strategic Initiatives

For each strategic initiative that your project supports, describe Aow it helps achieve the

DHS Target Capabilities

For each target capability that your project supports, describe how it helps achieve the
capability

Risk and Goals

Risk

In a few paragraphs, tell us about the current threat to which you are responding. We
want to understand what threat you're addressing.

Goals and Qufcomes
Next, describe your project goals and the outcomes for each in the table below. We've
added an example; please delete it before you add yours.
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Example: improve building security Installed exterior lighting
High-security exterior doors

Upgrade building intrusion system

Approach
Tell us in detail how you’ll accomplish the project.

Tasks

First, list the tasks you will perform to complete the project. Use the table below—for
which you’ll need to d th ents before

1 | Example: Decide on specific products 7130
and/or services

2 | Example: Write request for proposal 8/30
and obtain vendor bids
Example: Obtain executive decision 9/15
Example: Procure products and/or 11/30
services.

Deliverables
ist the project deli

Example: Intrusion System Upgrade 6/07 $5,000

Ensure you include all deliverables promised in your grant application and other
commitments to stakeholders and sponsors.

Project Team

This section describes the resources you expect to engage to complete the project. In the
table below, include team members and committees important to the success of the
roject

| Example: John Project manager Identify project tasks, manage budget,
Brown garner decisions from committees, and
provide monthly status report.

Example: Final decision authority Review recommendation of
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Management products/services to procure. Approve
Committee vendor recommendation.

Project Dependencies

The most common reason projects of this type are completed late is that project managers
don’t account for a task relying on completion of another task or resource (e.g., an
executive committee to make a decision).

Does this project conflict or compete for resources with
another project?

Does any other project depend on this project?

Completion of which tasks are most likely to delay the
project?

NB: These are project dependencies, not task dependencies addressed under the
following section.

Project Methodology
Project Schedule

For your project, we require the following items in the form of a Gantt chart:

o  Work Breakdown Structure,

e Planned start and end dates,

« Resources, and

o Deliverables (shown as milestones).
Projects with grant awards over $100,000 are required to use Microsoft Excel or
Microesoft Preject to complete the project schedule of your plan.

Project Assessment Risk Plan

Possibly the most challenging portion of the project plan is the risk assessment plan. If
you anticipate the risks, you'll be more likely to either avoid them or minimize their
effect. For each of the following four risk areas, please identify and address how you will
manage the risks.

Scope
Identify the factors that could expand or contract the scope of the project as it is defined
in the grant proposal.
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Budget
Identify risks such as where the budget for the project may be threatened by the
ilability of do and con

Timeline
Here, the absence of skilled resources, or delays in providing a resource, will affect the
timeline of the project, may threaten the quality of deliverables, and may result in cost
overruns.

Ensure you include a discussion on procurement delays, a common problem in
meeting the project timeline.

Procurement delays

Executive Support

This section assesses the effect a change in leadership or executive direction, or the
absence of executive support and sponsorship, could have on the overall project plan —
cost, scope, and timeline.

Assumptions (opfional)

It is appropriate to list any specific assumptions you are operating under which guide
decision making, priorities, resource engagement, etc. The table below provides an
example of assumptions you may make in the course of planning a project. Periodically
revisit the assumptions list to determine if the assumnption is still valid and if there are any
new items to include on the list. )
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FOREWORD

‘This decument represents our strategy for improving regional preparedness to manage
homeland security risks across the National Capital Region. Using the Strategic Plan as a
guide, we will continue to build targeted and enduring capabilities shared among the NCR
Partners in a coordinated, efficient, and effective manner. As stewards of the public trust and

its resources, we are itted 1o exercising rigorous oversight to implement this Strategic
Plan,

A broad cross-section of Federal, State, and local government officials and first responders,
along with many non-profit and for-profit organizations, made significant contributions 1o
develop the components of this Strategic Plan. These NCR Partners engaged in a transparent,
inclusive, and eollaborative process to reach a consensus over the Strategic Plan’s key
components,

We remain committed to realizing our commmon Vision—Waorking Together Towards A Safe
and Secure National Capital Region.

Gerald E. Connolly

Chairman

Nutional Capital Region
Emergency Preparedness Council

Edward Rerskin Dennis Schrader Robert Crouch

Deputy Mayor for Public Snfety Director, Maryland Governor's Office Assistant to the Governor for
and Justice of Homeland Security Commonwealth Preparedness

Bistrict of Columbia State of Maryland Commonwealth of Virginia

Thomas Lockwood

Director, Office for Nutional Capital
Region Coordination

Department of Homeland Security
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PURPOSE OF THIS PLAN

This National Capital Region Homeland Security Strategic Plan developed by the National
Capital Region (NCR} Homeland Security Partners! emphasizes preparedness? through
regional collaboration. It draws all jurisdictions and their constituents into a long-tern,
unified effort to improve “all-hazards® preparedness across the NCR. This Strategic Plan
fays out our Region-wide strategy for strengthening our capabilit

s across all phases of
preparedness (prevention, protection, respouse, and recovery) to manage homeland security
risks. 1t sets our course and provides a strategic approach for plaming and decision-making.

This Strategic Plan is not an eperational emergeney plan. It does not explain how the
Region should respond to any particular emergency. Because emergency response is a local
ponsibility—as r ized by the National Response Plan-—each local jurisdiction has
developed its own set of emergency operations plans. Those operations plans prescribe how
the jurisdictions in the Region will respond to any disaster today; the Strategic Plan
establishes the path for improving future response, recovery, prevention, and protection.

r

This Overview highlights the Strategic Plan’s core content as well as key aspeets of the
strategic planning process in the NCR. A more detailed discussion of the Plan’s content and
the NCR’s strategic planning processes can be found in Volume I (Core Plan) and Volume I1
{Appendices).

TAKING STOCK OF QUR SITUATION

Large scale events—hoth natural and man-made—vespect no
boundaries. The tervorist attacks of September 11, 2001 and
the potential for other catastrophic events testify to the need
for regional collaboration across all phases of preparedness.
The jurisdictions that comprise the NCR have a long
established tradition of collaboration and mutual aid to deal
with such large scale, Region-wide threats and events.

Both internal and external conditions shape the specifics of this Plan.
Some of these can work to our advantage, while others can present a

PNCR Homeland Security Partmers (NCR Partners) consist. of the NCR's local, State, regional and Fedoral sntities, citizen
commnity groups, private sostor, non-profit organizations, and 1 organi The terms “NCR Partners”,
“we”, and the “Partuors” are synonymous wich NCR Hameland Secarity Partners in this document.

sl tasks and activities necess

2 Prepareduess is the range of deliberate,
capability to prevent, protect against, respond to, and racover from domestic incidents. Preparedness is 2 continuous process
involving efforts at all levels of government as well as botween ent and pr and t
arganizations to identify threats, determing vulnerabilities, and identify required resourors.

ry to build, sustain, and improve the aperational

% All-Hazards refors to preparedness for domestic terrorist attacks, major natural o man-made disasters, and other emergencies.
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daunting challenge. The following is a brief discassion of the primary conditions that shaped
the specifics of this Strategic Plan. For additional detail
{Core Plan).

refer to section 3.0 in Volume |

The NCR faces unique homeland security preparedness challenges because the Nation’s
capital and the center of our Federal government reside within its boundaries. In addition to
serving as the home of over 4.5 million residents and the workplace of over 340,000 Federal
workers, an average of 20 million tourists visit the NCR cach year. The NCR is the center of
all three branches of Federal government, 231 Federal departments and agencies, and over
2,100 politieal, social, and humanitarian non-profit organizations, It is the home to
monuments and icons of American life, history, and politics - including some of the most
important symbols of national political power and democratic heritage.

The NCR is the fourth largest U.S. metropolitan area in terms of population and gross.
regional product, as well as the home to more than 40 colleges and universities and a large
number of companies. A direct terrorist attack or natural or man-made disaster within the
NCR could produce catastrophic los

ses in terms of human casualties and political and
economic damage, in addition to profound damage to public morale and confidence.

Another related consideration is the NCR's statutory limitations, The NCR is a collection of
sovereign, independent jurisdictions, including cities, eounties, states, and the Distrie
Columbia. Tt has no authority to act on its own and is not an operational entit
resources and “authority” it may have depend entirely on what the member jurisdictions
(including states) agree together to contribute. When sitrations arise where member
jurisdictions find it more advantageous to act collectively, they may empower (tomporarily
and with limits) the NCR Partners to aet on their behalf. )

utual aid agreements,
memorandums of understanding, and various forums for deliberating issues and achieving
consensus are the primary tools used within the NCR for region-wide collaboration.

Developing an effective long-term strategic plan for homeland secarity across the NCR relies
heavily on inclusiveness and transparency. Throughmn the strategic plzmning process, we
strive 1o arrive at a consensus for all major decisions. The private sector, represented through
sponsoring organizations such as the Board of Trade, Chamber of Commerce, Washington DC
Convention and Tourism Corporation, and other consortia, provide subject matter expertise
in building Regional preparedness capabilivi
the Strategic Plan, the private sector will continue 1o serve as a vital and (:qual partoer in
execution,

As we move forward with implementation of

Like everyone else, we operate with a finite set of resources, in an uncertain epvironment and
with imperfeet information. In developing the Sirategic Pla sidered risk and
capabilities across the NCR to the extent information was available. More specifically, we
used information from vulnerability assessments completed for the NCR’s member
jurisdietions, the Natienwide Plan Review assessment of the status of catastrophic planning,
and the 2006 Emergency Management Accreditation Program (EMAP) Assessment, This
approach also assumes a broad array of “all-hazards” threats, including extreme weather,
industrial and natural biological hazards, as well as a range of terrorism acts.

We ot

5
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SHAPING OUR STRATEGIC RESPONSE

This Strategic Plan addresses homeland security challenges by defining Goals and Objectives
for the entire Region for the next three to five years, and by implementing a series of priority
and secondary Initiatives over the next three . In addition, it defines a set of
overarching themes and Guiding Principles that shape the substance of the Strategic Plan and
guide its implementation.

During the process of developing the Strategic Plan, NCR Partners identified four major
themes that eventually took the form of four strategic Goals. These themes identified the
need for:

L. A changed eulture that emphasizes more collaboration among all the NUR Partners;

2. An engaged conununity that is well informed and takes responsibility for its own safety
and security;

3. An enduring capability in place that serves the NCR’s preparedness needs over the long-
term; and

4. A sustained eapacity 1o respond and recover from any major event on auy secale.

Page 6
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‘The participating NCR Partners also established a set of Guiding Principles to set the
standard of behavior for delivering on the promises contained in the Strategic Plan. These
Principles not only help shape the ends (Goals and Objectives) but also provide a basis for
prioritizing the ways (specific Initiatives) and determining the means (resources) included in
the Strategic Plan. Ultimately, these Principles guide our approach towards realizing the
Vision for a safe and secure NCR. A full list of the Guiding Principles can be found in Volume
I, section 2.

As shown in the figure on page six, the structure of our Strategic Plan includes the typical
elements found in other plans. This figure also shows the substance of these strategic
elements and how these relate to one another. It contains the following core elements:

* Vision—ihe ideal end-state we anticipate our Strategic Plan will enable us to achieve

* Mission—the fundamental purpose the NCR Partners ave committed to carrying out as a
collective enterprise

¢ Goals—Dbroadly stated long-term outcomes that, if reached, collectively enable us to realize
our Vision

* Objectiv

—key, measurable milestones along the path toward reaching vach Goal

One Vision

The Strategic Plan envisions “a safe and secure National Capital Region™ and commits
the NCR Partners and all Regional jurisdictions to continue working together to veach it,

One Mission
As repr atives of our jurisdictions and other organizations, and as stewards of the
Region’s safety and security, it is our responsibility to “Build and sustain an integrated effort
to prepare for, prevent, protect against, respond to, and recover from ‘all-hazards’ threats or
events.” This is the Mission of our Strategic Plan that empowers us to accomplish our
Objectives, reach our Goals, and eventually real

ze our Vision.

Four Goals and Twelve Objectives

We have established four Goals and twelve specific Objectives that serve as milestones
towards the accomplishment of each Goal. This approach breaks each Goal down into more
conerete (and measurable) components.

Goal One - Pl ing & Decisi king: The NCR Partners agree that a collaborative
planning and decision-making culture is critical to the success of the Strategic Plan. This goal
establishes the mechanisms that will enable us to effectively improve our Regional planning
process. The following objectives will enable us to reach this goal, especially by enhancing the
involvement of the business and civic sectors:

1. Strengthening the regional apy hto b fand security planning and decisi king:

2. Establishing an NCR-wide process to identify and close gaps using public and private
resources; and

3. Enhancing oversight of and ace ahility for the manag of investments and
capabilities.

Page 7
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Goal Two - Community Engagement: The Objectives under the second Goal are critical
to ensuring that constituents across the NCR have the information at their disposal to
participate in their own safety and security. This goal focuses on the large and dive
of constituents that populate the NCR and who share responsibility for realizing a safe and
secure NCR. Two objectives have been set to reach this goal:

> array

1. Increasing public preparedness through education
before, during, and after emergencies; and

paigns and emergency messaging

2. Strengthening the partnerships and communications among the NCR’s publie, civie,
private, and NGO stakeholders.

Goal Three - Prevention & Protection: The third goal addresses threats and aims to
reduce vulnerabilities. The Objectives under the third Goal are necessary to enhance the
Region’s capacity to prevent attacks and mitigate “all-hazards™ events. This depends, in
part, on how well we share critical information and allocate our limited resources across the
Region. For this Goal three Objectives have been set:

1. Developing and maintaining common regional standards for planning, equipping, training,
operating, and exercising;

2. Strengthening the exchange and analysis of information across disciplines for improved
situational awareness; and

3. Employing a performance- and risk-hased approach to critical infrastructure protection
across the NCR.

Goal Four - Response and Recovery: The fourth Goal addresses our capacity to respond
and recover, should a threat become an actual event. It secks to build capabilities to speed
restoration of normal services, levels of security, and economie activity should an attack

occur. Four Objectives were set:

1
s

1. Developing and i ing integrated resy and recovery plans, policies, and

standards;
2. Strengthening all components of an integrated region wide response and recovery
capability

3. Improving and expanding effective resource sharing systems and standards; and

4. Tdentifying and closing gaps in long-term recovery capabilities.

Page8
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IMPLEMENTING OUR STRATEGIC PLAN

Impl ing the core p of the Strategic Plan is a challenging process that involves
lhe entive NCR stakeholder community—including the government, private, and civic
sectors. We noed tangible initiatives, programs, and projects that are aligned and staged to
accomplish the Objectives. 'We must find funding sources and allocate resources, as well as
put into place oversight and accountability structures and processes.

Developing Initiatives
Moving down from Vision, Goals, Obje

o3, and then te Initiatives, the details increase as
the scope narrows for each component level. Like the other core components of the Strategic
Plan, the Initiatives rely on the same tenets of transparency, collaboration, and inclusiveness
to gain aceeptance and commitment among the NCR Partners. In terms of substance, the
Initiatives are a composite of related programs and projects, any or all of which may be
funded and implemented at the same time, This generally requires multi-disciplinary teams
to implement.

All 30 Initiatives appear in Volume T, Appendix A. A snapshot of each initiative includes:
i
general description, key tasks and milestones, outcomes anticipated, performance measures,
lead organization, and rough order of magnitnde estimate of costs.
g 3

Funding Initiatives

To fund the programs and projects that comprise these Initiatives, the NCR Partners intend
to rely on a variety of funding sources, including Federal grants channeled through State and
local authorities. Due to recent actions by the Administration to cwrtail Urban Area Security
Initiative ﬁmdmg for T'Y 2006 for the NCR, when and te what extent we can implement
these Initiatives remains uncertain. Precise cost figures are difficult 1o arrive at until the

are sufficiently matured. The cost e
Volume IT, Appendix A are preliminary but can be useful in gauging the relative size of each
investment among the Initiatives.

supporting programs and projec timates contained in

Gauging Performance

Performance measures play a vital role in gauging progress and making mid-course
corrections. The Strategic Plan includes measures to gauge performance, covering the full
spectrum of activity, output, and outcome measures for the core elements of the Swrategic
Plan. Generally, the Strategic Plan relies on outcome measures for assessing progress in
reaching goals. (utcome and output measures provide a means to evaluate the status of
objectives and for tracking completion of mitiatives, See Volumes I and I for details on the

concepts and specific measures proposed for this Strategic Plan. Section 4.4 in Volume T

describes how performance ts (including measures) are being applied.
Appendix A in Volume I lists the spec lfl(‘ per! fomnncc measures for cach of Lhe 30
Initiatives.
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Governing and Managing Impiementation
As noted elsewhere in the Strategic Plan, the NCR has no inherent statutory authority to act
on its own and is not an eperational entity. To succeed, an effective Jong-term strategic plan

for homeland security across the NCR must rely heavily on the tenets of inclusiveness,
transpatency and co us as well as a cellaborative planning culture and process, The table
below shows various NCR Partners and stakeholder groups and their primary role(s
developing and/or implementing the Strategic Plan.

in

Governance and Management Roles ol the Homeland Security Partn

o D eney Preps
e Setting and changing the strategic E"(;‘g{::;} Prepar
. course s
Strategic N - . ® Senior Poliey Group (8PG)
» Exercising oversight ’
« . 5 e Chief Administrative Officers (CAO)
* Securing and allocating resources Co it
‘ommittee
* SPG
* Deploying resources e CAQ Committee
Programmatic | * Measuring and reporting progress o NCR Grants and Program
o Designing and managing programs & Management Office
projects * Metropolitan Washington Council of
Governments (MWCOG)
o NCR Grants and Program
Management Office
Execution e Stalfing and executing projects s MWCOG
¢ Measuring and reporting progress o Emergency Support Functions (ESFs)
& Regional Program Working
Groups (RPWGs)

The Emergency Preparedness Council includes a combination of government, private, and
civie organizations, which ensures that stakeholder views are appropriately considered. There
ersight and advisory responsibilities,
including Congress and the Government Accounting Office (GAO).

are other important institutions that exercise their ov
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ALIGNING QUR STRATEGIC PLAN WITH OTHERS

This Strategic Plan is one part of a range of strategic, programmatic, budget, and aperational
plans existing in the NCR (see figure below). This Strategie Plan should be considered a
bridge linking Region-wide and jurisdictional plans that in turn serve other vital functions.
Some of these plans are operational, intended only 10 provide direction when responding to a
major neid Other plans examine and set investment priorities to fund initiatives
identified in the Strategic Plan.

Strategies Program & Jurisdictional & Emergency

Federal
. NER Homelahd. 8 Regional Emergency
Regional Security Stateals Blan & Goordination Blan
(NCR)
State & Local

(24 durisdictions)

This Strategic Plan fills a critical need at the Regional level by aligning jurisdictional strategic
planning efforts with national efforts. It also provides a means for NCR Partners to
participate in jurisdictional, programmatic, and budgetary planning processes.

Our Strategic Plan also aligns Regional with Federal and State/local efforts through
identification of common Goals, Objectives, and specific Initiatives to be implemented by the
Jurisdictions over the next three to five years. Although the Strategic Plan does not divectly
impact the jurisdictional and emergency operations plans or address operational level issues,
the Strategic Plan does influence specific jurisdictional capabilities that support operational
plans.

The content of the Strategic Plan draws on the Eight Commitments 1o Action, a joint statenient
committing to a collaborative approach in addressing critical arcas of homeland security
within the NCR signed in Angust 2002 by the Mayor of DC and the Governors of Virginia and
Maryland. Further, the Goals, Objectives, and Initiatives in the Strategic Plan are also
integrated with the national priorities expressed by DHS and other Federal agencies.
Specifically, the Strategic Plan aligns closely with the National Strategy for Homeland Security
and Homeland Secarity Presidential Divective 8 “National Preparedness” —related programs
including the Interim National Preparedness Goal and the Target Capabilities List. By
incorporating key elements of local and federal strategic and operational plans, this Swrategic
Plan serves as the region-wide guide to creating a safe and secure National Capital Region,
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NATIONAL CAPITAL REGION HOMELAND
SECURITY STRATEGIC PLAN

A strategic partnership to manage risk and
strengthen capabilities

I Volume I Core Plan 1

Washington, DC
September 2006
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National Capital Region Homeland Security Strategic Plan Foreword

NATIONAL CAPITAL REGION HOMELAND SECURITY STRATEGIC PLAN

This document represents our strategy for improving regional preparedness to manage homeland
security risks across the National Capital Region. Using the Strategic Plan as a guide, we will continue
to build targeted and enduring capabilities shared among the NCR Partners in a coordinated, efficient,
and effective manner. As stewards of the public trust and its resources, we are committed to exercising
rigorous oversight to implement this Strategic Plan.

A broad cross-section of Federal, State, and local government officials and first responders, along with
many non-profit and for-profit organizations, made significant contributions to develop the components
of this Strategic Plan. These NCR Partners engaged in a transparent, inclusive, and collaborative
process to reach a consensus over the Strategic Plan's key components.

We are committed to work together to realize our common Vision—Working Together Towards a Safe
and Secure National Capital Region.

Gerald E. Connolly

Chairman

National Capital Region
Emergency Preparedness Council

Edward Reiskin Dennis Schrader Robert Crouch .
Deputy Mayor for Public Safery ~ Director, Marytand Governor’s Assistant 1o the Governor for
and Justice Office of Homeland Security Commonwedlth Preparedness
District of Columbia State of Maryland Commonwealth of Virginia

Thomas Lockwood
Director
Office for National Capital Region Coordingtion

Final—September 13, 2006 i
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National Capital Region Homeland Security Strategic Plan Executive Summary

Executive Summary

Since the terrorist events of September 11, 2001, the 14 jurisdictions that comprise the National Capital
Region (NCR)' and our constituents have significantly improved Regional preparedness. This National
Capital Region Homeland Security Strategic Plan developed by the NCR Homeland Security Partners”
will further strengthen preparedness in the Region by providing a plan to integrate preparedness
programs across all jurisdictions. We developed the Strategic Plan using an inclusive and transparent
process building on the solid work done by the NCR Partners in the past.

The Strategic Plan sets forth our Vision, Mission, long-term strategic Goals, near-term Objectives, and
implementation Initiatives to build and sustain an integrated effort to prepare for, prevent, protect
against, respond to, and recover from all-hazards threats or events. The Strategic Plan provides a
framework and guidance for programming, budgeting, and execution of homeland security programs in
the NCR over the next three years and serves as the basis for planning for the next five years. The
Strategic Plan lays out a Region-wide strategy for managing risk and strengthening homeland security
capabilities across all phases of preparedness within the NCR.

The figure below shows how our Vision, Mission, Goals, and Objectives relate to one another.

The essence of our Strategic Plan is to manage homeland security risks across the NCR by building
targeted and enduring capabilities shared among the NCR Partners in a coordinated, efficient,
and effective manner. Assessing risks, identifying vulnerabilities, and understanding their
consequences are critical to determining what should be done. How we will build and sustain essential
capabilities across the Region depends on collaboration, coordination, information, and resource
sharing. This Strategic Plan—along with other State, local, and National plans and the National
Preparedness Goal—provides an integrated path forward for strengthening our capabilities and
enhancing our capacity to realize our Vision for a safe and secure NCR.
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The NCR’s homeland security Mission is to “build and sustain an integrated effort to prepare for,
prevent, protect against, respond to and recover from ‘all-hazards’ threats or events.,” This
represents the foundation upon which the remaining core elements of this Strategic Plan rest.

Our Vision——“Working together towards a safe and secure National Capital Region”-reflects our
collective commitment to set Goals and Objectives and to implement Initiatives that drive toward
realizing that Vision.

Four overarching themes emerged during the Strategic Plan development process that we later
transformed into our strategic Goals. These themes are the need for: (1) a changed culture that
emphasizes more collaboration; (2) an engaged community that is well informed, prepared, and self-
reliant; (3) an enduring capability that serves our preparedness needs long-term; and (4) a sustained
capacity to respond and recover if a major event occurs.

12 Objectives support our four Goals. They are the product of considerable discussion and debate
among the NCR Partners. Numerous gap and shortfall analyses, conducted by the NCR’s homeland
security senior leaders and independent analysts, helped define the Goals. In addition, The Narional
Capital Region Program and Capability Enhancement Plan, the Emergency Management Accreditation
Program (EMAP), National Capital Region Regional Assessment Report, and the Nationwide Plan
Review set benchmarks for establishing Region-specific prevention, preparation, response, and recovery
capabilities and identify NCR-specific gaps.

The implementation of the 30 Initiatives will accomplish the The Strategic Pian.is not an
Objectives. Appendix A describes these Initiatives in detail. Wehave —FURTEEEIIES

broken down the Initiatives into numerous programs and projects that
comprise our action plan. Performance measures for each Initiative
will keep us focused and moving forward. Rough cost estimates for
each Initiative provide a preliminary understanding of resource
requirements, pending more detailed analysis of the key programs and
projects to be implemented. By using the Strategic Plan to make
decisions about implementation funding and Initiative program
planning activities, we will ensure capability enhancements across
NCR jurisdictions are consistent with Regional Goals and priorities.

We will measure our progress against this Strategic Plan and hold
ourselves accountable for continuous improvement. We recognize the
need to update the Strategic Plan on a recurring basis to reflect
changed conditions. As specific threats and the nature of all-hazards evolve, we will amend and adapt
our Strategic Plan as necessary. Finally, this Strategic Plan should be considered a capstone document
that guides the development of other planning efforts across the entire spectrum of preparedness in the
Region.

t See Appendix H for a detailed explanation of which entities constitute the National Capital Region. The terms “NCR” and
the “Region” are synonymous with the National Capital Region in this document.

2NCR Homeland Security Partners is a group that consists of the NCR'’s local, State, Regional, and Federal entities, citizen
community groups, private sector, non-profit organizations, and non-governmental organizations. The terms “NCR
Partners,” “we,” and the “Partners” are synonymous with NCR Homeland Security Partners in this document.
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1. Purpose, Scope, and Methodology

1.1. Purpose

The purpose of the Strategic Plan is to provide the framework and guidance for the National Capital
Region’s homeland security efforts (programming, budgeting, and execution) over the next three years
and to serve as the basis for planning for the next five years. We developed the Strategic Plan because a
well-defined, comprehensive strategic plan is essential for assuring that the Region is prepared.

1.2. Scope

The Strategic Plan is a high-level unifying plan for integrating all-hazards homeland security activities
in the NCR. We define “homeland security” as “a concerted regional effort to prevent terrorist attacks
within the NCR, reduce the Region’s vulnerability to all-hazards events, and minimize the damage and
recover from events that do occur.” In the Strategic Plan, we lay out the Region’s long-term homeland
security strategic Goals and Objectives for the next three to five years and specific Initiatives, cost
estimates, and performance measures for fiscal years 2007 through 2009.}

The Initiatives address a number of key Region-wide mission areas, including planning,
communications, citizen engagement, intelligence, counterterrorism, critical infrastructure protection
(CIP), preparedness, training and exercises, emergency response, and recovery. These Region-wide
mission areas align with and support the following six critical mission areas identified in the National
Strategy for Homeland Security: Intelligence and Warning, Border and Transportation Security,
Domestic Counterterrorism, Protecting Critical Infrastructure and Key Assets, Defending Against
Catastrophic Threats, and Emergency Preparedness and Response. ST
NCR Practitioner Disciplines
The Initiatives also address how the mission areas are supported Police/l.aw Enforcement
by the roles, responsibilities, and activities of the Region’s Fire Setvices
L. discipli ithin the text of the Nati 1 Incident Emergency Management
practitioner disciplines within the context of the National Inciden HazMat Response
Management System (NIMS), the National Response Plan (NRP), - FIEETRIETREEETN
and Emergency Support Functions (ESF).” We include guidance - S ikluhincciul tE R
P N N Hospitals/Health Care
on how practitioner disciplines’ roles should be developed, Hurman Set
prioritized, and coordinated as they relate to homeland security. Transportation
Information and Planning
: : : : 3 Environmental Response
The cost estimates mc}uded in th_ls plan are r_ough order of Voluntear Managament
magnitude (ROM) estimates designed to assist in the long-term Bublic Works
budgeting process. We should leverage the Strategic Plan and its Intelligence .
priorities with all available funding sources for homeland security AR
activities, including jurisdictional funding as well as grants made

available through the Department of Homeland Security (DHS) and other Federal agencies.

Federal Coordination

The Strategic Plan’s content and priorities have been developed entirely by the Region’s local, State,
Regional, and Federal stakeholders through a consensus-based process and under the direct guidance of
the NCR’s Homeland Security Senior Policy Group (SPG). We intend the Strategic Plan to be used as a
guiding framework by all 14 jurisdictions within the NCR, Regional governmental or quasi-

! n the Strategic Plan, fiscal year refers to the period from October through September.

? The NCR is currently in the process of implementing all aspects of NIMS, including transitioning to Regional Emergency
Support Functions (R-ESF) that align directly to the National ESFs that are part of the Incident Command System (ICS). The
Strategic Plan corplies with NIMS and meets the requirements of a regional strategy delineated by DHS.
Final—September 13, 2006 pagel



83

National Capital Region Homeland Security Strategic Plan Purpese, Scope, and Methodology

governmental organizations, private sector stakeholders, non-governmental and volunteer organizations,
and private citizens.

We provide a framework for the contribution and participation of Federal stakeholders in the NCR
homeland security strategic planning process in the Strategic Plan. We identify areas in which Federal
entities can participate in the proposed Initiatives, areas in which Federal-local partnerships would
benefit the Region as a whole, and areas where Federal subject matter experts (SME) can assist State
and local jurisdictions. The Director of the Department of Homeland Security’s Office for National
Capital Region Coordination (NCRC) will coordinate all Federal participation in developing and
implementing the Strategic Plan.

The Strategic Plan is not an operational plan and is not a i
replacement for local and State emergency operations plans. B TheStrategic Planis not an
Detailed operational plans, where necessary, will be updated by.
Initiative leads as the strategic Initiatives are implemented. The
Strategic Plan does recognize the need to align jurisdictional
response plans, however, and addresses this issue in Initiative
4.1.2. The Strategic Plan is also not an investment plan. It does
not allocate funding to any of the Initiatives or change the
funding, budgeting, and resource allocation processes for individual funding sources.

We will periodically review and update the Strategic Plan on a three-year cycle to ensure continued
alignment with the Region’s evolving priorities.

1.3. Methodology

We used a consensus-building approach, a combined risk- and capabilities-based analysis, and
performance measures to create the Strategic Plan.

We used a consensus-building approach throughout all phases of the Strategic Plan’s development that
relied on five tenets: (1) inclusion of all NCR Partners, (2) involvement of NCR stakeholders throughout
the strategic planning process, (3) provision of a variety of forums for stakeholder involvement,

(4) respect of jurisdictional authority, and (5) ensuring the preparedness needs of all jurisdictions are
balanced.

We used a risk-based approach to identify threats, vulnerabilities, and consequences of the risks facing
the Region. We believe that an effective risk-based approach recognizes that risk must be managed
from a system perspective and that funds must be targeted to the greatest areas of risk exposure. We
used a capability-based approach to identify the necessary Regional target capabilities in order to
address the identified risks.

We incorporated performance measures and targets into the Strategic Plan (see Appendix A-2) so that
we will be able to determine how well we are accomplishing our Mission. Strategic performance
measurements will enable us to determine our progress against the Initiatives and whether the Initiatives
are producing expected results.’

# Appendix E discusses methodology and Appendix B discusses performance measures criteria.
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2. The Core Elements of the Strategic Plan

The National Capital Region Homeland Security Strategic Plan guides collective efforts to manage
homeland security risks across the NCR resulting in targeted and enduring capabilities shared among the
jurisdictions in a coordinated, efficient, and effective manner.

To achieve this end, the Strategic Plan contains core elements similar to those found in many plans with
comparable strategic aims:

¢ Vision—the ideal end-state we anticipate our Strategic Plan will enable us achieve

»  Mission—the fundamental purpose the NCR Partners are committed to carrying out as a collective
enterprise

» Key Challenges-—the external and internal circumstances that shape the specifics of our Strategic
Plan

«  Goals—broadly stated long-term outcomes that, if reached, collectively enable us to realize our
Vision
« QObjectives—key, measurable milestones along the path toward reaching each Goal

e Guiding Principles—those inviolate principles that guide the NCR Partners’ behavior in developing
and executing our Strategic Plan

Figure 1.1 below shows how the Vision, Mission, Goals, and Objectives relate to one another.

Figure 1.1—Core Elements of the Strategic Plan

2.1. Mission and Vision

Our Vision defines the ultimate end-state as “a safe and secure National Capital Region” and commits
the NCR Partners and all Regional jurisdictions to werk together to reach it.
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As representatives of our jurisdictions and organizations, and as stewards of the Region’s safety and
security, it is our responsibility to “Build and sustain an integrated effort to prepare for, prevent,
protect against, respond to, and recover from ‘all-hazards’ threats or events.” This is the Mission
of our Strategic Plan and the foundation for its Goals and
Objectives.

2.2. Guiding Principles and Emerging Themes

In our work on the Strategic Plan, we identified four major
themes that then guided us throughout the process:

1. A changed culture that emphasizes more collaboration
among all the NCR Partners;

2. Anengaged community that is well informed and takes
responsibility for their own safety and security; .

Fep
3. An enduring capability in place that serves the NCR’s s
preparedness needs over the long-term; and ey

4. A sustained capacity to respond and recover from any
major event on whatever scale.

These themes underpin the Guiding Principles® depicted in the text
box to the right. These Principles establish a standard of behavior
for delivering on the promises contained in the Strategic Plan.

The Guiding Principles not only help shape the ends (Goals and
Objectives) but also provide a basis for prioritizing the ways
(specific Initiatives) and determining the means (resources)
included in the Strategic Plan. Ultimately, these Principles guide
our approach to realizing our Vision for a safe and secure NCR.

2.3. Assessing Our Situation

Our Strategic Plan must address conditions internal to the
functioning of the NCR and the factors and threats externally imposed on us. This SCCUOH provides an
overview of these challenges. Our intent is to provide enough general information to establish the
rationale for the choices we made in spelling out the specifics of the other key elements of our Strategic
Plan, For additional detail, see Chapter 3.

The NCR faces numerous internal challenges. We define internal challenges as factors or considerations
regarding how the NCR itself is organized and functions. These include how we are staffed, resourced,
and governed; statutory limitations on the NCR’s authority; and other considerations. One major
internal challenge is that the NCR is not organized as an operational entity and does not have the
“authority” to execute operations as an independent body. The NCR is a collection of sovereign
Jjurisdictions that are bound to each other by common issues—common geography, mutual interests,

* From summer 2004 through fall 2005, the Partners leveraged work already done in the Region, including the Eight
Commitments 1o Action (agreed to by the Governors of the State of Maryland and the Commonwealth of Virginia, as well as
the Mayor of the District of Colunibia, during the NCR Homeland Security Summit on August 5, 2002) and the FY 2003
NCR Urban Area Homeland Security Strategy (focused on the Urban Area Security Initiative (UASI) grant program). The
Eight Commitments to Action committed the Region to improve coordination in preventing, preparing for, and responding to
a terrorist incident. The 2003 Strategy was developed based on the tesults of the NCR assessment completed by communities
in July 2003-—the first region in the Nation to do so. The NCR Partners worked closely together to develop a framework for
an updated Regional strategic plan and agreed on this set of Guiding Principles in September 2005,
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shared boundaries and infrastructure, mutual beneficial and interrelated econornies, shared populations,
and shared destinies. Therefore, the NCR’s authority only exists to the extent the member jurisdictions
are willing to extend decision-making rights to the NCR.

We are affected by factors and potential events in our external environment of which we have little or no
control. One major external consideration is the geographic, demographic, economic, and political
diversity in the NCR. The NCR® includes 11 local jurisdictions, two States, the District of Columbia,
three branches of the Federal government, 7,000 non-profit organizations, and a large and diverse for-
profit sector that employs nearly 500,000 people. Together with its residents and visitors, our
population exceeds four and a half million on any given day. Integrating the needs and concerns of all
of these groups into a homeland security strategy poses immense challenges.

Another major external challenge is the need to prepare for both terrorist threats and other manmade and
natural events. Because we operate with a finite set of resources and in an uncertain environment with
imperfect information, we must make difficult choices when we establish our priorities and the
resources we commit to these priorities.

The Strategic Plan addresses external and internal challenges by defining Goals and Objectives for the
entire Region for the next three to five years and by implementing a series of priority and secondary
Initiatives over the next three years. These Goals, Objectives, and Initiatives are discussed in the next
section.

2.4. Setting Goals and Objectives and Implementing Initiatives

2.4.1. Setting Goals

To realize our long-term Vision of a “Safe and Secure NCR,” we have set a number of end-states
(Goals) and milestones (Objectives). The four themes of a changed culture of collaboration, community
engagement, enduring preparedness capabilities, and sustained response and recovery capacities are the
foundation for the four Goals. The Goals are briefly described in Figure 1.1. The following provides
additional explanation of the origin of the Goals and their intent.®

Planning & Decision-making Goal: This goal establishes the mechanisms that will enable us to
effectively attain the other Goals. Specifically, this goal aims to improve our Regional planning process.

Community Engagement Goal: This goal focuses on the large and diverse array of constituents that
populate the NCR. They share responsibility for the success of this grand enterprise to realize a safe and
secure NCR.

Prevention & Protection and Response & Recovery: These two Goals directly address the outcomes we
need to attain across the full spectrum of preparedness—prevention, protection, response, and recovery.
These latter two Goals collectively address the nuts and bolts of NCR preparedness and consume the
largest share of resources. The Prevention & Protection Goal addresses threats and reduces
vulnerabilities. The Response & Recovery Goal builds capabilities to speed restoration of normal
services, levels of security, and economic activity should an attack occur.

* See Appendix H for a detailed explanation of which entities constitute the NCR.

§ We did not intend to impart any priority by numbering the Goals, Each Goal has equal standing but addresses different
challenges in realizing our Vision.
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2.4.2. Setting Objectives and Implementing Initiatives
We have established specific Objectives that serve as milestones toward the accomplishment of each
Goal. This approach breaks down each Goal into more concrete (and measurable) comp(mems‘7 Figure
1.1 shows 12 supporting Objectives that are essential (but not necessarily sufficient) to attaining these
Goals.

Goal One: The Objectives under the first Goal, Planning & Decision-making, are essential to
strengthening the approach to regional preparedness planning. We agree that a collaborative planning
and decision-making culture is critical to the success of the Strategic Plan. Goal One reflects our
commitment to involve all stakeholders in planning and decision-making processes, especially by
enhancing the involvement of the business and civic sectors. Figure 1.2 shows the Initiatives that
support the Objectives under the first Goal. The highlighted Initiatives represent those identified by the
NCR stakeholders as priorities.

Figure 1.2—Goal 1 (Planning & Decision-making)

Initiatives

Goal Two: The Objectives under the second Goal, Community Engagement, are critical to building
enduring capabilities and enhancing the overall state of preparedness within the NCR. An active
community that does its part to ensure its own safety and security is necessary for the long-term success
of the Strategic Plan. Given that a significant percent of critical infrastructure in the Region is owned
and operated by the private sector, public authorities and commercial partners must work together to
ensure safety and security. Non-governmental entities also play a critical support role by delivering key
services such as mass care, human services, medical, and other community services. Community
engagement Initiatives require cross-jurisdictional leadership and coordination by government leaders
and extensive cooperation from community and private sector leaders. Figure 1.3 below details the
Objectives and Initiatives for Goal 2.

7 While we don’t expect the Vision and Goals to change over the long term, we anticipate additional Objectives will emerge
to take the place of those already accomplished. The Initiatives, supporting programs, and projects will also evolve to
accomplish these new emerging Objectives. Thus, the Strategic Plan will evolve over time as circumstances change.
Final-September 13, 2006 page 6
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Figure 1.3—Goal 2 (Community Engagement) Objectives and Initiatives

Objectives : : . S nitiatives

Goal Three: The Objectives under the third Goal, Prevention & Protection, are necessary to enhance
the Region’s capacity to prevent attacks. The ability to prevent attacks is a function not only of the
quality and support provided to public safety and security activities, but also of the efforts designed to
deter terrorists from targeting the NCR in the first place. We recognize the need for the Region to
quickly restore and sustain critical functioning services and protect against the impacts of attacks and
all-hazards events. Protection over a sustained period is intractably linked to the information sharing
and collaborative coordination mechanism in place in the Region. Figure 1.4 below details the
Objectives and Initiatives for Goal 3.

Figure 1.4—Goal 3 (Prevention & Protection) Objectives and Initiatives

“Objectives : e : nitiatives
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Goal Four: The Objectives under the fourth Goal, Response & Recovery, are necessary to develop the
capacity to manage an all-hazard event when it occurs. We cannot accomplish our Mission through the
mere procurement of first-rate response assets, implementation of effective emergency response
procedures, or development of comprehensive recovery plans, We must also build a sustained response
and recovery capacity that will be available for Regional authorities to employ at a moment’s notice.
The post-Katrina assessments taught the NCR that, although a focus on terrorism is important, the need
to have sustained all-hazards capacity to respond immediately and recover quickly is critical. Without
this capacity, we understand the potentially devastating impact that an event in the Region would have
on the jurisdictions, the Nation, and the world. Figure 1.5 below details the Objectives and Initiatives
for Goal 4.

Figure 1.5—Goal 4 (Response & Recovery) Objectives and Initiatives

“'Ohjéctives = : B S initiatives

Appendix A provides additional detail on each Initiative, including performance measures, timeline, and
rough cost ranges where detail permits. Section 4.2 provides an overview of the implementation
timeline.
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3. Problem Definition and Risk Assessment

3.1. Regional Context

The NCR faces unigue homeland security and preparedness challenges because the Nation’s capital and
the center of our Federal government resides within its boundaries. In addition to being the home of
more than 4.5 million Americans and the workplace of more than 340,000 federal workers, an average

of 20 million tourists visit the NCR each year. The NCR is the epicenter of all three branches of Federal
government, 231 Federal departments and agencies, and more than 7,000 political, social, and
humanitarian non-profit organizations. It is the home to monuments and icons of American life, history,
and politics—including some of the most important symbols of national political power and democratic
heritage.

In addition to its unique role as the Nation’s capital, the NCR is a prominent metropolitan center by
other standards. It is the fourth largest U.S. metropolitan area in terms of population and gross regional
product and the home to more than 40 colleges and universities and a large number of companies. An
attack within the NCR would have a profound political, economic, and psychological effect on the entire
Nation. A direct terrorist attack or natural or manmade disaster within the NCR could produce
catastrophic losses in terms of human casualties and political and economic damage, as well as profound
damage to public morale and confidence.

The international significance of such an incident should not be underestimated. The NCR bears an
additional respounsibility as a home to international business and diplomacy. The number of foreign
national residents in or visitors to the Region at any one time exceeds that of any other metropolitan area
in the United States. In addition to embassies and chanceries from virtually every country in the world,
the World Bank, the International Monetary Fund, and the Organization of American States are all
headquartered in the Region.

The diverse and demnographic characteristics of the Region—ranging from the dense urban environment
of the District of Columbia, to suburban centers such as Tyson’s Corner in Fairfax County and Rockville
Town Center in Montgomery County, to the more rural areas in western Prince William County, to the
areas adjacent to coastal communities in Prince George's County—add a layer of complexity to the
Region. An intricate network of major interstate highways, railways, key bridges, and major East Coast
arteries connect these varying geographies and jurisdictions.
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The Region’s populace is a fluid composite of residents, visitors, and workers. Many members of the
workforce live in outlying suburbs as far away as West Virginia, southern Pennsylvania, and the
Tidewater arca of Virginia and commute on a daily basis to jobs in downtown urban areas.

3.2. Regional Risks and Threats

The NCR presents an attractive array of targets to terrorists, and its national and global significance
magnifies the potential for cascading effects in the wake of catastrophic natural or manmade disasters.
The Strategic Plan’s focus on critical, prioritized elements will improve homeland security by making it
more difficult for terrorists to launch attacks and by lessening the impact of any attack or disaster that
does occur.

The complexity and importance of the NCR, combined with the uncertain nature of the terrorist threat
and manmade and natural disasters, makes effective implementation of risk management a great
challenge. In the Situation Assessment phase of the Strategic Plan’s development, we used a variety of
assessments and analyses to identify key gaps in preparedness. We identified key threats and
vulnerabilities, considered impacts, and provided the basis for prioritizing the Initiatives. This
preliminary review of threats and vulnerabilities yielded valuable insights and served as a starting point
for a risk management approach to Regional preparedness.

In addition to our preliminary risk assessment, each State jurisdiction has completed an extensive hazard
analysis to—

o Identify the types of hazards;

e Assess the levels of risk;

s  Agsess the consequences and impacts of hazard events;

e Prioritize the hazards; and

» Forecast emerging threats.

These State analyses also point to the need for a coordinated homeland security strategy. For example,
the analyses concluded that coordinated homeland security actions will reduce the burden of extensive
recovery operations, minimize future economic loss, and limit human suffering.

Through the work of the NCR Partners, the Critical Infrastructure Protection Regional Programmatic
‘Working Group (CIP RPWG)S, and others, we recognize the need for a more formal, in-depth risk
assessment based on a common framework (or frameworks) and created a major priority Initiative to
meet this need.”

Over the past few years, several vulnerability assessments have been completed for the NCR and its
member jurisdictions. These studies used guidelines provided by the Federal Emergency Management
Agency (FEMA) regarding State and local mitigation plan development. The studies confirm the NCR

¥ The CIP RPWG strategy has two major goals supportive of the overall risk-based approach of the Strategic Plan:

(1) Decision Support—to build capacity for making prudent investments in infrastructure risk reduction projects by private
and public officials; and (2) Jmplementation Support—to take such immediate steps as are mandated or clearly compelling to
directly contribute to making the NCR’s critical infrastructures more secure and resilient. The first addresses the long-range
investments to fundamentally enhance the Region’s security, while the second meets those challenges that are most pressing
today. See Appendix E.1 for a detailed discussion of the risk-based approach and further explanation of the CIP RPWG
strategy.

? See Initiative 1.2.1 “Design and conduct a risk-based threat analysis to identify gaps in regional preparedness.” This
Initiative calls for development of a NCR risk assessment methodology and a Region-wide threat analysis, leveraging
assessments and analyses to date conducted by the States, local jurisdictions, and Federal Partners.
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is vulnerable to numerous natural, industrial, and technological hazards, the most frequent of which are
severe weather and hazardous materials spills. The NCR is also vulnerable to civil disorder and terrorist
attacks. Table 3.1 summarizes the key Regional risks, based on hazards and vulnerabilities identified to
date. Data was compiled through a review of “best state practices” and interviews.

Table 3.1-—Summary of Relative Risks to Region!?

Hazard Analysis and Valnerability Matrix

Potential Potential

Hazard Agent Probability

Population Impact- Structural Impact

Urban Floods ) ~ Medium Low Medium
Winter Storms Medium Low Medium
Tomadoes Low High Medium
Thunderstorms MediunvHigh Low Low
Hurmicanes Low High High
Extreme Heat/Cold Low Low Low
Vitus, Epideniics Low High Low
Special Events-Parades High Low Low
Special Events-Demonstrations High Low Low
Special Events-Civil Disorder Low Low Low/Medium
Hazardous Materials .

Industrial & Techuological Low Medium Low
Hazardous Matena}? . Medium Low/Medium Low

Infrastructure/Utilities
Explosions (Manhole Covers) Low/Medium Low Low
Workplace Violence Low Low Low
Transportation Accidents Mediuvm Low Low
Terrorism-Conventional Weapons LES LES LES
TerrorismrIncendiary Devices LES LES LES
Terrorisur-Biological & Chemical A gents LES LES
Terrorism-Radiological LES LES LES
TerrorismeNuclear Agent LES LES LES
Terrorism-Cyber-Terrorism LES LES LES
Termorism-Weapons of Mass Destruct. LES LES LES

In determining the hazards and vulnerabilities detailed above, we identified many of the vulnerable
Critical Infrastructure/Key Resource (CI/KR) areas at high risk in the NCR.'! For example, the
government facilities and defense industry locations in the NCR are ideal targets for terrorist attacks. A
hazardous incident in the District of Columbia would affect the operations of Federal agencies,
legislative processes on Capitol Hill, and judicial proceedings of the Supreme, Federal Circuit, and
District of Columbia Court systerms. The Pentagon is an ideal target for terrorists because of its role as
both a logistical center of military operations and a symbol of American military might. The
government, defense, and private industries are inextricably linked in the NCR——an attack on one would
necessarily have a negative impact on the others. An attack on any number of the monuments scattered
throughout the District of Columbia and surrounding areas would have a profound psychological effect
on residents, visitors, and the entire Nation.

The CI areas of transportation and energy sectors are also at risk—they are heavily depended upon by
the Region’s population and they are intricately interdependent with other sectors in the Region. The

10 Table 3.1, Law Enforcement Sensitive data has been redacted and is marked in the table with “LES.”
! Definition and descriptions of the CI/KRs are detailed more fully in the 2006 National Infrastructure Protection Plan.
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NCR transportation system includes two major airports, the second largest rail transit system, and the
fifth largest bus network in the United States. As thousands of commuters use mass transportation to
travel to and from work on a daily basis, any disruption to the transit system would have a serious
impact on the Region’s business and the Nation’s government operations. An attack on the
transportation system could lead to mass casualties and injuries, necessarily leading to great demands on
the medical and public health community.

Given the Region’s dependence on the public health and medical community, an attack on or a
disruption to the public health and medical infrastructure would leave the Region’s population
exceptionally vulnerable. The NCR relies on its medical and public health community to handle the
day-to-day and emergency medical care of Regional residents, visitors, and workforce personnel. In the
event of a hazardous incident in the Region, the population would be significantly dependent on the
public health and medical community to act as first responders, contribute to the appropriate
communication and messaging during and after an incident (e.g., safety, quarantine measures, access to
health care), and lead the mass medical effort to treat injuries and care for the population’s mental
health.

By identifying the CI of the Region, assessing its physical, demographice, political, and economic
characteristics, and determining its overall risk and associated vulnerabilities, we identified related gaps
in our capabilities, some of which are' 2

o Standardized alert notification procedures;

e Region-wide strategic communications plan;

e Public information dissemination during all phases of emergencies;

e Public-private coordination;

o TInclusion of private sector information in Regional planning;

e Understanding of long-term recovery issues;

e Special needs considerations for response and recovery;

» Mass care;

e Regional analysis of threats (including hazards), vulnerabilities, and consequences;

s Regional mitigation plan; and

» Resource management and prioritization based on Regional risk assessment and mitigation
plan.

The Strategic Plan focuses attention and resources on Initiatives that address the highest risk areas for
the Region. The gaps in capabilities identified above, drawn from recent assessments as summarized in
Table 3.1, provide a sense of the Region’s vulnerabilities identified to date.”” These vulnerabilities,
considered alongside threat and impact factors, provide a basis for determining those areas at highest
risk and developing the Regional Goals, Objectives, and prioritization of Initiatives outlined in this
Strategic Plan.

" This compilation of Regional vulnerabilities were identified during the development of the Strategic Plan and discussed by
NCR Partners in November 2005. The latter five listed were identified by Emergency Management Assessment Program
NCR Regional Assessment Report, April 2006.

“See Priority Initiative 1.2.1, which calls for a more thorough risk assessment of the NCR. See Table 5.4 for a mapping of
how these gaps in capabilities are addressed in the Strategic Plan.
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4. Implementation and Sustainment of the Strategic Plan

4.1. Organizational Roles, Responsibilities, and Coordination
Because of its closely linked political, economic, and social communities, the NCR has a long history of
collaboration and coordination among its stakeholder groups, particularly at the operational level and in
local incident management. Implementing and sustaining the 30 Initiatives set forth in the Strategic
Plan, however, will require unprecedented coordination across Regional boundaries. This section
identifies and defines key NCR stakeholders, roles and responsibilities, and the Region’s coordinating
mechanisms and processes for implementing and sustaining its homeland security strategy.

4.1.1. NCR Stakehoiders
A homeland security stakeholder is any party who affects or is influenced by preparedness activities in
the Region. For the purposes of this Strategic Plan, stakeholders are categorized into three major
sectors: the Government, Private, and Civic, The NCR Partners are a sub-category of stakeholders
within these three categories (depicted in Figure 4.1).

Figure 4.1—NCR Partoers

Government Sector

The NCR is home to 14 independent State and local governmenis and the three branches of the Federal
government. Government stakeholders have widely varied roles and responsibilities, including being
providers, facilitators, or recipients of first responder resources and services—as well as being residents
of the Region. In the strategic planning process, Federal entities play primarily supporting and advisory
roles to the NCR and the jurisdictions through their statutory functions, including specific agency
responsibilities and authorities.

Because of the unique nature of the NCR, some Federal entities have specific roles that impact the
Strategic Plan. For example, the Office for NCRC within DHS, established by the Homeland Security
Act of 2002, is charged with overseeing and coordinating Federal programs for and relationships with
State, local, and Regional authorities in the NCR.'* Through the Joint Federal Committed (JFC) and

1 Under the authority of the Homeland Security Act of 2002, the NCRC acts as an advocate for the resources needed by
State, local, and Regional authorities to implement efforts to secure the homeland and serves as a Haison between the Federal
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other coordinating mechanisms, the Director of the NCRC serves as a liaison between the Federal
government, State, local, and Regional authorities, and private sector entities in the NCR. The JFC
promotes a focused Regional effort among representatives from the Executive, Legislative, and Judicial
branches of the Federal government within the NCR."

Other examples of Federal impact on the Strategic Plar include the important role of the Department of
Defense, through U.S. Northern Command’s subordinate headquarters Joint Force Headquarters—
National Capital Region (JFHQ-NCR). JFHQ-NCR, in coordination with other agencies, is responsible
for the defense of the Region. Other entities (e.g., the U.S. Coast Guard within DHS) have a key role in
maritime security, and the Federal Bureau of Investigation Washington Field Office is responsible for
counter-terrorism. Despite the significant Federal presence throughout the Region, State and local
governments are primarily responsible for Regional preparedness activities, including strategic planning,
implementation, and execution.

Government-sector stakeholders at the Federal, State, and local levels carry out their roles and
responsibilities through multiple NCR homeland security governance groups and committees, described
in Section 4.1.2 below.

Private Sector

Private sector stakeholders comprise a diverse mix of organizations, such as service sector enterprises,
utility companies, and medical institutions. Many corporations of national and international significance
also have headquarters or major operations in the NCR. Together these private sector entities own a
significant percent of the critical infrastructure within the NCR. Given their importance in the Region,
representatives of these institutions have a critical advisory role in the strategic planning process. The
NCR currently engages its private sector stakeholders through representation on three specific
governance entities and mechanisms (described in detail in Section 4.1.2 below): the Regional
Emergency Preparedness Council (EPC), Regional Emergency Support Function Committees (R-ESF
Committees), and Regional Program Working Groups (RPWG).

Private sector stakeholders, often directly or through sponsoring organizations such as the Board of
Trade, Chamber of Commerce, Washington DC Convention and Tourism Corporation, and other
consortia, engage in projects to provide subject matter expertise in building Regional capabilities across
the spectrum of preparedness activities. For example, private entities play a key role in the protection
and recovery of key assets during both manmade and natural disasters, and are part of critical
infrastructure planning efforts. The NCR continues to seek additional ways to increase the participation
of private sector stakeholders through other mechanisms, such as roundtables and public-private
partnership activities.

government, State, local, and Regional authorities and private sector entities in the NCR to facilitate access to Federal grants
and other programs, The NCRC is also responsible for developing a process to ensure meaningful input from State, local,
and Regional authorities and the private sector is included in the homeland security planning and activities of the Federal
%ovemment, and for ensuring that Federal entities play appropriate roles in the NCR's preparedness activities,

The JFC provides a forum for policy discussions and resolutions of security-related issues of mutual concern to Federal,
State, and local jurisdictions within the NCR before, during, and after a Regional incident or emergency. It servesasa
vehicle for coordination, information sharing, and general connectivity of all NCR agencies within the DHS and serves as the
point of contact for Federal departments and agencies in Regional planning, communications, and emergency management
protocols.
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Civic Sector

The civic sector encompasses those non-governmental organization entities, primarily non-profit
organizations, which represent the needs and interests of the Region’s 4.5 million residents and millions
of annual visitors. When disaster strikes, the civic sector, especially non-profit organizations, citizen
corps, hospitals, and faith-based and community organizations, are critical responders. Our Region
relies on the civic sector to rush to the aid of victims and their families in the aftermath of disaster. We
also rely on non-profit organizations to provide ongoing support and services as the community recovers
from a catastrophic event. The civic sector plays critical roles in mass care, housing, and human
services; emergency medical services; donations and volunteer management; long-term community
recovery and mitigation; animal protection; and community outreach. For the NCR to respond
effectively to a large-scale emergency, its civic sector must be fully prepared and integrated into local
and Regional preparedness, response, and recovery plans.

The NCR is continually seeking to enhance its governance framework and strategic planning efforts to
ensure meaningful input from community and non-profit groups is appropriately included in the
Region’s preparedness activities. NCR Partners’ views are incorporated into the NCR strategic planning
process via the NCR governance structure, which consists of a number of key groups and committees
described in the following section.

4.1.2, NCR Organization, Roles, and Responsibilities

NCR Partners engage in multiple groups and committees working within and across three distinet levels:
Strategic Planning, Program Development, and Project Execution. These three levels comprise the NCR
governance framework, and each is designed to include critical perspectives from the NCR’s
government, private, and civic sector stakeholders. At the Strategic level, NCR Partners review
assessments of Regional capabilities and develop a long-term homeland security strategy for enhancing
prioritized capabilities. Additional overarching guidance, such as budget and pelicy documents, is also
issued at this level to facilitate activities at the levels below. At the Program level, the NCR Partners
identify, define, and manage programs for meeting Regional needs delineated in the Strategic Plan.
Programs may consist of one or more Objectives and/or Initiatives, depending on their area of focus.
Program requirements are then translated into individual projects at the Project level, which result in
increased Regional capabilities to prepare for, prevent, protect against, respond to, and recover from all-
hazards threats. The NCR Homeland Security Governance Framework is not intended to capture or
reflect the chain of command at the operational (i.e., incident response and recovery) level. However,
the framework is designed to improve the Region’s operational capabilities, with the successful
execution of projects contributing most directly to the Region’s preparedness capabilities. Each ofthe
three levels produces specific outputs, depicted in Figure 4.2 below, that inform the Region’s
governance decisions and activities.
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Figure 4.2—NCR Homeland Security Governance Framework
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The following section describes the activities at each of the three levels and the groups and committees
involved. The entities described do not govern but help coordinate the Region’s operational homeland
security environment. Refinements to the NCR governance structure are currently being made in order
to enhance the Region’s ability to execute and coordinate effectively within and across each level.
Some of the entities, mechanisms, and processes described in the following section are currently being
established and are not yet fully functioning. In such cases, the descriptions focus on how these
structures will function in the future.

Strategic Level

Regional priorities are formulated at the Strategic level through an iterative process of consensus-
building among representatives from the key stakeholders of the NCR, represented by three key
governance groups: the Senior Policy Group, representing State-level interests; the Chief Administrative
Officers Committee, representing local government level interests; and the Regional Emergency
Preparedness Council, representing broader NCR stakeholder interests. Additional stakeholders; such as
Federal entities coordinated through the NCRC; the JFC; practitioners (i.e., fire and police chiefs); and
business, non-profit, and community SMEs are included in the NCR strategy development process to
provide the depth of subject matter expertise required for an effective preparedness strategy. These
NCR Partners collaborate in a number of critical activities to develop the long-term homeland security
strategy for the Region, including consensus-building plenary sessions and decision-making reviews of
the Region’s preparedness gaps and capabilities. Through these activities, NCR Partners provide
general oversight, coordination, and guidance to the Region’s homeland security efforts. The final
outputs of activities at this level are the Strategic Plan and additional supporting documents, such as
budget guidance, policy memoranda, and other types of documents that guide the implementation of the
Strategic Plan.

The descriptions below provide an overview of the key governance groups and their roles and
responsibilities within the Strategic level of NCR governance.

Regional Emergency Preparedness Council (EPC)
The Regional Emergency Preparedness Council is an advisory body established by the Metropolitan
Washington Council of Government (MWCOG) Board of Directors and includes a broad array of
representatives from each of the NCR’s stakeholder categories. The EPC makes policy, procedural, and
other recommendations to the MWCOG Board or through the MWCOG Board to various regional
agencies with emergency preparedness responsibilities or operational response authority.

The EPC’s primary responsibilities include—
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s Qverseeing and implementing the Regional Emergency Coordination Plan (RECP);

* Coordinating activities of the various R-ESF Committees (see Program Development section
below) as they develop specific procedures and relationships; and

s QOverseeing the development of annexes and establishing additional annexes as necessary.

The EPC can add groups, institutions, and individuals to the R-ESF Committees or expand its own
membership with non-voting members. The EPC consists of elected officials; MWCOG committee
chairs; and representatives of homeland security, emergency management services, and transportation;
and non-profit and business communities. Its current membership includes—

s Nine elected officials representing the NCR jurisdictions, including at least two
representatives each from the District of Columbia, the State of Maryland, and the
Commonwealth of Virginia,

o Chairs of the MWCOG professional and technical committees of chief administrative
officers, police chiefs, fire chiefs, public health officers, emergency management
administrators, and other internal MWCOG committees involved in disaster preparation and
response;

o Directors of emergency management for the District of Columbia, the State of Maryland, and
the Commonwealth of Virginia;

s Representatives of the Departments of Transportation of the District of Columbia, the State
of Maryland, and the Commonwealth of Virginia;

* Chairs or other designees of the Homeland Security Councils of the District of Columbia, the
State of Maryland, and the Commonwealth of Virginia; and

» MWCOG's Executive Director and representatives of such institutions and agencies of the
Federal government and organizations representing the private, quasi-public, and non-profit
sectors, as the EPC and MWCOG Board Chairs may jointly designate and invite to
participate, such as DHS, the Office of Personnel Management, FEMA, the General Services
Administration, the Washington Metropolitan Area Transit Authority, the Greater
Washington Board of Trade, and the Non-Profit Roundtable of Greater Washington.

NCR Homeland Security Senior Policy Group (SPG)
The Governors of Maryland and Virginia, the Mayor of the District of Columbia, and the Advisor to the
President for Homeland Security established the SPG to provide continuing policy and executive-ievel
focus to the Region’s homeland security concerns. Membership consists of senior officials from
Maryland, Virginia, District of Columbia, and DHS and the Director for the NCRC. The group
exercises oversight of the implementation and funding process and determines priority actions for both
increasing Regional preparedness and response capabilities and reducing vulnerability to terrorist
attacks. The SPG’s decision-making process is informed by the performance management activities at
the Program Development and Project levels, which provide information on the Region’s progress
against the Sirategic Plan, preparedness capabilities, and emerging and evolving risks and threats. The
SPG is responsible for Goal and Objective leadership.

Chief Administrative Officers (CAQ), Committee on Homeland Security
The Chief Administrative Officers are city and county-level administrators who serve on the CAO
Committee on Homeland Security. They work in partnership with the SPG members on all strategic
matters, operating more as a single unit. The CAO Committee, along with the SPG members, served as
key architects of this Strategic Plan. The core elements of this Strategic Plan were drafted and
approved by these two groups during numerous joint working sessions. The CAOs involve themselves
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heavily in the investment decisions for homeland security grant funds and ensure that funding plans are
executed as developed and approved by the SPG and CAO Committee on Homeland Security.

Program Level

The NCR’s strategic Objectives and Initiatives form the foundation for activities at the Program level.
Various types of working groups, created by the EPC, are responsible for the development of program
areas addressing common Objectives and Initiatives that represent a Regional priority. Current working
groups include the RPWGs and the R-ESF Committees (see descriptions below). Membership in these
working groups depends heavily on their area of focus, and several of the R-ESF Committees are or
have been chaired by members of the private sector. RPWGs, which are in various stages of
development, are designed to include SMEs from the civic and private sectors as required.

R-ESF Committees and RPWGs are charged with development of the program areas, including creating
comprehensive program management plans that define each program area and the processes, roles, and
responsibilities required for managing the program. The program management plans define
performance measures used to assess progress and identify high-level requirements of individual
projects within the program, including estimation and prioritization of program funding requirements.
The R-ESF Committees/RPWGs recommend lead entities for potential projects, although their
recommendations must be accepted by the potential lead entity and ultimately approved by the
SPG/CAOQ. The R-ESF Committees/RPWGs are responsible for assessing progress against the program
plans and conducting gap analyses to revise and update the plans on a periodic basis. These groups
determine whether completed projects have contributed to an increase in a Region-wide capability or
reduction of a Regional threat, and report that progress to the NCR Partners. The NCR Homeland
Security Grants and Program Management Office serves as the steward for all NCR program funding.

The descriptions below provide an overview of the key governance groups and their roles and
responsibilities within the Program level of NCR governance.

NCR Homeland Security Senior Policy Group (SPG)
The SPG ensures full integration of NCR activities by providing final approval for programs within the
NCR as well all projects within a program. The SPG oversees directors of the RPWG in guiding the
execution of their work on approved homeland security Initiatives, programs, and projects. The SPG is
ultimately accountable for the impact of the work at the Program level of the NCR.

Chief Administrative Officers (CAQ), Commitiee on Homeland Security
The CAO members have an important role to play at the Program level. Local governmerit staffs that
participate as R-ESF Committee and RPWG members ultimately report to their respective CAOs on
their performance. Like the SPG, CAOs exercise oversight in ensuring effective execution.

NCR Homeland Security Grants and Program Management Office/State Administrative Agent

(SA4)
DHS requires that its grants be funneled through a single State Administrative Agent. The NCR
Homeland Security Grants and Program Management Office, housed within the District of Columbia
Government, was created to provide, by agreement with all participants, a comprehensive grant
oversight at the Regional level. The SAA manages grant performance, provides staff support for various
working groups, and supports and adapts as necessary the NCR processes to ensure both implementation
and grant deadlines are met.
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Regional Emergency Support Functions (R-ESF) and Committees
The NCR has identified 16 R-ESFs, which are supported by their respective R-ESF Committees. The R~
ESF Committees assist the execution of the RECP and the Urban Area Security Initiatives (UASI)
grants process. R-ESF Committees are the voice for practitioner and subject matter expert priorities and
are staffed by local practitioners and SMEs who lend their expertise to explore issues related to
particular R-ESFs. Representatives from the government, private, and civic sector work together toward
building the next level of capabilities within each R-ESF. Current R-ESFs include—

*» R-ESF #1 Transportation

s R-ESF #2 Communications Infrastructure

e R-ESF#3a Public Works and Engineering—Water

s R-ESF#3b Public Works and Engineering—Solid Waste
¢ R-ESF#4 Firefighting

s R-ESF#S Emergency Management

s R-ESF#6 Mass Care, Housing, and Human Services

e R-ESF#7 Resource Support

s R-ESF#8 Public Health and Medical Services

» R-ESF#9 Urban Search and Rescue

*» R-ESF#10 Oil and Hazardous Materials Response

o R-ESF#11 Agriculture and Natural Resources

» R-ESF#12 Energy

* R-ESF#13 Public Safety and Security

» R-ESF#14 Long-term Community Recovery and Mitigation
» R-ESF#15 External Affairs

» R-ESF#16 Donations and Volunteer Management

R-ESF Committees, like RPWGs, are responsible for developing and overseeing the execution of
program management plans to guide the implementation of approved Initiatives. For more specific
definitions of these responsibilities, refer to the RPWG description below.

Regional Program Working Groups (RPWG)
RPWGs are responsible for developing and overseeing the execution of program management plans that
guide the implementation of approved Initiatives. RPWGs complement the R-ESF Committees and play
sirnilar roles. Membership consists of practitioners, policy-makers, and representatives from both the
civic and private sectors. The groups serve to fill gaps, cross R-ESFs, and/or provide more focused
attention on high-priority areas. For example, the CIP RPWG fills a gap not covered by any of the
existing R-ESFs, while the Interoperability RPWG provides a focused effort that benefits several R-
ESFs. Currently, there are six active RPWGs in various stages of functionality—

* Exercise and Training Operational Program (ETOP);
+ Health Community Services;

* Interoperability;

e Critical Infrastructure Protection;

» Human Services; and

s Community Preparedness.
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As part of their role in guiding implementation, the RPWGs are responsible for defining their respective
program areas through development of a program management plan. This responsibility includes
defining program goals, objectives, performance measures, and performance targets. One of the
RPWGs’ most important responsibilities is developing and maintaining a gap and vulnerability
assessment to evaluate current Regional capabilities within the program area and help identify strengths,
weaknesses, risks, and needs that define program requirements. To address the gaps and vulnerabilities
identified through this assessment, REWGs provide recommendations to the SPG for allocating and
applying resources in the form of a multiyear Enhancement/Investment Plan for the Region.

Project Level

The most tactical level of NCR governance is the Project level. State and local SMEs, working with
other SMEs from the private and civic sectors, are responsible for day-to-day execution and
management of funded projects. The NCR Grants and Program Management Office and CAOs provide
oversight to project activities. At this level, the Office works closely with the SPG and CAOs to
monitor project execution and assess overall progress against the [Sroject plan, which is also reported to
the RPWGs. Performance measures developed at this level focus on project performance against the
project plan and assess a project’s contribution to strategic priorities, including Regional preparedness
capabilities or reductions in Regional threats.

4.2. Timeline, Sequence, and Execution

In developing the Strategic Plan, we determined a logical sequence of action and an approximate period
of execution for each step. A number of factors determined timing of individual Initiatives, including
current status, priority, and dependencies on and by other steps. Although the conclusions will be
considerably refined as operational and other implementing plans are made, the timeline provides the
Region with a basic schedule for execution of the Strategic Plan.

Table 4.1 below portrays the FY 2007-FY 2009 implementation timeline for the Initiatives, pending
available resources. The Initiatives are grouped by Goal, with priority Initiatives highlighted in green.
The timeline includes 17 Initiatives (FY 2006 grey highlights) started during or before FY 2006 that will
be enhanced during the FY 2007-FY 2009 period. Many of the Initiatives in this Strategic Plan will
agsist in defining additional actions for the future. These actions, when defined, may be selected for
strategic émphasis, scoped, scheduled, and assessed for resource commitments. The timeline and
implementation plan do not address these possible future actions resulting from current Initiatives
because some of these Initiatives are being further developed and refined. Having identified the
necessary sequencing of activities, we will continue to assess, develop, and determine the level of
resources needed to accomplish the individual Initiatives in a coordinated manner. Appendix A contains
specific detail and considerations concerning timing (start and duration) of each Initiative, including
interdependencies.

As the staffing and investment process continues, the Initiative framework provided by the Strategic
Plan will be applied to individual Initiative execution plans. Additional planning documents for
individual Initiatives will most likely include program, project investment, acquisition, procurement,
business case, and overall performance planning activities.

We must conduct the following preliminary activities before they can “launch” an Initiative: (1)
functional specifications; (2) technical specifications and detailed cost estimate; and (3) project plan
development. These preliminary activities must be completed and the Initiatives must be launched by
certain deadlines in order to meet the aggressive NCR capability development end dates. See Appendix
C for a detailed description of the pre-launch activities and timing sequence for each of the Initiatives.
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4.3. Performance Management and Reporting

Once an Initiative is implemented, we must use a process to determine whether the expected benefits are
being achieved. This evaluation will involve collecting performance measure data, producing the actual
measurements on a Region-wide basis, comparing the results with targets, determining performance
shortfalls, analyzing trends and root causes, and deciding on actions to address each identified issue.

Performance plans describing detailed procedures for carrying out these steps for each Initiative will be
developed as part of project execution planning that will be done to translate this Strategic Plan into
action.” The Initiative lead and associated working group will determine the means and frequency of
data collection, means of reporting, and responsibility for analysis.

For all Initiatives, the EPC will convene a quarterly performance review. In these sessions, each
Initiative lead will present the performance results of his/her Initiative. (While an Initiative is in the
implementation stage, the session will serve as a project management aid, reviewing schedule and
budget status versus milestones and exercising implementation management actions; when the Initiative
is completed, its review will transition to an outcome-oriented performance discussion.) Initiative leads
will present their results compared with the pre-defined targets; analysis of results, trends, and root
causes; and recommended actions to maximize performance. The EPC will discuss this information,
make decisions, and issue direction to improve project performance as necessary. If such EPC direction
is issued, the next performance review should specifically consider the status of the previously directed
action and the effect on performance. In other cases, conclusions regarding the effectiveness of the
Initiative under review may lead to strategic decisions to be fed into the ongoing strategic planning
process (see Section 4.4).

4.4. Sustainment of the Straregic Plan
The Strategic Plan is a living document designed to evolve with the needs of the Region. Steps to
ensure the Strategic Plan remains relevant and responsive to the current environment are built into the
four main steps of the NCR Strategic Planning Process, identified in Figure 4.3.

Figure 4.3—NCR Strategic Planning Process

NCR Strategic
Planning Process

Sustaining the Strategic Plan requires continuous evaluation and monitoring of Regional performance.
Implementation activities contained in the Execute Strategic Plan step are measured in the next step,
Evaluate and Monitor Performance. Performance management activities are built into the Strategic,
Program, and Project levels of the NCR Homeland Security Governance Framework (see Section 4.1.2).
The Region’s performance is assessed from several perspectives, including progress made against the
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Strategic Plan, progress made against the Initiative, program, and project plans, the increase in the
Region’s preparedness capabilities, and reduction in risks and threats.

Performance information generated by these activities is applied in the next step of the strategic
planning process, Conduct Situation Assessment. The primary goal of this step is to collect and
analyze information on both the NCR’s internal and external environments. In addition to considering
performance and other aspects, this situation assessment scans external factors outside the direct control
of the NCR, including evolving homeland security risks and threats and Federal policy changes.

The situation assessment enables us to accomplish the next step in the process: Develop and/or Update
the Core Elements of the Strategic Plan. Certain elements of the Straregic Plan, such as the
Initiatives, will likely need to be updated on an annual basis in response to changes to the Region’s
internal and external environments. In particular, the Strategic Plan should be updated annually with
implementation progress and the results communicated to NCR stakeholders. Major revisions to the
other elements of the Strategic Plan, such as the NCR’s long-term Goals, should only be conducted
every three years to ensure ample time is available to execute against the Strategic Plan and reduce the
burden on the NCR Partners. Although annual adjustments will be primarily driven by the SPG and
other selected Partners, major revisions ocourring every three years must include a broader set of
stakeholders that engages in a comprehensive consensus-building process. Figure 4.4 below depicts the
core elements of the Strategic Plan and provides estimates of when the core elements should be revisited
and revised.

Figure 4.4-—Adjustments to the Strategic Plan

The NCR Mission and Vision will not be revised

unless the Region’s homeland security environment
encounters fundamental change.

Goals will be revisited every 3-5 years, but may not
require revisions based on progress.

Objectives will be revisited on an annual basis, but may not
require revisions based on progress.

Initiatives will be reviewed and revised on an
annual basis to reflect progress.

4.5. Investment, Funding, and Budgeting Cycles
We tailored the Strategic Plan to complement local operating budget
decision-making because the bulk of preparedness capability and
operational enhancement decisions rests with local practitioners. Funding

Although the S
is not fntended &
investment, allocation, or.

for project implementation starts with State and local commitments of irce plan, it will prove
resources. Local and State budgets provide the vast majority of funds Lin sapporting

implementation planning
e for i

supporting Regional homeland security efforts. The Region also draws
upon myriad federal grant programs, such as the family of DHS Homeland
Security Grant Programs (including UASI and the State Homeland
Security Grant Program [SHSGP]), public health related grants from the Centers for Disease Control
and Prevention, and programs under the auspices of the Department of Justice.
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The Strategic Plan does not dictate how we should spend our homeland security funds. However, we
are committed to leveraging the Strategic Plan when making planning activity and funding source
decisions. By doing so, we will ensure capability enhancements across NCR jurisdictions are consistent
with Regional Goals and priorities.

The annual review of the Strategic Plan is timed to correspond with the Federal, Maryland, Virginia,
and District of Columbia budget cycles. This timing facilitates the acquisition of funding for Initiative
projects. Figure 4.5 below provides a graphical depiction of the NCR homeland security strategic
planning and budget cycles consistent with the four budget cycles on a one- and three-year timeline.
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Figure 4.5—NCR Strategic Planning and Budget Cycles
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5. Alignment with Other Strategies and Planning Efforts

The Strategic Plan is but one part of a family of plans at the strategic, programmatic, budget, and
operational levels existing within the NCR (see Figure 5.1). The Strategic Plan fills a critical need at
the Regional level not only to align jurisdictional strategy planning efforts with national efforts, but also
to provide a mechanism for Partner input and guidance into jurisdiction programmatic and budgetary
planning processes.

Figure 5.1—NCR Family of Plans'®
The Strategic Plan aligns Regional with
Federal and State/local efforts through
identification of common Goals,
Objectives, and Initiatives to be
implemented by the jurisdictions over the
next three to five years. In addition, the
Strategic Plan provides a framework by
which State and local entities can plan,

rograms & sdictionsl & En

Fedvral

resource, and track priority homeland Rfﬁé‘g‘f‘ R Hometand %
security related programs and budgets. As Rl el g
the Strategic Plan is implemented, the e

jurisdictions will be able to determine their
level of contribution and commitment to the
achievement of Goals and Initiatives.
Although the Strategic Plan does not
directly affect the jurisdictional and
emergency function operational plans (e.g.,
local hazard mitigation plans, emergency response) or address operational level issues, the Strategic
Plan does influence specific capabilities resourced by the jurisdictions that support operational plans.'”

State &

144 Jurindictions)

The following two sections explain how the Straregic Plan is aligned with ongoing State, local, and
National-level efforts.

5.1. Alignment with State and Local Jurisdictional Efforts

5.1.1. State Plans® Alignment with the Strategic Plan
Virginia, Maryland, and the District of Columbia each develop and maintain strategic plans to guide
their homeland security efforts across their respective jurisdictions. Unlike the District of Columbia’s
strategic plan, however, each State plan must cover not only those jurisdictions that comprise the NCR,
but also the many other cities and counties within the State but outside the NCR.

Although the District of Columbia and State plans are not subordinate to the Strategic Plan, elements
within these plans do support the overall Goals and Objectives imbedded in the Straregic Plan. Both the
Maryland and Virginia plans discuss Regional collaboration in their strategies and single out the NCR as

1 Project execution is primarily done at the State and local jurisdictional level.

" The NCR is not an operational entity. The Strategic Plan does not specifically address operational level issues nor does
the NCR require operational plans at the Regional level. For details on how the Region operates at the tactical level as well
as other specific response issues, see the appropriate existing jurisdictional operations plans. In addition, Regional
coordination plans (e.g., the Regional Emergency Coordination Plan and the Regional Communication Plan) provide further
elaboration on regional coordination mechanisms and processes.
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one of those key regions requiring extensive collaboration to effectively manage catastrophic events.
The District of Columbia plan also cites collaboration as a central theme in developing an effective,
unified approach to preparedness.

One area of extensive collaboration is in Mutual Aid Agreements and Compacts. The jurisdictions have
a history of strong interjurisdictional agreements and memoranda of understanding that enable Regional
cooperation and coordination within many of the ESF areas. This network of agreements is one reason
why the Region is effective in emergency response and incident management at the local level. This
extensive network of existing relationships and agreements will facilitate greater collaboration at the
strategic level as the Strategic Plan is implemented.

The priorities for preparedness in the homeland security plans for Virginia, Maryland, and the District of
Columbia reflect unique assessments of the threats and vulnerabilities across each jurisdiction (see Table
5.1). Compared with Virginia and Maryland, the District of Columbia plan appropriately takes a more
“terrorist-centric” perspective in developing its preparedness strategy. Virginia and Maryland have
similar terrorist concerns for key population centers and locations with critical infrastructure (such as
maritime facilities in Baltimore and Norfolk), but they also identify the need to prepare for other threats
and situations. An evacuation out of the NCR, for example, will place significant burdens on reception
centers throughout Virginia and Maryland that that the District of Columbia would not confront.
Likewise, major agribusiness centers in Virginia and Maryland are vulnerable to a host of natural and
manmade threats of much less concern to the District of Columbia.

Table 5.1-Jurisdictional Homeland Security Strategic Plan Priorities™

trginia

shiington, DC

Agribusiness

-

Intelligence and Waming,

Preveiit, eliminate, and/or reduce

risks faced by the District Domestic Counter-terrorism, and |+ Citizens and Communities

+ Protect the people, community, information sharing and Systems |+ First Responders
assets, and critical infrastructure | Border and Transportation + Government Operations and
in the District Security Funding

+ Enbance the District’s all- = Protect Critical Infrastructure and |+ Health and Medical
hazards planning, education, and Key Assets * Industry and Commerce
response capabilities » Defend Against Catastrophic » Technology

+ Enhance the District’s Threats + Transportation
capabilities to restore and « Emergency Preparedness and « Utilities

stabilize government operations Response

and community life Law

Science and Technology
Funding Homeland Security

.

TFor these and other reasons, a statewide homeland security strategy will not provide the emphasis and
unique focus required of a multistate area such as the NCR. Although the Strategic Plan does recognize
the contributions of Virginia and Maryland, the Virginia and Maryland plans take a more balanced
approach to committing resources across their entire States. State homeland security investments made
in their jurisdictions comprising the NCR must take into account their own regional considerations. To
facilitate State strategic plan alignment with the Strategic Plan, the homeland security governance
structure of the NCR includes the Virginia and Maryland Homeland Security Directors as key
participants in all policy-making and investment decisions. The Strategic Plan addresses the alignment
of the jurisdictional plans in Initiative 4,1.2.

¥ Extracted from District of Columbia, Maryland, and Virginia homeland security strategies.
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5.1.2. States’ and the District of Columbia’s Priorities Reflected in the Strategic Plan
In August 2002, the Mayor of the District of Columbia and the Governors of Virginia and Maryland
signed the Eight Commitments to Action, a Joint Statement committing to a collaborative approach in
addressing eight critical areas of homeland security within the NCR. As Table 5.2 shows, the areas that
emphasize collaboration across the NCR jurisdictions align closely with the Goals set out in the
Strategic Plan, and the eight critical areas are addressed by at least one of the Goals.

Table 5.2—The Eight Homeland Security Areas to be Addressed in Partnership Across the NCR"®

Goal Two

Goals in the
Plan

. ‘Decision-making

. Information Sharing X X

. Infrastructure
Protection

4. Public Health and
Safety

. Mutual Aid
Agreements

6. Joint "Virtual"
Information Center

. Citizen Corps
Programs

. Coordinated Training

and Exercises

3

S

o

~

o

X X

5.1.3. Improvement Areas Identified in the EMAP Assessment for the NCR
The Emergency Management Accreditation Program (EMAP) is a voluntary assessment and
accreditation process for State and local emergency management programs intended to mitigate, prepare
for, respond to, and recover from disasters and emergencies. Accreditation is based on compliance with
58 national standards (the EMAP Standard) by which programs that apply for EMAP accreditation are
evaluated.

In early 2006, the NCR clected to sponsor an assessment to gather additional data on areas covered by
the EMAP Assessment.”® This assessment helped us sharpen our focus, set priorities, and provide a
rationale for additional investments in key capabilities. The Strategic Plan was shaped in part by the
findings in this important, Region-specific assessment.

The EMAP assessment identified significant gaps between the EMAP national standards and the NCR’s
(:apability.21 The EMAP NCR Report cited some noteworthy areas for improvement, including—

s Need for more robust hazard identification and risk assessments;

1% Source: National Capital Region Summit on Homeland Security, Joint Statement, August 5, 2002. Signed by the
Governors of Virginia and Maryland and the Mayor of the District of Columbia.

0 Emergency Management Accreditation Program NCR Regional Assessment Report, April 2006,

2 1t is important to note that the EMAP process is designed for an operational jurisdiction; therefore, some of the gaps
identified in this process were not relevant to the NCR as a Region.
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e Limitations in current plans and procedures for mitigation, Continuity of Operations
{COOP), and recovery; and

o Inconsistency among ICS operations within the NCR.

The Strategic Plan’s Objectives address the areas for improvement identified in the EMAP NCR Report.
Table 5.3 illustrates the correlation between the Objectives and the EMAP recommendations.

Not only does the Strategic Plan address the EMAP recommendations, but the Strategic Plan’s

Initiatives also address 54 of the 58 EMAP national standards. See Appendix F for a description of the
alignment of the Initiatives and the EMAP national standards.

Final—September 13, 2006 page 29



111

Natienal Capital Region Homeland Security Strategic Plan Alignment with Other Strategies and Planning Efforts

Table 5.3—Strategic Objectives Mapped Against Key EMAP Assessment Shortfalls™

4.1 [Progiam Admmistration X1 X
44 Program Evaluation X X
53.1 Hazard Identification X1 X
533 Impact Analysis X X
54 Hazard Mitigation X i X
5.5.1 Resource M anagement Objectives X
552 Resource M anagement Objectives Coverage X
5721 |ProgramPlans q
3723 {Mitigation Plan: Interim and Long-term Actions X
5724 |Recovery Plan <%
5.72.5 {Contingity Plan %
5.73.1 |External Functional Roles and Responsibilities X X
583 Incident Command System X
Response, Continuity, and Recovery Procedures and
584 Policies
Emergency Communications & Warning Protecols,
593 Processes, and Procedures
Public Safety, Health, and Welfare; Protection of X X
5102 |Property and Environment
5,103 |Procedures for Response to and Recovery from Hazards X | X
5104 [Response and Recovery Situation Analysis X
5105 Recovery and Mitigation Activities Initiation X
5106 [Management/Government Succession Procedures X
5111 Logistical Capability and Procedures X
Primary and Alternate Facility for Continuity, x
5.11.2  iResponse, and Recovery Operations
Training Needs Assessment and TrainingEducational
. X
52,1 [Curriculum
5.12.2 ... {Training Objectives X
5123 |Training Frequency and Scope X
5.12.4  {Personnel ICS Training X
512.5 |Traning Records X
5.13.1 Program Plans, Procedures, and Capabilities Assessment X
5,132 Exercises X
5133  jCorrective Action Procedures X
Predisaster, Disaster, and Post-Disaster Information x
5.14.1  |Dissemination/Response ’

22 Figure 5.3 only maps those EMAP Assessment Standards for which the NCR is in low compliance. For a complete list of
gaps and shortfalls, see Appendix F.
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5.1.4. Operational Planning and Incident Management
Local and State jurisdictions are responsible for operational planning and incident management within
the NCR.* Responsible authorities within these jurisdictions manage operations and incidents in
accordance with the National Incident Management System (NIMS) and the National Response Plan
(NRP)* The NCR Partners and our respective jurisdictions are fully committed to the principles,
organizations, doctring, and procedures of the 1CS% and Unified Command contained in NIMS.
Incident Command authority during incidents is determined by the geographical location of the
incident(s), based on existing plans.

Most incidents within the Region are handled locally at the lowest jurisdictional level. Most responses
do not require support from other entities outside the NCR. In these cases, responsibility for incident
response lies solely within the jurisdictional authority of the affected geographical location, although in
many cases, longstanding mutual aid agreements may be implemented. The local jurisdiction will
designate an Incident Commander who takes responsibility for all incident activities.

In other situations, incidents may require a coordinated response and
could involve more than a single response discipline and/or multiple
jurisdictions. Here, the Region relies on the principle of Unified
Command for coordinated and collaborative incident management.
Jurisdictions (and/or emergency responders within a single jurisdiction)
work together through their designated representatives to determine
objectives, strategies, plans, and priorities for the incident. These
designated representatives develop a single Incident Action Plan that
governs the response to the incident and work together to execute
integrated incident operations. When local jurisdictions are
overwhelmed during an incident, the State will provide resources.
‘When a State is overwhelmed, the State requests assistance from the Federal g govemmem In 1arge—scale
responses, a Joint Field Office may be established to support the Unified Command.

Jurisdictions within the NCR have myriad well-coordinated and exercised plans addressing
multijurisdictional incidents, including decisions regarding incident command authority. In accordance
with ICS, these jurisdictional plans answer questions such as “who’s in charge” at an incident site and
detail overall coordination and operational planning issues. For example, during the September 11,
2001, response to the attack on the Pentagon, the Chief of the Arlington Fire Department was deemed
the Incident Commander and the NCR Partners provided operational and resource support. In instances
where there is no clear line of authority, jurisdictions work together through the designated members of
the Unified Command to determine which agency will serve as the overall Incident Commander and
how other agencies will support the ICS.

In cases of a declared Incident of National Significance, a National Security Special Event (NSSE), or
other events requiring a coordinated Federal response within the NCR, the Secretary of Homeland
Security may designate a Principal Federal Official (PFO) to act as his/her representative locally to

¥ The Strategic Plan does not alter or impede the ability of first responders to carry out their specific authorities or the
Jjurisdictional authorities for local incident command and response.

** See the National Incident M System (March 1, 2004) and the National Response Plan (December 2004), in
conjunction with the Notice of Change ro the National Response Plan (May 25, 2006). We are comumitted to achieving fult
compliance with all NIMS standards and other Federal guidelines regarding emergency response.

BThe ICSisa t system designed to enable effective domestic incident management by integrating a combination
of facilities, equipment, personnel, procedures, and communications while operating within a common organizational
structure.

Final—September 13, 2086 page 31




113

National Capital Region Homeland Security Strategic Plan Alignment with Other Strategies and Planning Efforts

oversee, coordinate, and execute the Secretary’s incident management responsibilities.®® The PFO
facilitates Federal support to the established ICS Unified Commiand Structure and coordinates overall
Federal incident management and assistance activities. NSSEs such as Presidential Inaugurations and
State of Union Addresses are fairly common in the NCR, and the likelihood of an event requiring
Federal support within the NCR is high. Operational coordination among local, State, and Federal
authorities is exercised regularly and with good effect. The NCR regularly executes NSSEs and is
prepared to respond to a large-scale event requiring multijurisdictional coordination.

5.2. Alignment with National Efforts

The Goals, Objectives, and Initiatives in the Strategic Plan are integrated with the national priorities
expressed by DHS and other Federal agencies. Specifically, the Strategic Plan aligns closely with the
National Strategy; Homeland Security Presidential Directive 8 (HSPD-8) programs, including the
Interim National Preparedness Goal and the Target Capabilities List (TCL); and the Nationwide Plan
Review.

The National Strategy describes six “critical mission areas” that are the ultimate focus for the
Nation’s—-and, by extension, the Region’s——homeland security efforts. The Goals, Objectives, and
Initiatives address each of these mission areas but are specifically tailored to the unique risks and
challenges faced by the NCR. Compared with the six national mission areas, this Strategic Plan places
an increased emphasis on coordinating Regional planning efforts and ensuring citizens are informed of
and engaged in homeland security efforts.

In December 2003, the President issued HSPD-8, which mandated the establishment of a “national
domestic all-hazards preparedness goal.” In response to HSPD-8, DHS developed the Interim National
Preparedness Goal, which was released in March 2005. The Interim National Preparedness Goal
includes seven priorities for national preparedness:

1. Implement the National Incident Management System and National Response Plan;
Expand regional collaboration;

Implement the Interim National Infrastructure Protection Plan;

Strengthen information sharing and collaboration capabilities;

Strengthen interoperable communications capabilities;

AN

Strengthen chemical, biological, radiation, nuclear, and explosive weapons (CBRNE); detection,
response, and decontamination capabilities; and

7. Strengthen medical surge and mass prophylaxis capabilities.

The Strategic Plan addresses each of these priorities in multiple Initiatives but tailors the Initiatives to
the NCR’s unique homeland security requirements. For example, because of the jurisdictional
challenges inherent in the Region, the Initiatives focus heavily on the priorities addressing “regional
collaboration” and “information sharing and collaboration capabilities.” Implementation of the National
Incident Management System is specifically addressed in Initiative 4.2.2 (see Appendix A for details).

The [nterim National Preparedness Goal uses a Capabilities-Based Planning approach to nationwide
preparedness. The Preparedness Goal established the Target Capabilities List, a list of 37 capabilities
that Federal, state, local, and tribal entities must achieve to perform critical tasks for homeland security
missions. These 37 capabilities served as a target as we developed the Initiatives.

* See Homeland Security Presidential Directive 5 (HSPD-5) for federal responsibilities during an INS or a NSSE event.
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The 37 Target Capabilities, along with the EMAP standards described in Section 5.1.3, serve as a
baseline set of standards and capabilities toward which the Region should strive. Each of the Initiatives
has been matched to one or more of the target capabilities (see Appendix A.2), ensuring that the
Strategic Plan has a solid grounding in national standards.

As part of the strategic planning process, we drew up a list of current gaps in the NCR’s homeland
security efforts. The list of Regional gaps in homeland security planning frames and provides context
for addressing the 37 Target Capabilities in the NCR. Each of the identified Regional gaps is addressed
by at least one of the TCL Mission Areas—common capabilities, Prevent, Protect, Recover, and
Respond (see Table 5.4)-—and all 37 specific target capabilities can be linked directly or indirectly to the
Regional gaps. Implementing the strategic Initiatives and closing the identified gaps in Regional
homeland security will substantially reduce risk to the Region and move us much closer to developing
capabilities mandated by DHS.

Table 5.4—Regional Gaps and Target Capabilities List Mission Areas

Rei(ml Caps and ’l‘aret Ttpahiliﬁes

& SRR L
Regional Gaps Conmor spond -~ Recover:
Standardized alert notification procedures X )
Regional mitigation plan X X
Region-wide strategic communications plan X X X X X
Public information during all phases of emergencies X X
Inclusion of private sector information in planning X
Public/private coordination X X X X
Analysis of threats, vulnerabilities and consequences X X X
Resource management and prioritization X X X X X
Understanding of long-termrecovery issues X
Special needs considerations for response and recovery X X
Mass care X X
Infrastructure X X X

In June 2006, DHS released the Nationwide Plan Review Phase Two Report, which provided an
assessment of the status of catastrophic planning for States and 75 of the Nation’s largest urban areas.
The review gave the NCR generally “partially sufficient” ratings on its plans—we can meet some, but
not all, of the requirements for catastrophic incident response planning and capabilities. Although the
mass care and health and medical annexes were assessed as insufficient, the basic plans and other
annexes (direction and control, communications, warning, emergency public information, evacuation,
and resource management) received positive or partially sufficient marks. Nevertheless, the review
assessed the NCR’s current plan as insufficient overall to meet the requirements of a catastrophic
incident. DHS’ conclusions were based primarily on shortfalls in Regional integration, coordination,
and contingency planning needed to address a major jurisdictional failure.

This Strategic Plan addresses the Nationwide Plan Review's conclusions by recognizing the need for
greater synchronization and by outlining Initiatives that create or reinforce regionally coordinated plans
for both policy and operations. The Nationwide Plan Review included 15 “initial conclusions” that
outline areas in which States and Urban Areas are lacking or could improve their catastrophic incident
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response planning”’ The Strategic Plan addresses each of these 15 conclusions with at least one
Objective, as outlined in Table 5.5 below.

In addition to bringing the Region into alignment with Federal-level homeland security strategies and
plans, the Strategic Plan works in concert with DHS’ risk-based grant program. Starting in fiscal year
2006, DHS moved to a competitive risk-based process for distributing homeland security grant funding.
The process was designed to ensure that Federal homeland security grants would be distributed to those
areas-—Ilike the NCR-—that face the highest level of risk and to those areas likely to use the funds most
effectively in implementing National, State, and Regional plans.

The Strategic Plan served as a guiding document in the development of the 2006 District of Columbia
and National Capital Region Program and Capability Enhancement Plan. The Enhancement Plan,
which is the foundation for the Region’s submission for DHS grant funding, lays out the resources
required for building and sustaining capabilities to reduce the Region’s vulnerability to all-hazards risks
and threats.

The Enhancement Plan was based jointly on the Strategic Plan, the TCL, and a series of Capability
Review sessions. During the Capability Review Sessions, representatives from across the Region
reviewed a series of priority capabilities (eight mandated by DHS and six based on the draft Strategic
Plany; discussed the Region’s current ability to meet the TCL’s desired outcome; and identified
resources necessary to meet or maintain the capabilities. In this way, the Strategic Plan works together
with Federal mandates to drive the Region’s participation in DHS grant programs.

In future years, the Strategic Plan will play a similar role by guiding the Region’s selection of priority
capabilities to be improved, along with any federally mandated capabilities in each subsequent grant
cycle. The Strategic Plan has also been designed to be flexible enough (see Section 4.5) to adapt to
changing national priorities and shifting Federal mandates, while keeping its focus on reducing the
Region’s overall risk,

By focusing on Regional collaboration and the implementation of local priorities in support of State and
Federal plans, the Strategic Plan will help ensure the Region receives funding commensurate with its
risk and importance and spends grant money in an effective and efficient way. In addition to grants
from DHS’ Homeland Security Grant Program, the Strategic Plan also guides selection of priorities for
other Federal grant programs, including those from the Department of Health and Human Services, the
Department of Justice, and others.

* Like the EMAP process, the Nationwide Plan Review was designed for operational areas; therefore, not all of the Review's
conclusions for the NCR were relevant given the NCR’s non-operational status.
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Table 5.5—Nationwide Plan Review Conclusions

1. The majority'of the Nation’s current emergency operations
plans and planning processes cannot be characterized as fully
adequate, feasible, or acceptable fo manage catastrophic
events as defined in the National Response Plan (NRP).

2. States and urban areas are not conducting adequate
collaborative planning as a part of “steady state” X X
preparedness.

3. Assumptions in Basic Plans do not adequately address
catastrophic events.

4. Basic Plans do not adequately address continuity of
operations and continuity of government.

5. The most common deficiency among State and urban area
Direction and Control Annexes is the absence of a clearly XXX
defined command structure.

6. Many States and urban areas need to improve systems and
procedures for communications among all operational X XX
components.

7. AllFunctional Annexes did not adequately address special
needs populations.

& States should designate a specific State agency that is
responsible for providing oversight and ensuring
accountability for including people with disabilities in the
shelter operations process.

9. Timely warnings requiring emergency actions are not
adequately disseminated to custodial institutions, appropriate X X
govemment officials, and the public.

10. The ability to give the public accurate, timely, and useful
information and instructions through the emergency period X
should be strengthened.

11, Significant weaknesses i evacuation planning are an area

of profound concem. X XX
12. Capabilitics to manage reception and care for large numbers % x

of evacuees are inadequate.

13. Capabilities to track patients under emergency or disaster

conditions and license of out-of-State medical personnel are X X

timited.

14, Resource management is the “Achilles heel” of emergency
planning. Resource Management Annexes do not adequately
describe in detail the means, organization, and process by X
which States and urban areas will find, obtain, allocate, track,
and distribute
15. Plans should clearly define resource requirements, conduct
resource inventories, match available resources to X X
requirements, and identify and resolve shortfalls,
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6. Conclusion and Summary

The NCR Partners are committed to “Working together towards a safe and secure National Capital
Region” and implementing the steps detailed in the Strategic Plan. We will continue to manage
homeland security risks across the NCR through an integrated approach that is based on cooperative
implementation of the Strategic Plan’s four Goals, 12 Objectives, and 30 Initiatives over the next three
to five years.

The NCR is prepared to respond quickly and effectively with well-trained and equipped teams when
disasters occur and to continue to address gaps in all dimensions of all-hazards preparedness within the
NCR. While not an operational plan, the Strategic Plan will provide numerous benefits that will
enhance the overall preparedness of the Region, such as: more efficient allocation of resources
throughout the Region; increased communication, interaction, and coordination among stakeholders; and
transparency in funding priorities. With a single coordinated and integrated strategic plan properly
aligned with other national and State/local efforts, the NCR is able to effectively and consistently focus
limited emergency management resources throughout the Region on the most critical needs and
maintain a forward looking position on Regional preparedness.

Throughout the strategic planning process, we emphasized Regional coordination and gained
unparalleled commitment from government officials at every level. We built the Strategic Plan on a
foundation of shared leadership and responsibility to secure the Region. We intend to limit the impact
of disasters before they occur, implement and continually improve our ability to manage risk, and
enhance enduring and sustainable all-hazards capabilities. We are committed to use this high-level road
map as a starting point for more detailed planning efforts to achieve the Goals and Objectives described
in this document. The Strategic Plan serves as the foundation for our future efforts and provides
guidance and priorities for the work ahead.
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5.1.2. States’ and the District of Columbia’s Priorities Reflected in the Strategic Plan
In August 2002, the Mayor of the District of Columbia and the Governors of Virginia and Maryland
signed the Eight Commitments to Action, a Joint Staternent commiitting to a collaborative approach in
addressing eight critical areas of homeland security within the NCR. As Table 5.2 shows, the areas that
emphasize collaboration across the NCR jurisdictions align closely with the Goals set out in the
Strategic Plan, and the eight critical areas are addressed by at least one of the Goals.

Table 5.2-—The Eight Homeland Security Areas to be Addressed in Partnership Across the NCR"

Goal One Goal Two Goal Three Goal Four
Collub i formed, weluring Sustained

Goals in the Stritepic
Plan
Recaver:
. Decision-making )
. Information Sharing X

. Infrastructure
Protection

. Public Health and
Safety

. Mutual Aid
Agreenents

. Joint “Virtual”
Information Center

. Citizen Corps
Programs

. Coordinated Training
and Exercises

[

[

=

w

o

3

oo

X X

5.1.3. Improvement Areas Identified in the EMAP Assessment for the NCR

The Emergency Management Accreditation Program (EMAP) is a voluntary assessment and
accreditation process for State and local emergency management programs intended to mitigate, prepare
for, respond to, and recover from disasters and emergencies. Accreditation is based on compliance with
58 national standards (the EMAP Standard) by which programs that apply for EMAP accreditation are
evaluated.

In early 2006, the NCR elected to sponsor an assessment to gather additional data on areas covered by
the EMAP Assessment.”’ This assessment helped us sharpen our focus, set priorities, and provide a
rationale for additional investments in key capabilities. The Strategic Plan was shaped in part by the
findings in this important, Region-specific assessment.

The EMAP assessment identified significant gaps between the EMAP national standards and the NCR’s
capability,21 The EMAP NCR Report cited some noteworthy areas for improvement, including—

e Need for more robust hazard identification and risk assessments;

¥ Source: National Capital Region Summit on Homeland Security, Joint Statement, August 5, 2002, Signed by the
Governors of Virginia and Maryland and the Mayor of the District of Columbia.

A Emergency Management Acereditation Program NCR Regional Assessment Report, April 2006,

21t s important to note that the EMAP process is designed for an operational jurisdiction; therefore, some of the gaps
identified in this process were not relevant to the NCR as a Region.
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* Limitations in current plans and procedures for mitigation, Continuity of Operations
(COOP), and recovery; and

s Inconsistency among ICS operations within the NCR.

The Strategic Plan’s Objectives address the areas for improvement identified in the EMAP NCR Report.
Table 5.3 illustrates the correlation between the Objectives and the EMAP recommendations.

Not only does the Strategic Plan address the EMAP recommendations, but the Strategic Plan’s

Initiatives also address 54 of the 58 EMAP national standards. See Appendix F for a description of the
alignment of the Initiatives and the EMAP national standards.
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Table 5.3—Strategic Objectives Mapped Against Key EMAP Assessment Shortfalls™

Standard ) EMAP Key Findings Goal 1 Goat 2 Goal 3 Goal 4
Number Gaps and Shorifally BRI 22 300032 330041 - 4.2 043 4.4

417 Program Administration . XX
44 Program Evaluation X X
53.1 Hazard Identification XX
533 Tmpact Analysis XTY
54 Hazard Mitigation X1 X X
551 Resource M anagement Objectives X X
5.5.2 Resource M anagement Objectives Coverage X X
5721 Program Plans X
5723 [Mitigation Plan: Interim and Long-term Actions X
5724  {Recovery Plan X | X
5725 (Continuity Plan XX
5731 External Functional Roles and Responsibilities X X
583 Incident Command System X
Response, Continuity, and Recovery Procedures and .
584 |Policies X
Emergency Communications & Warning Protocols, X x
593 Processes, and Procedures
Public Safety, Health, and Welfare; Protection of
5.10.2  |Property and Environment X X
5103 [Procedures for Response to and Recovery from Hazards X | X
5104 [Response and Recovery Situation Analysis X
5.10.5 Recovery and M itigation Activities Initiation X
5106 [M Government ion Procedures X
5.11.1  |Logistical Capability and Procedures X
Primary and Alternate Facility for Continuity,
5.11.2  [Response, and Recovery Operations X
Training Needs Assessment and Training/Educational
5121 jCurriculum X
5122  |Training Objectives X
5,123 |Training Frequency and Scope X
5124 Personnet ICS Training X
5125 Training Records X
5.13.1 Program Plans, Procedures, and Capabilities Assessment X
5132  |Exercises 3
5133 Corrective Action Procedures X
Predisaster, Disaster, and Post-Disaster Information X X
5.14.1 Dissemination/Response

2 Figure 5.3 only maps those EMAP Assessment Standards for which the NCR is in low compliance. For a complete list of
gaps and shortfalls, see Appendix F,
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5.1.4. Operational Planning and Incident Management
Local and State jurisdictions are responsible for operational planning and incident management within
the NCR.®® Responsible authorities within these jurisdictions manage operations and incidents in
accordance with the National Incident Management System (NIMS) and the National Response Plan
(NRP).2* The NCR Partners and our respective jurisdictions are fully committed to the principles,
organizations, doctrine, and procedures of the ICS™ and Unified Command contained in NIMS.
Incident Command authority during incidents is determined by the geographical location of the
incident(s), based on existing plans.

Most incidents within the Region are handled locally at the lowest jurisdictional level. Most responses
do not require support from other entities outside the NCR. In these cases, responsibility for incident
response lies solely within the jurisdictional authority of the affected geographical location, although in
many cases, longstanding mutual aid agreements may be implemented. The local jurisdiction will
designate an Incident Commander who takes responsibility for all incident activities.

In other situations, incidents may require a coordinated response and
could involve more than a single response discipline and/or multiple
jurisdictions. Here, the Region relies on the principle of Unified
Command for coordinated and collaborative incident management.
Jurisdictions (and/or emergency responders within a single jurisdiction)
work together through their designated representatives to determine
objectives, strategies, plans, and priorities for the incident. These
designated representatives develop a single Incident Action Plan that
governs the response to the incident and work together to execute
integrated incident operations. When local jurisdictions are
overwhelmed during an incident, the State will provide resources.
When a State is overwhelmed, the State requests assistance from the Federal govemment In Iarge-scale
responses, a Joint Field Office may be established to support the Unified Command.

TJurisdictions within the NCR have myriad well-coordinated and exercised plans addressing
multijurisdictional incidents, including decisions regarding incident command authority. In accordance
with ICS, these jurisdictional plans answer questions such as “who’s in charge” at an incident site and
detail overall coordination and operational planning issues. For example, during the September 11,
2001, response to the attack on the Pentagon, the Chief of the Arlington Fire Department was deemed
the Incident Commander and the NCR Partners provided operational and resource support. In instances
where there is no clear line of authority, jurisdictions work together through the designated members of
the Unified Command to determine which agency will serve as the overall Incident Commander and
how other agencies will support the ICS.

In cases of a declared Incident of National Significance, a National Security Special Event (NSSE), or
other events requiring a coordinated Federal response within the NCR, the Secretary of Homeland
Security may designate a Principal Federal Official (PFO) to act ag his/her representative locally to

2 The Strasegic Plan does not alter or impede the ability of first responders to carry out their specific authorities ot the
jurisdictional authorities for local incident command and response.

* See the National Incident Management System (March 1, 2004) and the National Response Plan (December 2004), in
conjunction with the Notice of Change to the National Response Plan (May 25, 2006), We are commitied to achieving full
compliance with all NIMS standards and other Federal guidelines regarding emergency response.

% The ICS is a management system designed to enable effective domestic incident i by integrating a combination
of facilities, equipment, personnel, procedures, and communications while operating within a common organizational
structure.
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oversee, coordinate, and execute the Secretary’s incident management responsibilities.”® The PFO
facilitates Federal support to the established ICS Unified Command Structure and coordinates overall
Federal incident management and assistance activities. NSSEs such as Presidential Inaugurations and
State of Union Addresses are fairly common in the NCR, and the likelihood of an event requiring
Federal support within the NCR is high. Operational coordination among local, State, and Federal
authorities is exercised regularly and with good effect. The NCR regularly executes NSSEs and is
prepared to respond to a large-scale event requiring multijurisdictional coordination.

5.2. Alignment with National Efforts

The Goals, Objectives, and Initiatives in the Strategic Plan are integrated with the national priorities
expressed by DHS and other Federal agencies. Specifically, the Strategic Plan aligns closely with the
National Strategy;, Homeland Security Presidential Directive 8 (HSPD-8) programs, including the
Interim National Preparedness Goal and the Target Capabilities List (TCL); and the Nationwide Plan
Review.

The National Strategy describes six “critical mission areas” that are the ultimate focus for the
Nation’s——and, by extension, the Region’s—homeland security efforts. The Goals, Objectives, and
Initiatives address each of these mission areas but are specifically tailored to the unique risks and
challenges faced by the NCR. Compared with the six national mission areas, this Strategic Plan places
an increased emphasis on coordinating Regional planning efforts and ensuring citizens are informed of
and engaged in homeland security efforts.

In December 2003, the President issued HSPD-8, which mandated the establishment of a “national
domestic all-hazards preparedness goal.” In response to HSPD-8, DHS developed the Interim National
Preparedness Goal, which was released in March 2005. The Interim National Preparedness Goal
includes seven priorities for national preparedness:

1. Implement the National Incident Management System and National Response Plan;
Expand regional collaboration;
Implement the Interim National Infrastructure Protection Plan;
Strengthen information sharing and collaboration capabilities;
Strengthen interoperable communications capabilities;

Strengthen chemical, biological, radiation, nuclear, and explosive weapons (CBRNE); detection,
response, and decontamination capabilities; and

7. Strengthen medical surge and mass prophylaxis capabilities.

o s W

The Strategic Plan addresses each of these priorities in multiple Initiatives but tailors the Initiatives to
the NCR’s unique homeland security requirements. For example, because of the jurisdictional
challenges inherent in the Region, the Initiatives focus heavily on the priorities addressing “regional
collaboration” and “information sharing and collaboration capabilities.” Implementation of the National
Incident Management System is specifically addressed in Initiative 4.2.2 (sec Appendix A for details).

The Interim National Preparedness Goal uses a Capabilities-Based Planning approach to nationwide
preparedness. The Preparedness Goal established the Target Capabilities List, a list of 37 capabilities
that Federal, state, local, and tribal entities must achieve to perform critical tasks for homeland security
missions. These 37 capabilities served as a target as we developed the Initiatives.

* Sec Homeland Security Presidential Directive § (HSPD-5) for federal responsibilities during an INS or a NSSE event.
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The 37 Target Capabilities, along with the EMAP standards described in Section 5.1.3, serve as a
baseline set of standards and capabilities toward which the Region should strive. Each of the Initiatives
has been matched to one or more of the target capabilities (see Appendix A.2), ensuring that the
Strategic Plan has a solid grounding in national standards.

As part of the strategic planning process, we drew up a list of current gaps in the NCR’s homeland
security efforts. The list of Regional gaps in homeland security planning frames and provides context
for addressing the 37 Target Capabilities in the NCR. Each of the identified Regional gaps is addressed
by at least one of the TCL Mission Areas~—common capabilities, Prevent, Protect, Recover, and
Respond (see Table 5.4)—and all 37 specific target capabilities can be linked directly or indirectly to the
Regional gaps. Implementing the strategic Initiatives and closing the identified gaps in Regional
homeland security will substantially reduce risk to the Region and move us much closer to developing
capabilities mandated by DHS.

Table 5.4—Regional Gaps and Target Capabilities List Mission Areas

Regional Gaps and Target Capabilities Li
8

e G
Regional Gaps Conimon Protect - Respond - Recover
Standardized alert notification procedures )
Regional mitigation plan X
Region-wide strategic commmunications plan X X X X
Public information during all phases of emergencies X X
Inclusion of private sector information in planning X
Public/private coordination X X X X
Analysis of threats, vulnerabilities and consequences X X X
Resource management and prioritization X X X X X
Understanding of long-term recovery issues X
Special needs considerations for response and recovery X X
Mass care X X
Infrastructure X X X

In June 2006, DHS released the Nationwide Plan Review Phase Two Report, which provided an
assessment of the status of catastrophic planning for States and 75 of the Nation’s largest urban areas.
The review gave the NCR generally “partially sufficient” ratings on its plans—we can meet some, but
not all, of the requirements for catastrophic incident response planning and capabilities. Although the
mass care and health and medical annexes were assessed as insufficient, the basic plans and other
annexes (direction and control, communications, warning, emergency public information, evacuation,
and resource management) received positive or partially sufficient marks. Nevertheless, the review
assessed the NCR’s current plan as insufficient overall to meet the requirements of a catastrophic
incident. DHS’ conclusions were based primarily on shortfalls in Regional integration, coordination,
and contingency planning needed to address a major jurisdictional failure.

This Strategic Plan addresses the Nationwide Plan Review’s conclusions by recognizing the need for
greater synchronization and by outlining Initiatives that create or reinforce regionally coordinated plans
for both policy and operations. The Nationwide Plan Review included 15 “initial conclusions™ that
outline areas in which States and Urban Areas are lacking or could improve their catastrophic incident
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response planning.”’ The Strategic Plan addresses each of these 15 conclusions with at least one
Objective, as outlined in Table 5.5 below.

In addition to bringing the Region into alignment with Federal-level homeland security strategies and
plans, the Strategic Plan works in concert with DHS’ risk-based grant program. Starting in fiscal year
2006, DHS moved to a competitive risk-based process for distributing homeland security grant funding.
The process was designed to ensure that Federal homeland security grants would be distributed to those
areas—Ilike the NCR—that face the highest level of risk and to those areas likely to use the funds most
effectively in implementing National, State, and Regional plans.

The Strategic Plan served as a guiding document in the development of the 2006 District of Columbia
and National Capital Region Program and Capability Enhancement Plan. The Enhancement Plan,
which is the foundation for the Region’s submission for DHS grant funding, lays out the resources
required for building and sustaining capabilities to reduce the Region’s vulnerability to all-hazards risks
and threats.

The Enhancement Plan was based jointly on the Strategic Plan, the TCL, and a series of Capability
Review sessions. During the Capability Review Sessions, representatives from across the Region
reviewed a series of priority capabilities (eight mandated by DHS and six based on the draft Srrategic
Plan); discussed the Region’s current ability to meet the 7CL’s desired outcome; and identified
resources necessary to meet or maintain the capabilities. In this way, the Strategic Plan works together
with Federal mandates to drive the Region’s participation in DHS grant programs.

In future years, the Strategic Plan will play a similar role by guiding the Region’s selection of priority
capabilities to be improved, along with any federally mandated capabilities in each subsequent grant
cycle.. The Strategic Plan has also been designed to be flexible enough (see Section 4.5) to adapt to
changing national priorities and shifting Federal mandates, while keeping its focus on reducing the
Region’s overall risk.

By focusing on Regional collaboration and the implementation of local priorities in support of State and
Federal plans, the Strategic Plan will help ensure the Region receives funding commensurate with its
risk and importance and spends grant money in an effective and efficient way. In addition to grants
from DHS’ Homeland Security Grant Program, the Strategic Plan also guides selection of priorities for
other Federal grant programs, including those from the Department of Health and Human Services, the
Department of Justice, and others.

7 Like the EMAP process, the Nationwide Plan Review was designed for operational areas; therefore, not all of the Review's
conclusions for the NCR were relevant given the NCR’s non-operational status.
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Table 5.5—Nationwide Plan Review Conclusions

Plan Reviey
nding rd air A

1. THe najority of the Nation's current emergency operations

plans and planning p cannot be ct ized as fully

adequate, feasible, or acceptable to manage catastrophic

events as defined in the National Response Plan (NRP).

2. States and urban areas are not conducting adequate

collaborative planning as a part of “steady state” X X

preparedness.

3. Assumptions in Basic Plans do not adequately address

catastrophic events.

4. Basic Plans do not adequately address continuity of

operations and continuity of govermnment,

5. The most common deficiency among State and urban area

Direction and Control Annexes is the absence of a clearly X X1 X

defined command structure.

6. Many States and urban areas need to improve systems and

procedures for communications among all operational X X1 X

components.

7. Al Functional Annexes did not adequately address special

needs populations,

8. States should designate a specific State agency thatis

responsible for providing oversight and ensuring

accountability for including people with disabilities in the

shelter operations process.

9. Timely warnings requiring emergency actions are not

adequately disseminated to custodial institutions, appropriate X X

govemnment officials, and the public.

10. The ability to give the public accurate, timely, and useful

information and instructions through the emergency period X

should be strengthened.

11. Significant weaknesses in evacuation planning are an area

of profound concem. X XX
12. Capabilities to manage reception and care for large numbers x x
of'evacuees are inadequate.

13. Capabilities to track patients under emergency or disaster

conditions and license of out-of-State medical personnel are X X

fimited.

14. Resource management is the “Achilles heel” of emergency
planning. Resource Management Annexes do not adequately
describe in detail the means, organization, and process by X
which States and urban areas will find, obtain, allocate, track,
and distribute
15. Plans should clearly define resource requirenents, conduct
resource inventories, match available resources to X X
requirements, and identify and resolve shortfalls.
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6. Conclusion and Summary

The NCR Partners are committed to “Working together towards a safe and secure National Capital
Region” and implementing the steps detailed in the Strategic Plan. We will continue to manage
homeland security risks across the NCR through an integrated approach that is based on cooperative
implementation of the Strategic Plan’s four Goals, 12 Objectives, and 30 Initiatives over the next three
to five years.

The NCR is prepared to respond quickly and effectively with well-trained and equipped teams when
disastets occur and to continue to address gaps in all dimensions of all-hazards preparedness within the
NCR. While not an operational plan, the Strategic Plan will provide numerous benefits that will
enhance the overall preparedness of the Region, such as: more efficient allocation of resources
throughout the Region; increased communication, interaction, and coordination among stakeholders; and
transparency in funding priorities. With a single coordinated and integrated strategic plan properly
aligned with other national and State/local efforts, the NCR is able to effectively and consistently focus
limited emergency management resources throughout the Region on the most critical needs and
maintain a forward looking position on Regional preparedness.

Throughout the strategic planning process, we emphasized Regional coordination and gained
unparalleled commitment from government officials at every level. We built the Strategic Plan on a
foundation of shared leadership and responsibility to secure the Region. We intend to limit the impact
of disasters before they occur, implement and continually improve our ability to manage risk, and
enhance enduring and sustainable all-hazards capabilities. We are committed to use this high-level road
map as a starting point for more detailed planning efforts to achieve the Goals and Objectives desciibed
in this document. The Strategic Plan serves as the foundation for our future efforts and provides
guidance and priorities for the work ahead.
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Appendix A:  Strategic Goals, Objectives, Initiatives

Al Overview of Core Elements of the Straregic Plan

Appendix A outlines the Goals, Objectives, and Initiatives that comprise the core of the Strategic Plan.
Guided by their Mission and Vision, we developed the four Goals and their 12 associated Objectives in
response to identified Regional gaps and target capabilities. Figure A-1 below shows how our Vision,
Mission, Goals, and Objectives relate to one another.

Figure A-1—Integration of the Core Elements of the Strategic Plan

The value of this Strategic Plan depends on its success in guiding the NCR toward the achievement of
the Goals and Objectives. We intend to monitor the effectiveness of this Strategic Plan and its
implementation by measuring progress against specific associated outcomes and we have identified
outcome performance measures for each Goal and Objective. Table A-1 lists these measures. We will
develop and execute plans for determining baselines and setting targets for these measures as part of the
implementation planning to occur as the next phase of the planning cycle.
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Table A-1—Goal and Objective Performance Measures

L PLANNING & DECISION-MAKING
Goal 1: A collaborative culture for planning, decision-making, and implementation across the NCR.
Goal Measu Support for NCR plans and decisions among NCR Partners and stakeholders (survey)

Objective 1.1: Strengthen the regional approach to Stakeholder satisfaction with the Strategic Plan as determined
homeland security planning and decision-making. by survey
NCR Partners’ satisfaction with program plans as determined by
surve
Objective 1.2: Establish an NCR-wide process to Percent implementation of selected priority countermeasuzes
identify and close gaps using public and private resources, | Within 9 months of threat analysis completion :
Objective 1.3: Enhance oversight of and accc bility Percent of NCR Partners’ performance commitments satisfied
for the management of investments and capabilities. . L

COMMUNITY ENGAGEMENT
Goal 2: An informed and prepared community of those who live, work, and visit within the region,
engaged in the safety and security of the NCR.
Goal Measures: Percent of population found to be adequately prepared for emergency events (as defined
by NCR citizen preparedness standards and evaluated via random survey of residents, workers, and
visitors)

Casurey . .
Percent of population found to beadequately prepared for
emergency events (as defined by NCR preparedness standards
and evaluated via random survey of residents, workers, and
visitors)

Breadth of public-civic-private-NGO involvement (% of
targeted roles filled)

Depth of public-civic-private-NGO involve)
and material resources committed

PREVENTION & PROTECTION ;
Goal 3: An enduring capability to protect the NCR by preventing or mitigating “‘all-hazards” threats or
events.

Goal Measures: Total reduction in aggregate initial impacts of 15 DHS National Planning Scenarios (as
modeled per Initiative 4.4.1)

oy

Objective 2.1: Tncrease public preparedness through
education campaigns and emergency messaging before,
during, and after emergencies.

Objective 2.2: Strengthen the partnerships and
communications among the NCR's public, civic, private,
and NGO stakeholders.

ment (value of time

pjecty
Objective 3.1: Develop and maintain common regional
standards for planning, equipping, training, operating, and quiz)
exercising. Jurisdictional adherence to frameworks (sampling or audit)
Objective 3.2: Strengthen the exchange and analysis of | Participants’ after-the-fact informed ratings of their situational
information across disciplines for improved situational awareness during test and real events
awareness.
Objective 3.3: Employ a performance- and risk-based Risk Rol - Estimated CI risk reduction per recommended dollar
approach to critical infrastructure protection across the invested
NCR.
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RESPONSE & RECOVERY

Goal'4: A sustained capacity to respond to and recover from “all-hazards™ events across the NCR.
Goal Measures: Results of tests and exercises designed to measure multi-level coordinated emergency
response performance; decreased time to pre-defined recovery stage, as determined by scenario modeling

WAy .

Objective 4:1: Develop and implement integrated Staff awareness of relevant framework plans, policies, and
response and recovery plans, policies, and standards. standards (survey or quiz)

Jurisdictional adherence to plans, policies, and standards

(sampling or audit)
Objective 4,2: Strengthen all components of an Results of tests and exercises designed to measure muulti-level
integrated region wide response and recovery capability. coordinated emergency response performance
Objective 4.3: Improve and expand effective resource Percent of targeted resources owned by Regional entities which
sharing systems and standards. are shared, interoperable, and readily accessible
Objective 4.4: Identify and close gaps in long-term Total decreased time to pre-defined recovery stage, as
recovery capabilities. determined by scenario modeling (per Initiative 4.4.1)

The Goals and Objectives are supported by 30 Initiatives. During their development, the Initiatives
were prioritized based on their alignment with and support of three criteria:

e Seven national priorities;
s 37 target capabilities developed by DHS; and
» Regional gaps identified by the NCR Partners

14 Initiatives are “priority Initiatives™ to be considered first in line for implementation and funding. The
other Initiatives are important but are secondary in terms of execution. Please see Table A-2 below fora
list of the Initiatives and corresponding page numbers where they are discussed in detail in Section A-2.

Section A.2 provides an initial version of the roadmap for implementation. Section A.2 contains
detailed tables on each Initiative that provides the Initiatives’ descriptions, rationales, and desired results
(outcomes). Each Initiative is further defined by identification of its key tasks, programs, and
milestones upon which the rough order of magnitude (ROM) estimate of cost is built. Initiative
timeframes, and their priority status when applicable, are also identified. Finally, initial performance
management elements are included for each Initiative, including specific measures, baselines, and
targets.

We are continuing to refine and develop the programmatic information contained in the Section A.2
tables. In particular, many of the Initiatives require significant development in terms of key tasks,
programs, and milestones that will drive further identification of costs and a refinement of timeframes,
leads, measures, baselines, and targets. The work required to fully develop the information for these
tables is currently being conducted by the various working groups and committees that support the
program development and project execution phases of the NCR homeland security preparedness
lifecycle (see Section 4.1 for additional information).
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Table A-2—Strategic Plan Initiatives

Document and implement the components and sequence of the NCR homeland security regional
planning process, incorporating results of lessons learned.

Develop investment lifecycle planning approach to ensure infrastructure and resources are available
to support multi-year operational capabilities.

Identify and develop opportunities and resources. for stakeholder partnerships to broaden
participation in public disaster preparedness.

Ensure that each jurisdiction has appropriate people cleared to receive, analyze, and act on sensitive
and classified information.

Create an mventory of CI/KR asscts and work on developmg a common methodology for assessing
the risk to CI/KR across the NCR and recommend initial rote tive and

4.1.2 | Align and integrate response plans across jurisdictions (inchiding Federal partners), wi
on continuity of government, operations, and evacuation,

4.1.3 | Define capabilities and expectations for decontamination and re-entry, A-30

4.2.2 | Develop and implement a plan for regionally coordinated adoption and employment of National A-32
Incident M. nent System (NIMS).

4.2.3 | Develop and implement enhanced regional architecture, infrastructure, and concept of operations A-33
for communications and protection of sensitive and classified information.

Develop a regional resource management system for deployment and utilization of resources. A-35
Establish and implement regxonal mtexdxsmplmary protocels {e.g., murual aid agreements).
Establish and imp Iement 8]

3 Ahgn public, private, and NGO resources with identified needs for responsc and recovery.
4.4.3 | Review existing programs, mutual aid agreements, MOUs, and legislation to identify and close A-40
gaps in facilitating long- term recovery.

Note: Shaded Boxes represent priority Initiatives.
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A2, Initiatives and Corresponding Investment, Resources, and Performance
Measures

This section captures the detail and content of the NCR strategic Initiatives. Table A-3 outlines the
organization of Initiative content in Section A-2.

Table A-3—Organization of Initiative Content

Preparedness Stage:

Planning & Policy, Community Outreach, Prevention & Protection, Response & Recovery
Related Geoal Nismber
Related Objective Number
Initiative Number and Content

PRIORITY

This procn box will b
T

Purpose of the Initiative and strategic preparedness needs met, with specific
references to the Target Capabilities List (TCL), Emergency Management

Verifiable accomplishments on the path 1o Initiative
completion and success. Years shown are calendar years.

i

Estimate of the scale range of cost to inform the launch
of Initiativ fonal planni

mptions that were used to derive ROM estimates. Assumptions were made based upon the datd av
expected that assumptions will be updated as data and resource information becomes available.

" The Initiative Leads are responsible for the definition,
development, and enhancement of the Initiatives. Leads
will provide oversight for the performance of the Initiative
against Goals and Objectives. The team will be
accountable to the NCR leadership for the successful and
timely accomplishment of their Initiative. Project
management support will be provided for UASI grant
projects through the NCR Homeland Security Grants and
| Program Management Qffice. Lead support groups will
also be identified to provide subject matter expertise and
di with their ional area as required.

. 007
- Performanee dssevsment

‘ . aseline. - . .
Performance targels {or estimate of
when target will be set)

Meustre .
Initiative performance indicators

E performance (or
estimate of when i

i data will be

§ available) [
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Note on Strategic Plan Funding

Funding source identification, investment justification, and allocation decisions will be made as a part of
the implementation planning process. Funding source analysis and allocation is not part of the NCR
strategic planning effort and not included in the Straregic Plan.

All 2006 DHS UASI grant projects and proposals are supportive of the Initiatives as detailed in the
tables below. Current funding for the UASI proposed projects has been reviewed and funding
allocations and investments made based upon Regional and state appropriations.

Foreword on ROM Cost Estimates provided in the Initiative Appendix

We derived the cost estimates in the Strategic Plan from review and analysis of available cost and
resource samples, prior capability estimates, and historical budget data. Each Initiative ROM cost range
is dependent upon the level and detail of source data provided. In most cases, non-priority Initiatives
have not matured sufficiently to fully detail resource and investment requirements.

Accordingly, the focus of cost estimation has been on the critical, near-, and middle-term Initiatives.
The objective of the cost estimates was to set a range against required resources and investment types.

In general, estimation of priority Initiative ROM cost came from a process of roughty linking UASI
capability development budget estimates with related priority Initiatives and projecting maintenance and
implementation requirements across the three-year period of performance (FY2007 to FY2009). The
effort was closely associated with the creation of a draft Initiative sequence and timeline for execution
(see Section 4.2 and Appendix C) that proposes a logical order, start, end, and duration of strategic
activities across the period of performance. If an Initiative lacked sufficient information for a detailed
ROM cost estimate, available detail related to resourcing, task estimation, and assumptions has been
included in Tables A-4 through A-7 for reference.

Estimates included in the Strategic Plan are intended to give a sense of scale and level of effort required
to implement the Strategic Plan only. Detailed mapping and alignment of target capabilities against
Initiative activities and investments will be required for more definitive program and project planning
estimates. Costs will be refined as the Initiative matures and the Initiative Leads develop operational,
program, and project plans. Detail around requirements for resources, equipment, and investments will
add vital context to cost estimates that will in turn address some of the assumptions we made in
Appendix A. As Initiative planning progresses, requirements development will aid in the understanding
of cost factors that influence NCR capability development and identify opportunities for cost avoidance
and savings to the preparedness capability enhancement effort.
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Table A-4—Goal 1 (Planning & Decisi king)

PLANNING & DECISION-MAKING

PRIORiTy

Document the pmces% policies, and practices to be followed in producmg the Regional strategic plan, W\th pamculax focus
on the roles played in the planning process by the SPG Committee, CAO Committee, R-ESF Committee Chairs, EPC
(including a broad cross section of private and civic sector participants), and the NCRC. Regularly update, based on
lessons learned and new information, both the Strategic Plan and the development process. )

Addresses the 7CL Planning capability and EMAP standards related o T Timel adoptio of strategic plans well- |

Program Administration, Program Evaluation, Laws and Authorities, and | accepted by participants

Plannmg Addresses Regional gaps regarding Inclusion of the Private Sector
1 Pl

Draft strategic plan development process
¥ Obtain process acceptance from NCR participants
» Complete first strategic plan
» Document lessons from previous cycle
» Interview stakeholders for requirements from new stakeholders
» Draft proposed process changes
» Validate changes
» Adopt new process

Cost will be'incurred over 18-month period, FY06 Cost estimates only include the development of the Strategic Plasn and

framework for the August 1 final document and 8 months for Strategic Plan enhancements as operational plans are

developed in the NCR. Strategic Plan period of performance is 3 years, FY07-FY09. Historical cost data from FY03 to

FY06 is an accurate predictor of future cost and growth rates. Cost is intended as a ROM, scale estimate only. Program

plans may require an increased level of resourcing. Cost savings will be realized as programs mature and best practices are

incorporated into program operations, Costs for sustainment of current infrastructure are not included. Costs for integration
the cost estimates, ROM cost has not been

: gy evelopmen and Support; § full-time equivalen
{FTE) contractors, overhead; 4 FTE govemmem tr,anL time, and materials. Development of strategic planning process and
decision-making support framework. Implementation of framework: 9 contractors, overhead; Government team: time and
materials. Firm Fixed Price Contract.

Time to develop and adopt Strategic Plan ‘ ‘ 2 years ‘ Target to be adopted by
September 2006
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Goal 1A collaborative culture for p i ki -ng, and ] fitation across the NCR

Strengthien the regional approach to 1 securitz and decisk king
Initiative 1.1.2: Document and xmplementthe components and sequence -of the NCR homeland

Document hovs 1mplementanon plans for speuﬂc lnmam €8s and action items are developed based on the Stmtegxc Plan
Include steps to incorporate the results of performance and risk-based assessments such as EMAP and the Nationwide Plan
Review. Secif roles for all of the NCR Partners. _

T lmcly adopnon of 1mplementat10n plans with

ordination.

Addresses the EMAP standard related to Program

Addresses Regional gaps regarding Resouree Management and strong across-the-board support, leadmg to
Prioritization. improved perfo

; Milostones ‘
» Conduct assessment of 14 key NCR capabilities (1) Capability assessuent completc (Ja:auary
» Develop Concept Papers for candidate UASI projects 2006); (2) Concept Papers submitted (January
P Identify and prioritize projects against capabilities 2006); (3) Projects prioritized (February 2006);
» Complete and submit UASI grant application {4) UASI application submitted; (5} UASI grant
» Receive and allocate UASI award awarded (May 2006); (6) Project plans
» Develop project plans and program management plan developed (June 2006); (7) UASI funds allocated
» Document current project execution planning process, relevant {July 2006); (8) Program management plan
assessments, and desired planning participants developed (Aug,ust 2006); (9) Current project
» Interview stakeholders for improved planning requirements and NCR | execution | g process do
Partner roles (November 2006), {10) Stakeholder interviews
¥ Draft proposed revised process including participation roles complete (January 2007); (11) New process
» Validate draft with stakeholders drafted (March 2007); (12) New process
¥ Obtain approval of new process validated with stakeholders (May 2007); (13)

Process ratified (June 2007)

$500,000 - $1M

ost will be incured over 2 Imont perio Y()6 through TYO7 The Initiative will occur early in the pmgram and o
overlap with 1.1.1. Strategic Plan period of performance is 3 years, FY07-FY09. Cost is intended as a ROM, scale
estimate only, ROM cost has not been risk adjusted.

Number and cost of FTEs requuednot defined. Suenarxo-based Threat Analy s and Assessment proj ect Contractor
service contract to compile risk and threat assessment and analysis from programs across DC, MD, and VA that include
capability and task planning for securing the NCR.

NCR Homeland Security Grants and Program Management
Office

Percent of rcqmred implementation plans completed | Data to be available by June 2007
within @ months of Strategic Plan release
Improvement in performance- and risk-based Data to be available by March 2007
assessment results
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Develop a methodo]ogy for identifying and assessing security risks in the NCR, using a scenario-based risk and threat
assessment consistent w1th HSPDs 7 and 8. Conduct the analysis using the methodology to 1dermfy risks due to gaps in
ed rmze, and sele th iate I‘ISk <

Rarlonal  Desiod Resu .
Addresses the 7CL Risk Management capability and EMAP Clear and accurate risk 1denuﬁcano and mitigation
standard related to Hazard Identification and Risk Assessment. | ranking; maximum risk reduction for available
Addresses Regional gaps regarding Public-Private TEsSources

Coordination and Resonrce Management and Prioritization,

» Develop descripnon of assessmem need requirernents defined (September

» Document potential methodologies 2006); (2) Potential methodologies documented and
¥ Evaluate methodologies evaluated (September 2006); (4) Approach selected
» Select approach and adapt as necessary and adapted {Qctober 2006); (5) Risk analysis design
b {dentify scenarios approved {October 2006}; (6) Scenarios developed

b Assess level of risk (November 2006); (7} Threat, vulnerability and

» Develop risk mitigations impact quantified (December 2006); (8) Potential

» Refine and validate countermeasures countermeasures identified (January 2007); (9)

¥ Cost countermeasures Validated countermeasures completed and costed

¥ Rank mitigations by cost- effectxveness {February 2007); (10) Countermeasures ranked and

> Select counte : action ‘ | selected for action (March 2007)

$2M to $4M

Cost will be icurred over a 7-month effort, FY06 to FY07. Estimated costs relate to de gn and development 'of risk and
gap analysis process only. ROM cost has not been risk adjusted. Risk assessment is a non-recurring cost impacting the

FY06 budget only. Strategic Plan period of performance is 3 years, FY07-FY09. Historical cost data from FY03 to FY06
is an accurate predlctor ot furure cost and growth rates. Cost is intended as a ROM, scale estimate only. Gap analysis will
duranon 3 isk adjust

Number and cost of FTEs requ;red not def ned Scenario-based Threat Analysxs and Assessment project. Contractor
service contract to compile risk and threat assessment and analysis from programs across DC, MD, and VA that include
capability and task planning for securing the NCR. Related projects and programus: Emergency Management Accreditation
Program (EMAP, 04.1.12.b, also listed in 1.2.2), NCR Mass Casualty and Surge Development Initiative-Phase 1
(04.1.2.PL), Mass Casualty and Surge Capacity Development Initiative (8BUASS), Securing Freight Rail Transportation
(1BUASS), Main Exercise and Training Opcxatmns Panel (ETOP) RPWG completed analysis in 2005. Gap Analysis for

i cking 2006, Interoperable Comnuni analysis scheduled for 2006

Early (EY 06, 07)

CAO rting of usefulness of threat anlysis in Data to be available by December 2()06

decision-making |

Final—September 13, 2006 A-9



139

NCR Homeland Security Strategic Plan Appendix A: Strategic Goals, Objectives, and Initiatives

Objective 1.
Initiative 1.

PRIORITY

Trans]ate the selected countermeasures from the risk assessment into reqmrcmams at the Regional, jurisdictional, and bmte
levels. Involve the R-ESFs in this process to emphasize understanding the vantage point of the end-user and to minimize
the use of acronyms, code, and jargon,

Addresses the EMAP standard related to Hazard Mitigation. Requirements accurately identified to enable
Addresses Regional gaps regarding Resource Management and | countermeasure execution

Prioritization and Re nal Analysis of Threats,

}Defme ESF roles and responsx lities (1) Revised ESF roles, responsibilities, and

» Appoint ESF membership membership documented (March 2007); (2) All

¥ Identify all requirements implied by sclected countermeasures requirements implied by selected countermeasures

¥ Align requirements to entities and correct for requirements identified (April 2007); (3) Net requirements aligned
already satisfied 1o entities (May 2007); (4) Requirements prioritized

» Prioritize remainder accordi countermeasure ranking (June 2007)
- $300K. to $500K

Costs will be incurred over 4 months, FY07. Cost estimate only includes cost of services for the developrent of
prioritization process. Strategic Plan period of performance is 3 years, FY07-FY09. Historical cost data from FY03 to
FY06 is an accurate predictor of future cost and growth rates, Cost is intended as a ROM, scale estimate only ROM cost
has not been risk adjusted .

. id i ‘
Identify Needs. Related Projects: EMAP Project (04 1.12b, XZUAS a]so listed under 1.2.1); number of FTEs required
not defined. Enhance the role of ESF Committees. Initiative limited to defining R-ESF role, significant ESF interaction
will be required. Contractor-provided facilitation and alignment contract for the improvement of the program development

Middle stage (FY 07) NCR Homeland Security Grants and Program Management

Data to be
available by May
2007

ors’ knolge and sup 1t of
Regional requirements for their function, as
determined by survey

Data to be available by May 2007
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PLANNING & D

@ i3 across the NCR
of investments and capabilities

PRIORITY

Establish a spccxﬁc ovemght and accountabil ity role for the EPC SPG, and CADs to ensure that pcrformance targcts are
being met and programs are being implemented efficiently. Foster increased transparency, openness, and coordination by
setting up technology tools and other resources allowing all Regional stakeholders to be aware of activities and Initiatives
occwrring throughout the NCR. The Initiative intent is to ensure that project management, system performance, and bottom
line public service objectives are being mef.

Addresses the EMAP standard related to Advisory Committee. NCR Partners are accountable for conmitments
d aware of s fNCR

» Fully staff NCR SAA
¥ Develop MWCOG Homeland Security website
» Provide project management training to NCR
personnel
» Develop program management plan
» Establish performance audit capacity
¥ Establish accountability feedback mechanism
» Establish QA/QC function
¥ Implement measures of effectiveness (MOE)
} Include MOE results in Annual Report to Congress
¥ Conduct exercises and events with after action
reporting
» Develop web-based information-sharing portal
#» Establish standards and requirements for electronic
information-sharing
¥ Make existing materials electromcall accessible

Cost will be mcurred over 26 months FY 06 throug,h the beginning of FYOS Cost estimates are related to stafﬁng
oversight and accountability functions for SPG and CAO only. Strategic Plan period of performance is 3 years, FY07-

FY09. Historical cost data from FY03 to FY06 is an accurate predictor of future cost and growth rates. Cost is intended as
a ROM, scale estinzate only. ROM cost has not been risk adjusts

O, SPG, and NCR Homeland Security Grants and Program Management Office Oversight Function. Secretarial
Support to CAO and EPC (0.3.1.1.PL, 04.1.9. PL, XTUASS), Planning for Health Committee (03.2.0.COG), COG; 10 NCR
Offices (including NCR Homeland Security Grants & Program Management Office), 5 Program Managers: 3 State
Program Managers, Office of Deputy Mayor for Public Security and Justice (ODMPSIJ), 8 FTEs and administrative costs.
<imately 4.5M per year with additional cost of staff identification and coordination between offices. MWCOG

NCR Homeland Security Grants and
Program Management Office

Utﬂuauon rates for collaboration and mformauon sharing systems Data to be available by June 2007
Partners’ awareness of NCR activity status (by survey) Data to be available by April 2007
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SION-MAKING

Goal 1; A collaborative culture for planning, decision-making and impl tion across the NCR
Objective 1,3: Enh oversight of and ace bility for the of in and capabilities
Tnitiative 1 Develop investment e planning approach to ensure infrastructure and

Establish and adopt methodologies for lifecycle cost estimiating when making mvestment decisions, 1n order to-ensure
that investments are funded to include full multi-year operational costs. Develop mechanisms to coordinate application of
these methodologies across Regional jurisdictions to investments in public and private infrastructure and reserve
capability.

| Desved Result|
Addresses the PMAP standard related to Fmancm) and Resources are avallable to make full use of
Administration. Addresses Regional gaps regarding Resource investments
anag ement and Prlormzatmn

» Define investment priorities of the Region and its (1) Long-term risk mutigation investment policy objectives
Jjurisdictions established (October 2007); (2) Strategic planning guidance
» Integrate with current or propesed spending and/or developed based on these objectives for Regional public- and
funding programs private-sector entities (November 2007); (3) Objectives
» Establish lifecycle guidance standards to be applied reflected in grant applications {December 2007); (4) Life-cycle
when reviewing cost estimates for in decisions | investment planning guidance standards established (January

¥ Establish processes for availability/integration of 2007); (5) Life-cycle guidance applied to grants process
lifecycle information in Regional and jurisdictional (March 2007); {6) Investment policy objectives reflected in
decision-making processes various Regional and jurisdictional plans (March 2007); (7)

¥ Use Capital Planning and Investment Controls Life-cycle guidance applied to intemal decision-making

CPIC) 10 eOsUre Cost management processes within NCR (October 2007)

Cost will be mcmnd aver 19-momh duration, FY06. 6 FTEs, cost for approach development only, mcludm
incorporation of other lifecycle related plans (existing planmng documents). Strategic Plan development activities are
estimated as a contract. Cost wxll be incurred over 19-month period during FY07. Strategic Plan period of performance is
3 F C M, ROM isk adj

Resource muilti-year capabilities and toolsets. Related prograins and projects: Text Alert Maintenarice Contract (04.1.14),
Partial Funding for Roam Secure Maintenance Contract (04.1.18), Operational Cost Reimbursements (04.1.19, Set aside
OCRUASS), NCR Radio Cache Logistics (4C1UASS), NoVA Emergency Management Messaging Network (Emnet,
VAIUASS), Maintenance Contract for Text Alert System (Roam Secure, RQ222987). Personnel: Operational Systems
SME, Program Managers. Detailed Resource information not yet available. Long term investraent in infrastructure.
Related projects: Standardized CIP Assessment Tools (03.1.4.PL), Regional Water Supply emergency Operational Plans
and Best Management Practices Guide for Water Security (3DUASS).

Early and Middle stage (FY 06,
07, 08)

| NCR Homeland Security Grants & Program
Management Office

Fundmg shortfal)s for investment-related operational resource Data to be available by January 2007

Percent of investments incorporating coordinated homeland security and other | 0 Data to be

objectives available by
January 2007
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Table A-8—Geal 2 (Commumtv Engagement)

C()MM[ NITY ENGAGEMENT

Goal 21 An informed and prepared community of those who live, work, and visit within the regimi, engaged inthe

safety and security of the NCR

Objective 2.1 Increase public preparedness through education campaigns and emergency messaging bemre, during,

and after emerg

Initiative 2. 1 1: Establish regional protocols

and 8 stems for developmg and dlsmbutmg
1 NCR

PRIORITY

Develop and approvc message emplates con: stent with the 15 DI sceniatios and the NCR’s target and special needs
populations (including visitors, people with disabilities, and non-English speakers). Establish and conduct training and
exercises on processes and protocols for dissemination of information. Implement a “system of systems” to provide
warning, alert and nonﬁcanon and contmum\z information to the ouiatxon before, duun and after.an emergenc

mely, accurate, specic, coordinated, and
consistent messages delivered to all populations
across the Region

s the TCL Emergency Public Information and ‘Warning
capability and EMAP qtandardq related to Commmunications and
‘Warning and Crisis C 1 Public Ed ion and
Information. Addresses Regional gaps regardmg Standardized Alert
Notification Procedures, Region-Wide Strategic Communications,

»Develop a First Hour (,heckhsl

» Conduct Outdoor Warning System Pilot
» Implement mass notification system (Reverse
911)

» Develop fully functional NCR 211 database

> Install dynamic messaging on evacuation
routes

» Deploy RSAN alert network

Public Information stsemmatmn, and Special needs considerations
£

| {H First Hur Ceckhst complte (Jue 200); () Outdoor ming

pilot complete {Septernber 2006); (3) Reverse 911 fully operational
{January 2007); (4) 211 database fully functional (February 2007); (5)
Additional system needs defined and prioritized (Septemaber 2006); (6)
Potential means for providing capabilities researched and selected
{December 2006); (7) Base messages developed for 15 DHS scenarios
(Jarwary 2007); (8) Target and special needs populations identified and
communication channels selected (February 2007); (9) Targeted

P Define additional system requi

» Evaluate potential system solutions

» Develop message templates

b Identify target and special needs populations
and communications channels

» Establish message development and
dissemination guidelines

» Conduct messaging training, exercises and
assessments

¥ Acquire and integrate system solutions

¥ Train system users

» Test systems

» Assess performance

» Multi-lingual messaging; Specific
communications media; 508 compliance, Braille
in printed materials, sign language in video,;
Specific requirements for special needs (e.g.
assistance in elevators

Rough Ovder :sf Maﬂmf

‘ ... {v:;st Estmmte ‘ L
Cost will be mcurred over 32 momhs PY06 through early FY09. System of systems design and 1mplementanon lel
continue throughout FY06, FY07, FY08, and into FY09, System maintenance will be a fixed cost for the 2.5 year period,

| No new hardware or software is required for “enhancement.” Strategic Plan period of performance is 3 years, FY07-FY09.

{ Historical cost data from FY03 to FY06 is an accurate predictor of future cost and growth rates. Cost is intended as a ROM,

templates developed (March 2007); (10) Message development
guidelines approved (April 2007); (11) Contact persons identified for all
localities (May 2007); (12) Message dissemination guidelines approved
(May 2007); (13) Training of appropriate staff completed in all localities
{September 2007); (14) First round of exercises complete (November
2007); (15) Assessment of exercise results completed and distributed
{December 2007) (16) New systems or enthancements in place
{December 2007); {17} Training of relevant staff on new systems
completed (March 2008); (18) System performance assessment
methodology adopted (May 2008); (19) Exercise of notification systems
conducted (August 2008); (20) Assessment of exercise results
completed and distributed (November 2008)

$20M to $25M

Avsumprion
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scale estimate only. ROM cost has not been risk adjusted.

ol Resouirees and Investmem »‘
Number and cost of FTEs requited not defined, except 4 FIEs with target commmications background and fannhal ity with
special needs campaigos. Investment in mhanccd public safety warning systems and citizen protection. Communications
Standard Operating Procedure, Communications Equipment and Infrastructure Assessment and implementation. Related
Projects: Sirens Pilot, Roam Secure (RSAM), Reverse 911: Protocols for Mass Notification, JIC, Answers 2-1-1, TOPOFF
4, First Hour Checklist, Communications Plan (protocols, emergency messaging and Messaging Boards (Traffic Signals-
Emergency Power Back-up). Testing and mteg,ramm across DC, MD and VA..

R-ESF #S Emergency
Management

Regxonal emergency messagmg tests per year ’ Data m be avaﬂable by November
2006

Test message timeliness ~ time required in exercises to produce and disseminate Data to be available by May 2007
messages

Test message response — percentage of intended recipients of test messages who
respond as directed
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COMMUNITY ENGAGEMENT

Goal 2: An informed and prepared community of those whio live, work, and visit within the region, engaged in the
safety and security of the NCR

Objective 2.1: Increase publlc preparedness through education campaigns and emergency messagmg befnre,
during, and after emerg

anve Z 1.2: Develup and sustam multl-year educatmn

PRIORITY

Coordmate and aligh jurisdictional effoﬁs fo ensure consistent public preparedness educatxon campaign messages across
the NCR. Put in place a Regionally coordinated plan to ensure sufficient funding for multi-year education campaigns.
Work with the media. t mfmm the ubl £ 1 ded preparedness actio

| R, . | | . osived Resu
Addresses the P standards related to Crisis onaunications; Public NCR residents are mfonned and motivated
Education and Information. Addresses Regional gaps regarding Region- | concerning their roles in Regional
Wide Sfratfagic Communications and Public Information | preparedness. Continuity of funding for
Dissemination, R N

, o Hestoni ‘

» Identify communication objecnves and target (1) Basic messages identified (March 20()6) (2) Delivery strategy
audiences developed (audiences and channels) (September 2006); (3) Media
b Assess the awareness and attitudes of the target engagement strategy adopted (November 2006); (4) Campaign
audience(s) plans finalized, including assessment plans (January 2007); (5)

» Develop the communications plan Resources needed identified on a full lifecycle cost basis (February
» Identify long-term funding needs 2007); (6) Long-term funding plan documented (April 2007); {7)

» Establish long-term funding plan Campaigns initial phase completed (January 2008); (8) Campaign
» Refine and approve the plan assessment results distributed (February 2008)

} Deliver education campaign
> Assess effects of campaign.

$4M to $6M

Cost will be incutred over 25 months, FY06 throug,h FY08 Cost esnmatcs related to public preparcdm,ss Sommunication
campaigns. Cost will be incurred January FY06 through January FYO08. Overlaps with 2.2.1 and 2.2.3. Current media
campaigns are an accurate predictor of future cost, Strategic Plan period of performance is 3 years, FY07-FY09.
Historical cost data from FYO03 to FY06 is an accurate predictor of future cost and growth rates. Cost is intended as a
ROM. ‘scale estimate only. ROM cost has not been risk adjusted. .

and hnvesno,

Niumber and cost of FTEs reqmred not defined. Related programs and projects: Media in the First Re%ponse §m951um
(03.1.7.PL), Citizen Education Campaign (03.1.8.PL), Outreach to Private Sector for Citizen Education Campaign
Contract (03.1.1.aPL). Be Ready to Make a Plan, Regional Marketing and Alert & Notification- system investment.
Approximately $1.7M per year. Citizen Education Campaign (03.1.8.PL), Outreach to Private Sector for Citizen
Education Campaign Contract (03.1.1.aPL. Detailed resource information not yet available. Red Cross “Masters of

Disaster” K-12 Program, 5D Velunteer Grants Program {Education portion coordination).
‘ Early and middle stages (FY 06, 07, 08) d R-ESF #15 External Affairs

Mewsare. . . . Busdline

Preparedness understandmg populauan s awareness of preparedness actions to take | 50%

(average score of respondents on preparedness quiz)

Preparedness intentions-population’s intentions to implement recommended 50% 65%
preparedness actions (percent of respondents planning to take at least one desired

action)

Proportion of population signed up for alert systems 0% 20%
Percent net present value of future campaign costs provisionally matched with Data to be available by April
SOuUrces 2007
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COMMUNITY ENAGEMENT

safety and security of the NCR

Goal 2:'An informed and prepared community of those who live, work, and visit within the region, engaged in the

NGO stakeholders

Objective 2.2: Strengthen the partnerships and communications among the NCR's public, civic, private, and

Provide opportunities for indi

ion’s civic, private, and NGO stakeholders

» Resteucture R-ESF processes to include private sector
and NGO coordination
» Design civig, private, and NGO roles into training and
exercises
» Recruit participation
» Design information-sharing needs
¥ Identify desired contact points for information flow
¥ Formalize civic, private, and NGO preparedness roles
in NCR governance and operations
» Establish communication channels
» Maintain the channels
» Conceptually identify shareable resources
» Identify and contact potential civic, private, and NGO
resource-exchange partners
» Specify proposed resource-sharing matrix (resources,
owners, borrowers}

)Formahze sharm array emema.

Initiative 2 2.1 Identlfy and develop opportumtxes and resources for stakeholder partnershl

duals, community groups, members of the private sector, and non-governimental
organizations to become involved in disaster preparedness (including planning, training and exercises, and message
dissemination). Create channels for sharing information with this broad base of participants. Arrange mechanisms (such
as mutual aid agrcements) to increase resource sharing, where appropriate, between government agencies and the

o

‘ Addresses the TCL Comm\mxty Preparedness and Participation capability.
Addresses Regional gaps regarding Inclusion of the Private Sector in Regional
Plannmg, Public-Private Coordination, and Public Information

esired Resul
Greater involveimentof cxvxc, pnvate
and NGO members in Regional
preparedness activities

(1) Plan for broadened participation adopted (November
2006); (2) Preparedness activities redefined to altow for
additional participation roles (February 2007); (3) Desired
information flows documented {(March 20607); (4) Tentative
resource-sharing objectives documented (March 2007); (5)
Participation of desired entities solicited (April 2007); (6)
Potential resource-sharing partners briefed and interviewed
(June 2007); (7 Information channels established (March
2008); (8) Ratify new governance and operational
documentation formalizing civic, private and NGO roles in
the NCR. (9) Resource-sharing matrix complete (May 2008);
(10) Recruitment for expanded civic, private and NGO
participation complete (April 2008); (11) Formal sharing
arrangements in place (June 2008); (12) Review and
incorporate strategic best practices (November 2009); (13)
Revise strategic planning for Initiative implementation and
prioritization of ongoing efforts (December 2008)

Initiative has not matured beyond conceptual level. Full ROM cost will be
available once type of resources, investments and activities required to fulfill the
Objective and Initiative are asreed upon by the appropriate NCR RPWG.
Plan development: $500K to $

. : ssump

1 be incurred over 27-month period, FY07 through FY09. Labor intensive effort. Strategic Plan period of
performance is 3 years, FY07-FY09. Cost is intended as a ROM, scale estimate only. Strategic Plan development
activities are estimated as a contract. ROM cost estimate has not been risk adjusted.

. » gl
Number of 9takeholder pammpatxon oppormmtxes made avalla‘o!e (by Junsdxcuon Data to be available by
activity, and type of entity) November 2006

Proportion of desired information exchanges occurring (as defined in Milestone 3) Data to be available by March
Value of resources that are the subject of formal sharing arr, 2007

Final—September 13, 2006
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COMMUNITY ENGAGEMENT

Goal 2 An informed and prepared community of those who live, work, and visit within the region, engaged in the
safety and security of the NCR

Objective 2.2: Strengthen the partnerships and communications ameng the NCR's public, civic, private, and NGO
stakeholders

~Imtlatlve 2.2.2¢ Increase civic: mvolvement and volunteensm

~_ : Des ‘ .
Engage all NCR residents and visitors — ncluding chxldrun and those with spemal needs — in NCR preparedness :
actmt:es mcludmg pelsoual and family pxeparcdness voluntce,rmg,, and local- and Regional-level activities, This

d roccdures

Addresses the 7CL Community Preparedness and Participation and
Volunteer Management and Donations capabilities and EMAP standards
related to Resource Management. Addresses Regional gaps regarding
Inclusion of Private Sector in Regional Planning and Special Needs
Consideration for Response and Recovery

The public is actively mvolvnd in
preparedness activities, through
private preparation and volunteer
roles.

> Segment the populanou in terms of participation (1) Volunteer emergericy roles across the Region profiled an
¥ Identify involvement roles by segmentation catalogued (September 2006); (2) Emergency volunteer
» Recruit involvement with targeted ouireach management plan adopted (February 2007); (3) Public
» Plan for management of spontaneous velunteers engagement plan complete {April 2007); (4) Volunteer

during emergency management system requirements specified (June 2007); (5)
»Recruit volunteers Volunteer training material and delivery developed (August
¥ Provide training for volunteers through Citizen 2007); (6) Targeted recruitment underway (August 2007); (7)
Corps, Red Cross, etc. Initial recruitment campaign complete (August 2008); (8)

» Develop system for managing volunteers Volunteer management system deployed to localities, Citizen

September 2008)

$3M to $6M

Costs will be incurred over 14 months in FY07 Cost esnmates related to civie mvolvcmcm parficipation pr()jects only.
No recurring charges. Strategic Plan period of performance is 3 years, FYQ7-FY09. Historical cost data from FY03 to
FYO06 is an accurate predictor of future cost and growth rates. Cost is intended as a ROM, scale estimate only, ROM cost
has not been ti

Es required not defined, except for 10 FTEs with backgroun nvolvement canmip:

Volunteer Management Across the NCR, Related programs and projects: Citizen Corp Council and 5D Volunteer Grants
Program.

R-ESF #16 Donations and Volunteer
Management

Percent of population that has taken steps to develop personal | [Value from Data to be available by April
preparedness plan (by survey) Campaign Survey] 2007

Percent of population familiar with their workplace, school, Data fo be available | 95% by 2010

and community emergency plaos (by survey) by April 2007

Number of registered volunteers in specific organizations in Data to be available by September 2006

the NCR

Average hours of training per volunteer Data to be available by April 2007
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Table A-6—Goal 3 (Prevention & Protection)

PREVENTION & PROTECTION

An enduring eapability to protect the NCR by preventing or r ng “ali-hazards” threats or events
Objective 3.1: Develop and maintai regional standards for pl quipping, training, operating,
and exercising

Initiative 3.1.1: Develop a prevention and mitigation = w0 PRIORITY

Develop a document that explains the NCR's approach to prevention and ruftigation of all-hazards evenis, which is
closely linked to existing national preparedness frameworks and can be used for determining funding priorities within
jurisdictions.

Addresses the TCL Planning capability and EMAP standards related to Consistency anid comprehensiveness
Planning. Addresses Regional gaps regarding Regional Mitigation Plan and in prevention and mitigation planning
Resource Management and Prioritization. across the Region

‘ Tashs Progranis

» Identify prevention and mitigation roles and (1) Existing communication channels docuinesited {November

responsibilitics among the NCR Partners 2006); (2) NCR jurisdictions buy in to Regional

»Identify communication channels among the prevention/mitigation framework (January 2007); (3) List of NCR
NCR Partners Partners with a role in prevention/mitigation completed (March

» Inventory existing prevention and mitigation 2007); (4) List of existing prevention/mitigation plans completed
plans (April 2007); (5) Prevention/mitigation planning document

» Develop communications and planning published (June 2007); (6) Prevention and mitigation plan
structures successfully implemented in exercises and real world incidents

» Develop a resourcing strategy (August 2007); (7) Prevention and mitigation plan actually used to

» Produce framework document

| $380K to §420K

. . . ‘ M Cost Estimute Assumpiions - _
Cost will ocour over 12-month period, FY07. ROM cost has not been risk adjusted. Strazegic Plan period of performance
is 3 years, FY0O7-FY09. Historical cost data from FY03 to FY06 is an accurate predictor of future cost and growth rates.
Cost is intended as a ROM, scale estimate only. ROM cost has not been risk adjusted.

S o 4 .
Number and cost of FTEs required not defined. R-ESF #14: long-term community recovery and mitigation added to all
NCR Emergency Operations and coordination plans,

ot Middle stage (FY 07) 700 | R-ESF #5 Emergency Management
g ; L - daiet

Average relevance rating of prévention and mitigation framework (as assessed Data'tobe

by jurisdictional POCs and NCR prevention/mitigation partners) available by
Spring 2006

Percent of prevention and mitigation funds requested arising from prevention 0 Data to be

and mitigation plan available by Fall
2006

Prevention and mitigation scores in exercises (and real events) Data to be available by December

2006
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PREVENTION & PROTE

Goal 3: An enduring capability to protect the VCR by preventing or ds” threats of events
Objective 3.1: Develop and mai reg dards for p i yuipping, training, operating,
and exercising

Imtmtlve 312 Develop a synchromzed and integrated training and exercise framework, with

Develop a framework for Regional trammg and exercises s that enisurss that: {1) exercises are coordinated and de-
conflicted across the Region; and (2) responders are training to common, Region-wide standards.

Responders from different jurisdictions
respond to events in a smoothly
chronized and coordinated fashion

VExpand use of the Regional exercises calendar (1) Complete cross-jurisdictional eXercise

¥ Implement guidance for determining when exercises should be guidance (June 2007); (2) Establish coordination
cross-jurisdictional group (July 2007); (3} Preduce common

¥ Develop a repository for training and exercise iterative learning standards for each emergency function

and improvements {September 2007); (4) Release training and

¥ Establish a Regional training and exercises coordination group exercise lessons learned repository (November

» Produce common functional standards 2007

» Market coordination mechanisms and standards to Regional

¢ incurred over 7-month perio FYO? through FY08. Curriculum and Scheduling only, 12 FTEs Strategic
Plan period of performa.nce is 3 years, FY07 FY09, Costis intended as a ROM, scale estimate only. Strategic Plan
ROM cost estimate has not been risk adjusted.

Number of coordinated cross-juri Data to be available by June 2007
Percent of exercises in Region which are coordinated and
cross-jurisdictional

Training and exercise coordination scores/results
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PREVENTION & PROTECTION

“all hazards” threats or events
g, training, eperating, and

Goal 3: An enduring capability to-protect the NCR by preventing or
Objective 3.1: Develop and maintai regional standards for pl quipp
exercising

Initiative 3.1.3: Develop and implement an integrated plan

related to health nrvenllance, detectmn, and

PRIORITY

Initiative Descriptio . | . .

Develop a compréhensive plan that outlines the role of public healthand bealth care institutions for dlsease surveillance,
detection, and prevention. The plan will outline roles, responsibilities, and policy/law changes, as well as an
implementation plan to achieve the Initiative.

Health emergencies are prevented or
detected early, response is quick and care is
provided to all those affected

Add s the 7CL Epidemiological Surveiliance and Investigation,
Isolation and Quarantine, Public Health Laberatory Testing, Medieal
Surge. and Mass Prephylaxis capabilities. Addresses Regional gaps

(1) Identify the Toles of the key NCR Partners (ay 007): (
Coordinate preparedness funding for public health and healih care
institutions (June 2007); (3} Integrate public health and health care

» Enhance mass pmphy]lsan
capability
¥ Increase surge bed capacity/capability

¥ Ensure appropriate personal protective equipment
and inoculations provided for first responders and
healthcare providers

» Develop a system for patient tracking (including
family reunification)

» Enhance disease surveillance through Essence 2
and BioShield programs

» Identify and address issues surrounding isolation,

institutions monitoring and surveillance systems (September 2007);
(4) Public health responders and health care institution providers
have appropriate personal protective equipment (October 2007);
(5) Complete the evaluation of the patient tracking pilot for the
NCR {November 2007); (6) Develop a NCR strategic plan for
public health and health care institutions {December 2007), (7)
Implement the patient tracking system in the NCR (after
completion of project and strategic, estimated time of delivery

quarantine for people December 2010)

| $3M to $4M

Cost will be ncurred over 8 months in FY07 and 1'Y08. Mamtenance and sustamment costs will occur in FY07 and FY08
for the ESSENCE System and network CATIL: Cost pereCthl}S dependent on adapting protocols to dissimilar
telecommunications networks. A e and costs will oceur in FY07 and FY08 for the ESSENCE
System and network. Strategic Plan period of performance is 3 years, FY07-FY(9. Cost is intended as a ROM, scale
estimate only. ROM cost has not been risk adjusted.

3
Investmient in (1) State-based network of surveillance sites for health risks and syndrome identification and tracking and
(2) Computer Assisted Telephone Interview Capacity (CATI). (3) National Capital Region Syndromic Surveillance
Network (existing project) - continue development of stand-alone ESSENCE system across DC, MD, and VA.
Maintenance and add system functionality. Collaborating partners: JHU/APL, NCR Health Departments. (4) Regional

Implememauon of Computer Assisted Telephone Interview Capacity (CAT 1) across DC, MD, and VA: key personnel: 1
hours @8125/hr., 1 Senior Editor, 1,090 hours @
farly to dedle stage {FY 07, ¢ )8)

RPW G Health

Prcvenuon«?zophy]axxs capacity: combmanon of percent of specmed desued !evels such
as available; doses, vulnerable population inoculated, etc.

Early detection—Monitoring and surveillance test results

Response time—health emergency exercise response t scores

Response/care adequacy-Mass care capacity: combination of percent of specified desired
levels such as number of beds, available doses, etc.

Patient tracking accuracy scores (by periodic audit)

Final—-September 13, 2006

Data to be available by
December 2007

o

A-20



150

NCR Homeland Security Strategic Plan Appendix A: Strategic Goals, Obijectives, and Initiatives

7

PREVENTION & PROTECTION

Goal 3: An enduring capability to protect the 1‘ICR by preventing or mxtxgatmg “all~hazards" threats or events
dards for j i g, training, operating,

Objective 3.1: Develop and maintain ¥
and exercising

Initiative 3.1.4: Develop a community-wide campaign, focused primarily on prevention and -

& Juipp

Create a two~pmn§>ed Regiohal program, building npon existing activities, that: (1) prepares the busine: Ty
community to recognize and report suspicious actmty that may be related to terrorism; and (2) educates citizens and
deters potential attacks through an information car 1,

Public understands what constitutes suspicious
behavior, knows how to report it, and is motivated to
do so; Region is organized to capitalize on
information so rovxded

Addresses the TCL Law Enforcement Investigation and
Operations capability. Addresses Regional gaps regarding
Regional Mitigation Plan and Public-Private Coordination.

(1) “Critical mass” of N(,R Jjurisdictions agree to
implement Operation TIPP (June 2007); (2) Database
goes live (July 2007); (3) Business community is
informed of Operation TIPP (September 2007); (4)

» Explore the expansion of Operation TIPP (a Regional
hotline number for business to report suspicious activity)
» Develop a database to track reports received through
Operation TIPP

» Conduct a communications campaign to deter potential Communications and education campaign plans complete
adversaries from attacking the NCR 2 {October 2007); (5) Communications and education
» Conduct a citizen education campaign concerning campaigns launch (November 2007)
identifying suspicious activity and how to report it
Minimum $5M

Cost will be incurred over 7-month penod FY07 thmugh FY08, Multx channel, rarccted campaign, 24 FTEs miedia;
print, broadeast, radio, internet, website, multiple contracts. Collaborative information-sharing networks will discover
cost savings as integrated systems are used. Strategic Plan period of performance is 3 years, FY07-FY09. Cost is
intended as a ROM, scale estimate only. Strategic Plan development activities are estimated as a contract. ROM cost
estimate has not been risk adjusted.

Pos
Number and cost of FTEs required not defined. 4 P10|ects 24 Hour staffing of HS Operations center (3"
Utility Response Networks, Medical Service Packet Traveling System and Intelligence Analysis I1.

R-ESF #13 Public Safety and Security

shift), Water

Number of local businesses participating in Operation TIPP Data to be available by September 2007
Number of reports received through Operation TIPP Data to be available by June 2007
Percent of test reports to Operation TIPP available in database Data to be available by July 2007
Percent of local population that understands suspicious activity reporting | Data to be available by Qciober 2007
procedures (via survey)

Percent of businesses and citizens reporting suspicious activity in
surreptitious tests
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PREVENTION & PROTECTION

Goal 3 An endur o proteet ¢

NCR by p

enting or gating “al

Objective 3.2: Strengthen the exchange and analysis of information across disciplines for improved situational
awareness

Develop a system that allows for tw
he NCR, to ensure that usefi

Analysis of Threats.

S a ) .
» Identify the ops centers to be linked
» Define requirements and link collaboration systems
¥ Ensure contact information for each op center is
accurate and consistently updated
» Develop and implement NCR notification protocols
between all operation centers
» Establish formal information-sharing protocols
¥ Refine the intelligence dissemination process
P Develop standards, core competencies and
Lemﬁcanons for watch’operahons center personnel,

determined scenarios

‘ Addresss the CL Information Gathering and Rcogmtion of Indicators
and Warning capability. Addresses Regional gaps regarding Regional

fy 3
Cost will be inicurred over a 14-month penod FY()5 FY07 and FY08. Collabora
discover cost savings as integrated systems are used. Strategic Plan period of performance is 3 years, FY07-FY09.
Historical cost data from FY03 to FY06 is an accurate predictor of future cost and growth rates. Cost is intended as a
. ROM cost has not been risk ad;ustcd

Reqults of tests and exercises designed to determine staff ability to
accurately and timely deliver and obtain necessary information in pre-

Initiative 3.2.1: Develop-common regional information-
sharmg and collahnratwn frameworks, t mclude :

Effective timely flow of information
between the various emergency
centers; increased sharing of actionable
intelligence

(1) 40% of key opexanons center personnel trained to 4 common
standard (September 2006); (2) List of ops centers updated
(November 2006); (3) Requirements for interoperable
communications systems defined (December 2006); {4) 90% of
key operations center personnel trained to a common standard
(April 2007); (5) Al identified ops centers have updated contact
information included in a “pushed” web based system (August
2007); (6} All jurisdictions have roles, responsibilities, and
updated contact information included in regional flow chart/
working document (September 2007)

$TiM to $15M

¢ infornuation-shi

¢ networks will

24-Hour stafﬁng of HS Operations center (3" shift), Water’

System and Intelligence Analysis 1L

R- LSF #13 Public Safety and Security and Fusion

Data to be available by September 2007

Utilization/traffic rates for collaboration and information-sharing systems | 0

Data to be available by
September 2007
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Goal g cap: zards” thréats or evenis
Objective 3.2: Strengthen the exchange and analysis of information acress disciplines for improved situational
awareness

Ensure that each Junsdxctmn has app oprxate people cleared to recelve,

Ensure that each local jurisdiction has staff appropnately c]eared 10 access cIaSSI 1ed data in order to eliminate
restrictions on receivi information due to lack of security clearance

Effective timely flow of information
between the various emergency centers;
increased sharing of actionable
intelligence

Addxesses the TCL Intelligence Analysis and Production capab:
Additionally, this Initiative is vital to achieving the desired results of other
information-sharing Initiatives under Objective 3.2. Addresses Regional gaps

(1) Complete inventory of existing clearances (September 2006); (2)
Identify overall and remaining need for new clearances (October 2006);
(3) Complete application for 50% of new clearances (October 2007);
(4) Determine current clearance processing rate (February 2007); (5)
Complete application for all remaining new clearances {(March 2007);
{6) Implement measures to double clearance processing rate (April
2007); (7) 20% of new clearances received (April 2007); (8) 50% of
new clearances received (June 2007); (9) 80% of new clearances
received (August 2007); (10) All new clearances received (September
2007y

Initiative has not matured beyond conceptual level. Full ROM cost will
be available once type of resources, investments and activities required
to fulfill the Objective and Initiative are agreed upon by the appropriate
NCR RPW

¥ Inventory state and lmai staff clearances
b Increase background check capacity
¥ Arrange to use current employment
background checks for clearance
authorizations
» Coordinate between DHS and DoD to ciear
blocks of personnel annually
» Implement training for personnel on
physmal industrial, communications, and

existing clearances. Strategic Plan period of performance is 3 years, FY07-FY09. Cost is intended as a ROM, scale
estimate only.

Note: Once personnel requiring immediate clearances are identified, DoD clearance costs can be used as a starting point
for ROM estimates. Performing a background check for Dol) Secret level clearance costs approximately $2K to expedite
and approximately $2.5K for the background investigation per person {$4.5K to SK per person for new DoD> Secret
clearance). DoD Top Secret clearance costs approximately $3.5K for the background investigation, in addition to the cost
to expedite per person ($5.5K to $6K for new Top Secret Clearance). The DoD cost example reflects a standard, high-
volume clearance process, Maintenance and upgrade of clearances vary by status, type, and level of background check
needed to clear personnel to the appropriate level of security classification. The internal cost of clearance will vary by

NCR jurisdiction ba: d upon o i clearance require

v Investent

| R-ESF #13 Public Safety and Security

Ferﬁmﬁmwe Assevsmens -
’  Baveline | Target

Percent of reqmred staff clearanccs rccuved Data to be available by 100% by September 2007
October 2006

Number of information security issues during tests Data to be available by Data to be available by

(information protection violations, problems or delays) March 2007 March 2007
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PREVENTION & PROTECTION

Goal 3: An enduring capability to protect the NCR by preventinig or mitigating “all-hazards” threats or events
Objective 3.3: Employ a performance- and risk-based approach te critical infrastructure prutectmn across the
NCR
Initiative 3.3.1: Conduct a prioritization of recommended
high riorit P protective and resiliency actions basedon .
gh priority CIP p ~ PRIORITY
assessment findings already completed a d sha) ed

Create 2 h1g11 pnonty list of recommended critical infrastructure protective actions that will reduce the vulnerabmty,
threat, and impact to key NCR CI sectors based on analysisfassessments already conducted at the Federal, State,
Re! ion . locai 1eve1 inciudin he rivate sector,

Part of a series of two CI Inmanves (3 3.1 and 3.3.2) that add&esses the TCL Crmca] Reduced risk to critical
Infrastru(ture Protection capability. Addresses chlonal gaps regarding Inclusion infrastructure

{1 cIp group govemance (mcludme stmcture) approved (May 2006)
initiative (2) Inventory of existing CIP assessments completed (January 2007);
» Inventory existing Regional CIP assessments | (3) Initial list compiled for UASI 2006 (next refinement of list will
1le recomin ded CIP acnons for UASI 2007) (February 2007)
L M E st oce . EVENIRY

Costs will be incured over 9-month petiod, FY06 and FY07. Includes costs for xmplememmg a lisited list of hxgh
priority protective measures, on yearly basis. Effort will involve time and integration/coordination of efforts for multiple
FTEs to research and compile assessment findings. Related projects fulfill other CIP related capability planning activities
outside of the catalog of CIP assessments. Strafegic Plan penod of performance is 3 years, FY07-FY09. Cost is intended
e estimate onl

Assessment compllatlon and analysxs Nuber and cost of FTEs required not defined. Highlights of relatcd Conccpt
Papers and programs developed by NCR RPWGs for FY06 UASI included: NCR Critical Infrastructure Resiliency
Prograre (ROM 20M); MATA Alternate Operations Control Center; Critical Transportation Infrastructure Protection
Assessments; Critical Infrastructure Monitoring and Protection; Expansion; Establishment and Operation of the Water
Security Monitoring Network in the NCR; PipelineNet Water Distribution System Model Development for Water
Utilities in the NCR; Clean, Reliable Back-up Portable Generation for Critical Infrastructures within the NCR; Rapid
Rc onse Mob'l Trdnsformu Increasing Emergency Generation Reliability and Capability in the NCR,

Number of catalo ued CI P actions taken 0 Data to be avmlable by \ovembe]
CI risk reduction from actions taken 0 2007

Number of listed CI assets with additional protection 0

completed
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An enduring capability to protect the NCR by preventitig or mitigating “all-hazards” threats orévents
Objective 3.3: Employ a performance- and risk-based approach to critical infrastructure protection across the
NCR

ablish measures and actions that will improve the NCR’s approach to critical infrastructure protéction in a
comprehonsive and consistent process throughout the Re

rt fa series of two Initiatives (3.3.1, 3.3.2) that addresses th CL Critical Reduced risk to critical
Infrastructure Protection capability. Addresses Regional gaps regarding Inclusion | infrastructure
of Private Sector in Regional Planning and Public-Private Coordination

AL

P Establish and bmadcn CIRPWG to oversee initiative
» Inventory of Cl assets in the NCR.
b Define scope of task and requirements for common methodology
» Survey applicable existing approaches

» Document selected approach

¥ Ratify new approach across NCR

(1) CIP group governance {(includiiig situcture)
approved (April 2006}; (2) Inventory of CI assets
(April 2007); (3) Scope and requirements
document completed (April 2007); (4) New
approach deliverable complete (January 2008);
(5) CIP governance group ratifies new approach
12008)
$IM to $2M

Costs will be incurred over 24-month period in FY07 and FY0S. Initiative is limited to asset fist develophient and
integration of risk and performance-based approaches, not implementation. Cost for integration of risk assessment
processes will be dependent upon the complexity and automation of the risk process and management toolset. Strategic

Plan period of performance is 3 years, FY07-FY09. Cost is intended as 2 ROM, scale estimate only. ROM cost has not
been risk adjusted.

Ear[y and Mlddle stage
(FY 07-08)

Number of new CIP actions reco ded Data to be available by July 2007
Number of infrastructures protected by recommended actions Data to be available by July 2007

Estimated CI risk reduction from recommended actions 0 Data to be avaxlable by July 2()()7
0
0
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Table A-7-Goal 4 (Response & Recovery)

sustained cap to respond o and recover from azards” events
Objective 4.1: Develop and impl integrated r and recovery plans, policies; and standards
Initiative L1 Estabhsh a correctwe actmn prog

PRIORITY

Modify existing response and recovery plans, or de»elop new ones where necessary, to address gaps 1dcnt1ﬁed durmg
exercises, real-world events, and the gap analysis conducted as part of Goal One

Broad participation across Region in
proposing experience-based
modifications to the full scope of
Regional plans

Initiative follows up on the risk-based threat analysis conducted under
Initiative 1.2.1. Addresses the EMAP standards related to Operations and
Procedures and Exercises, Evaluations and Corrective Actions. Addresses
Regional gaps regarding Regional Analysis of Threats and Resource

Aanagement and Prioritization.

usks and Provran

» Define corrective action program
» Test program via application to EMAP and CPX after
action report
» Identify other existing documentation and experience
for application
» Plan and implement “live pilot” of new program to
identified near-term training and exercises
» Promote utilization of new program throughout the

(1) Charter a working group to develop program (January
2007); (2} Corrective action program plan accepted by NCR
governance (March 2007); (3) Past experiences for
retroactive application of new program identified (March
2007); (4) Plan modifications based on application of new
program to identified experiences are proposed for
acceptance (April 2007); (5) Plan modifications based on
two-month “live pilot” of new program are proposed for
acceptance (’\/Ia ¢ 2007)

$750K to $1M

Clost i¢ Jrictored over a S«month period, FYO7 d\mng the After Action Report (AAR) gap analysis proceéss and

development. AAR process accurate indicator of capability gaps. Strategic Plan period of performance is 3 years, FY07-

FY09. Historical cost data from FY03 to FY06 is an accurate predictor of future cost and growth rates. Cost is intended
ROM cost has not been risk adjusted.

Number and cost of FTEs equ X
management feedback. Dependent on AARs,

Measure . . _ .
Number of submitters Data to be availdblc by March 2007
Number of jurisdictions submittin;

Number of experiences/events generating proposed
modifications

Number of plans affected by submitted proposed
modifications
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RESPONSE & RECOVERY
Goal 4: i capacity to respond to and recover from “all-hazards™ events across the NCR
Objective 4.1: Develop and impl integrated response and recevery pians, policies, and standards
Initiative 4.1.2: Align and integrate response plans across jurisdictions (mcludmg Federal

partners), thh emphasns on continuity of goverm hent, peratmns, and evacuation

Ensure coordination and consistency of response plans among Regional jurisdictions and between theé Region' and the
Federal government. Particular emphasis should fall on alignment of plans for response operations, evacuation, and
commuxty of government and operanons

All juridlcions and NCR Partners have
necessary response plans which will
facilitate smooth and coordinated

Sponse i

“Addresses the 7CL Citizen Protection: Evacuation and/or In‘plae
Protection capability and EMAP standards related to Planning, Direction
Control and Coordination, and Operations and Procedures.

» Interate sonse pan by R-ESF across () Co]ete horizontal mtegrano of platis ovexber

Jjurisdictions (horizontal) 2006); (2) Complete vertical integration of plans (December
» Integrate response plans across R-ESFs within 2006); (3) Capabilities mapped against the 15 DHS scenarios
subsidiary and superior jurisdictions (vertical) (December 2006); (4) Private and non-profit sectors

¥ Map capabilities against the 15 DHS scenarios. incorporated and aligned with NCR plans (January 2007); (5}
» Persuade the private and non-profit sectors to align Reseurce directory developed (January 2007); (6) All

with NCR response plans Jjurisdictions and major agencies have continuity plans

» Develop a directory of people and capabiities (February 2007); (7) All jurisdictions and major agencies
{management and responder) complete first test of continuity plans (March 2007); (8)

» Review and coordinate continuity of operations plans | Conduct a Regional continuity exercise with multiple federal
(COOP), continuity of govermment (COG) plans, and agencies (March 2007)

evacuation plans

» Develop new plans for the Partners where needed

b Ensure sufficient plans are in place for taking care of
special needs populations

» Ensure sufficient plans are in place to provide for
animal protection and care

» Ensure appropriate plans are in place for feeding and
shelter/housing in response and recovery from disasters

Initiative has not matured beyond conceptual level. Full ROM cost will
be available once type of resources, investments, and activities required
to-fulfill the Objective and Initiative are agreed upon by the appropriate
NCR RPWG.

First 5-6 months sizing study $1.5M to $2M.

Cost will be mcuned over a 6-month permd in FY07. Full ahgnmem and integration would cost at a inititaunt SlOM To

do this State, local, and Federal entities need to commit staff resources to complete Initiative. Strategic Plan period of

performance is 3 years, FY07-FY09. Cost is intended as a ROM, scale estimate only. Strategic Plan development
ties are estimated as a contract. ROM cost estxmate has not been rlsk ad'usted

Continuity plan test results Data to be avaxlable by Now.mber
Emergency response exercise test results 2006
Number of private and non-profit organizations aligned with NCR response plans
Continuity fests and exercises conducted per year within the NCR
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RESPONSE & RECOVERY
Goal 4: A sustained capseity to respond to and recover from azards” events across the NCR
[ Objective 4.1: Develop and i

Regional responders know how to deal
effectively and efficiently with the full
range of decontamination response and
the recovery of physical facilities.

Addresses the 7CL WMD/Hazardous Materials Response and
Decontamination and Structural Damage and Mitigation capabilities and
EMARP standards related to Operations and Procedures. Addresses Regional

» Catalog existing decentamination capabilities 2 corking group to identify isstes surrounding

across the NCR decontamination, segregation and quarantine (July 2006); (2)
¥ Identify and address issues surrounding area Standards for decontamination and re-entry defined (August
decontamination for the recovery of facilities, soil, 2006); (3) Plans and protocols to support these standards
water, etc. defined (September 2006); (4) Regional decontamination

P Identify and address issues surrounding transition concept plan approved {October 2006)
of people from decontamination to medical care and
Mass Care

» Develop measures for incorporating
decontamination plans, policies, and standards into
Regional operations

¥ Develop plans for the recovery of contaminated
facilities

Initiative has not matured beyond conceptual level. Full ROM cost will
be available once type of resources, investments, and activities required
to fulfill the Objective and Initiative are agreed upon by the appropriate
NCR RPWG.

standards, and protocols (§1.5 to $2.5M each). Strategic Plan period of performance is 3 years, FY07-FY09. Cost is
intended as a ROM, scale estimate only. Strategic Plan development activities are estimated as a contract. ROM cost
o ¢ not . N )

Measu & \
Number of changes to Regional plans and procedures Data to be available by August
adopted due to this Initiative 2006

Test and exercise results on decontamination timeliness and | Data to be available by October 2006

effectiveness

Average score of targeted individuals” written tests on
decontamination procedures
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il J i

trengthen all components of an mtegrated reg wxde respense and recovery capability.

PRIORITY

Develop and quppon standards for near real-time sharing of critical data, information, and intelligence necessary to
respond to and recover from threats and events affecting the Region.

Addresses the TCL Communications and Emergency Opertions Near real time information-sharing of critical

Center Management capabilities and EMAP standards related to clements of information necessary to respond to
Communications and Warning. Addresses Regional gaps and recover from threats and events affecting the
regarding Standardized Alert Notification Procedures. Region

»Develop an agreed definition of a reportable €3] Pxotocols developed for effective information-sharing on Regional
incident calls during an event {August 2006); (2) Definition agreed for

» Develop standardized mechanisms and reportable incident/information (October 2006); (3) MOU executed to
protocols for mandatory and timely reporting of | mandate sharing of appropriate incident and/or threat information
incidents, information and intelligence {November 2006); (4) Virtual network identified for information-

» Place all Emergency Operations Centers sharing to supplement or replace conference calls (Janvary 2007); (5)
which interact with the Region on an ELOs identified for all NCR Partners and rotation and visit plan
integrated, Region-wide virtual network {see implemented (January 2007); (6) Requirement implemented for use of
3.2.1 for details and costs) virtual information-sharing network by all Regionally-interacting

» Create Liaison Officers which will be cycled | EOCs (March 2007)

$1M to $2M

Cost incurred over an 8~ month peuod FYOGthrough FY07 for desxgn and validation protocols. Overlaps with 2.1.1
element Establish Emergency System of Systems. Strategic Plan period of performance is 3 years, FY07-FY09.
Historical cost data from FY03 to FYO06 is an accurate predictor of future cost and growth rates. Cost is intended as a

and FY07 budget. Number and cost ‘Es required not
defined. ]\CR Traveler Notification Program. Collaborating partners: Maryland Department of Transportation (MDOT),
MWCOG, Virginia Department of Transportation (VDOT), District of Columbia Department of Transportation (DDOT),
Contractor. Related NCR Concept papers: NCR Multimodal Traveler Information System: Collaborating partners:
MDOT, MWCOG, VDOT, DDOT, Contractor; Regional Real Time Transit Customer Information System, Reverse 911/
Mass Notification: collaborating partners: Montgomery County Transit and Regional Transit Operators,
contractor/consultants for 6 months, FY06. Relationship between capabilities listed in concept papers and Initiative
projects not defined.

Early stage (FY 06, 07)

| DHS/NCRC

m:me s

Results of tests and exercises dcﬂgncd 1o determine staff ablhty to accurately and Umely Data to be available by

deliver and obtain mandatory notifications in pre-determined scenarios: compliance November 2006

accuracy and timeliness scores by monitoring, participants’ satisfaction with level of

information by survey, etc.

Total minutes of inter-jurisdictional EOC conference calls during events Data to be available by March
2007
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RESPONSE & RECOVER
Goal 4: A sustained capacity to respond fo and recover from “all-hazards” events ‘across the NCR
Objective 4.2: Strengthen all p ts of an integrated region wide response and recovery eapability
Initiative 4.2.2: Develop and lmplement a plan for regmnally cuordmated adop

Dev elop and implement a framework to mcorporate NI’VIS into jurisdictional and Regional Emergency Operations Plan:
This framework should include aﬂ NCR Partners and not be limited to dlrect public safety personnel.

Addresses the 7C L Omne Incndent Management capability and EMAP ] Parmus are able to respond ina ‘
standards related to Division, Control, and Coordination. coordinated and effective manner to any
hazard

» Develop and mplement a NIMS impleinentation time table ( 1) NIMS implemeéntation time table
» Develop and implement processes based on NIMS principles to be used | completed (December 2006); (2) Processes
by all NCR jurisdictions when providing or receiving assistance within the | established to be used by all NCR

NCR jurisdictions when providing or receiving

¥ Develop and implement a NIMS operating plan for use in the NCR as a assistance within the NCR(April 2007); (3)
component of nmtual aid agreements NCR NIMS operating plan in place as a

» Develop plans for providing housing, food and care for first responders component of mutual aid agreements

and their families during the event of an emergency (September 2007)

» Ensure adequate mass care resources for feeding and shelter/housing in
response and recovery from disasters

» Ensure that all key NCR Homeland Security Partners are accounted for
within the NCR s NIMS framework

Initiative has not matured beyond conceptual level. Full ROM cost will be
Issimmfe oftps available once type of resources, investments, and activities required to
f - fulfill the Objective and Initiative are agreed upon by the appropriate NCR

Cost incurr ed over 12-month period, FY07 Sn ategic Plan per md of performance i3 ycars FYO7 FY09, Cost is
intended as a ROM, scale estimate only. Strategic Plan development activities are estimated as a contract. ROM cost
estimate has not been risk adjusted

| v .
Regonal compliance with NIMS principles and standards Data to be available by Decembu 2006
(external audit or assessment of plans)
Results of tests and exercises designed to assess Regional
incident management practices and capabilities
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RESPONSE & RECOVERY

Goal 4: A ined ity to r

d to and recover from “all-hazards” events across the NCR

Objective 4.2; Strengthen all components of an integrated region wide response and recovery capability

mfermatlon :
lniviorive i)x,sc rsptmn

" Addresses the 7CL Communications and Information Sharing and

bDevelop and adopt a Regional govemance model fo ensure that ¢ritical
information is made available through this Initiative

» Determine the critical data sets and applications required

» Resource the NCR watch center desk at the HSOC to disseminate actual
information

» Determine changes needed to NCR Emergency Operation Centers
{EOCs) to make them interoperable

» Match 800 MHz radio systems within the NCR

» Obtain a conference bridging capability between EOCs

» Implement WebEQC data information exchange at local, regional, and
NCR levels

» Design and implement a Data Exchange Hub (DEH) and information
portal through which critical data and applications are shared

¥ Establish VTC links between EOCs

» Design and implement NCR government fiber networks for connection
and interoperability with State and Federal systems

» Design and implement a Regional Broadband Mobile Data Network
(RBMDN)

» Purchase satellite telephones for each of the jurisdictions in the NCR

¥ Ensure systems are built to Federal information and communications
standards, with the proper level of security

Initiative 4.2.3: Develop and implement enhanced regional architecture; mfrastructure, and
concept of operatlons for commumcatmns and pmtectmn of sensmve and classxﬁed

Develop and implement mfrastmcmre, technology, proccsses, ‘and govemance to strengthen Regxonal data and
information interoperability. Establish technical connectivity, protocols, and standards to ensure protection of sensitive
and classxﬁed information. In addition to response and recovery, this initiative supports Goal Three (Prevention &

Dlssemu\atwn capabxhncs and EMAP standards rclated to Commumcatmns and

Effective timely flow of relevant
information before, during, and

(1) Information distribiition governance
model adopted (September 2006); (2) Data
sets and applications to be integrated
determined (November 2006); (3) HSOC
NCR watch center desk operational
(February 2007); (4) EOC interoperability
wodifications specified (May 2007); (5)
NCR 800 MHz radio systems matched (July
2007); (6) EOC conference bridging
capability established (July 2007); (7)
WebEOC data exchange implemented
(August 2007); (8) DEH design complete
{September 2007); (9) VTC installed in all
NCR EOCs {October 2007); (10) Fiber
network design complete (Noverber 2007);
(11) RBMDN design complete (December
2007); (12) Satellite telephones acquired
(February 2008); (13) DEH operational
{September 2008); (14) Fiber networks
operational (November 2008); {15)
RBMDN operational {December 2008)

Cost is intended as a ROM, scale esnmate onl

Number of FTEs 1eqmred not defined. Standards setting,
interoperable communications.

 Dimeframo; tarly stage (FY 06, 67)

Initigrive Lead:

Final--September 13, 2006

Remainder of Initiative has not matured beyond conceptual level. Full ROM cost
will be available once type of resources, investments, and activities required to
fulfill the Objective and Initiative are agreed upon by the appropriate NCR RPWG.

-Architecture and Concept of Oerations Development

Costs will be incurred over 28 momhs in FY06 and FYO? Work is currently underway Number of FTEs req|
defined. Overlaps and dependent upon 2.1.1 Establish Regional protocols and systems. 1.2.2 Establish requirements
generation and a prioritization process and will impact level of effort and timeline. Core work group have been trained
and have experience in interoperable communications. Strategic Plan period of performance is 3 years, FY07-FY09.
ROM cost has not been risk ad'usted

Dipes of Resources did Tivestments. .
Con Ops, and mterop@rablc commumcanons architecture for

ed not

RPWG Interoperability
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Measioe . , ‘
Results of tests and exercises designed to determing staff ability to-accurately and
timely deliver and obtain necessary information in pre-determined scenarios:
Information availability and timeliness scores by monitoring participants’
satisfaction with information availability by survey, etc.

'

Percent of designated networks by aggregate capacity which conform to the
commen standard for interoperability

Data to be available by May 2007

Percent of designated networks by aggregate capacity which conform to the
commen standard for information security

Data to be available by May 2007

Final—September 13, 2006
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ined ¢apacity to respond to and recover from “all-hazards™ events across the NCR
mprove and expand effective resource sharing systems and dards

nagement system for deployment and

1l . , .
es the 7CL Critical Resources Logistics and Distribution, Triage and Pre- | Identified miult

Hospital Treatment, and Medical Supplies Manag and Distributi and multi-jurisdictional
capabilities and EMAP standards related to Resource Management and Logistics resource needs during an event
and Facilities. Addresses Regional gaps regarding Mass Care, Special Needs are filled rapidly
Considerations, and Resource Management and Prioritization
Koy Tasks wud Programs . .  Mileston . . ‘
¥ Catalog public and private resources in Region inchuding MOUs, (1) Resource catalog complete (July 2006): (2)
physical equipment, and other caches (without double-counting) Existing resource inventory systems profiled
» Identify and leverage existing inventory systems {(Hospital beds, October (2006): (3) Protocols adopted for

stockpiles, etc.) sharing resources via the new system (December
¥ Ensure sufficient plans and resources for taking care of special 2006); (4) New system requirements documented
needs populations (February 2007); (5) Static demo of new system
¥ Provide for animal protection and care delivered for evaluation (March 2007); (6) Live,

» Establish protocols within the context of Mutual Aid agreements WebEOC-linked system delivered (April 2007)
for requesting and receiving resources via the resource system
» Establish a dynaniic inventory system that indicates resource status
» Link Regional resource inventory system to WebEOC
1 Initiative has not matured beyond conceptual level. Full ROM cost will be
‘available once type of resources, investments, and activities required to fulfill
the Objective and Initiative are agreed upon by the appropriate NCR RPWG.

-Minimum $10M.

e , BaScl et
Completeness of inventory (via audit) Data to be available by March 2007
Accuracy of listed resource status (via audit)

Time required to find, request, receive, and dispatch
resources via system (training, test/exercise, and event data)
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SPONSE & RECOV
Goal ined cap 0¥ d to and recover from “all-hazards” events across the NCR
Objective 4.3: Improve and expand effective resource sharing systems and dards
Initiative 4.3.2: Establish and implement regional, interdisciplinary protocols (e.g., mutual aid

Aareements) i Gt : & iy

i eseﬂptw

Engage COG to develop Mutual Aid agreements and other protocols.to allow the expansion of a Regional resource

management program, which includes the stakeholders from the private sector and from outside the NCR, where
appropriate.

oy

Addresses the 7CL Public Safety and Security, Provide emergency response reserve capacity to NCR
Environmental Heaith, Explosive Devices Response members without additional investment
Operations, Firefighting Operations/Suppert, and Urban
Search and Rescue capabilities by implementing Regional
protocols for sharing for resources in the event of an emergency,
Also addresses EMAP standards related to Mutual Aid

4 fasks and Brograms . oston . ‘ .
¥ Identify types of resources subject to' sharin; (1) Types of resources targeted for sharing identifie
{October 2006); (2) Proposed circumstances triggering
resource sharing drafted (December 2006); (3) First draft
of proposed agreerment released (February 2007); (4) Final
agreement adopted (September 2007)

RE

g
» Define circumstances under which sharing will be
implemented
» Document terms of sharing
» Draft procedures for requesting resource loans and for
delivering resources

Initiative has not matured beyond conceptual level. Full ROM cost will
be available once type of resources, investments and activities required to
fulfill the Objective and Initiative are agreed upon by the appropriate
NCR RPWG.

Minimum $5M.

I OH
Cost will be incurred over 12-month period during FY07. Strategic Plan period of performance is 3 years, FY07-FY09:
Cost is intended as 2 ROM, scale estimate only. Strategic Plan development activities are estimated as a contract. ROM
cost estimate has not been risk adjusted.

Resourée information not yet available.
. Early stage (FY 07)

Percent of targéted resource types owned by NCR entities
which is subject to sharing agreement
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"RESPONSE & RECOVERY

Goal4; A ined eapacity to respond to and recover from “all-linzards” events across the NCR

Objective 4.3: Improve and expand effective resource sharing_systems and ds
Inmatlve 4.3.3: Estabhsh and lmplemem regional, mterdx i

L Public Safety and Security, Explosive Devices Technical and functional bamers to
Response Operations, Firefighting Operations/Support, and Urban resource-sharing are eliminated
Search and Rescue capabilities by implementing Regional standards
equipment interoperability. Also addresses EMAP standards related to

types of resources subject to shrmg (see 4.3A2) (1) Catalog shared resource typcs (Noxember 2006);
P Identify technical/functional features that can limit (2) Identify interoperability issues and options (January
interoperability and non-interoperable specification types for 2007); (3) Characterize existing resource base

each feature according to interoperability issues and options

» Inventory existing resources against resource types, and (February 2007); (4) Gather data on selection factors
interoperability feature specifications type (see 4.3.1) for various options (April 2007); (5) Draft proposed
» Collect technical data and user input on varying interoperability standards (May 2007); (6) Revised
interoperability feature specification types draft completed (July 2007); (7) Standards adopted
» Draft interoperability standards {September 2007)

P Review draft with equipment users and revise accordingly
» Obtain NCR governance acceptance of final standards
ol : Initiative has not matured beyond conceptual level. Full ROM cost will be
available once type of resources, investments and activities required to
fulfill the Objective and Initiative are agreed upon by the appropriate NCR

Cost will be mcurred over 13-month period durmg FY07 Task identify types oflesources, equlpment 1eqmred for
interoperation, and current inventory. Strategic Plan period of performance is 3 years, FY07-FY09. Cost is intended as a
ROM, scale estimate only. Strategic Plan development activities are estimated as a contract, ROM cost estimate has not
been risk adjuste

Resource information not yet available.
Early stage (FY 07)

Equipment interoperability rates {via audit) ~ perceit of Data to be available by February 2007
relevant equipment reviewed that complies with the
interoperability standards

Interoperability issues identified via tests and exercises
{number per event)
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RESPONSE & RECOVERY

B

Conduct Regmnal models and exercises 6f the 15 DHS scenarios (and other hlgh threat scenarios, where appropriate) to

accderate Lonal TECOVEr

dresses the EMAP standards related to Exerc es, Evaluations and 1dentify most significait recovery
Corrective Actions. Addresses Regional £aps regarding Regmnal Analysis | challenges for which to prepare

S - :
»Model economic impact ~Socie-economic, 43} Models avaxlab]e for all major scenarios o improve plarmmg,
Business, and Employees response and recovery potential for these scenarios (Fall 2006); (2)
»Model long term impact on Health and Mental | Results of models reflected in exercises and live operations (By Fall
Health - Responders, directly impacted 2007); (3) Long term preparedness policies, plans, resources,
individuals, and the general public operations, activities in the NCR refined to reflect model outputs (Fall
»Mode! long term impact of clean-up and re- 2008); (4) Resuits of refinements to plans and preparedness activities
entry to potentially contaminated areas reflected in improvements to exercise and operations after actions
» Model potential impact mitigations and reports (Fall 2008)
recovery acceleration measures for each
sceuarm N

| $7Mto SOM

Costwill be mcurred over 26-month period, PYOG thmug,h FY08 pumarll for ETOP and WMD tra ing and exercises.
Strategic Plan period of performance is 3 years, FY07-FY09. Historical cost data from FY03 to FY06 is an accurate
predictor of future cost and growth rates, Cost is intended as a ROM, scale estimate only. ROM cost has not been risk
adiusted:

1ypes of Resouroes gl lives

Nuiiiber and cost of FTEs required not defined. Development of training exercise curriculum against 15 DHS scenarios
and actual training/exercises FY06-FY08. Number of FTEs required not defined. Related projects: Exercise and Training
Operations Program (ETOP), Training and-exercise for Fire and EMS Responders. Related NCR RPWG Concept Paper:
perations (Offensive Training).

R-ESF #14 Long Term Community Recovery and
Mitigation

Percent reduction in modeled impacts due to identified

Data to be available by Fall 2007
mitigations and recovery measures

Final—September 13, 2006 A-36



166

NCR Homeland Security Strategic Plan

Appendix A: Strategic Goals. Objectives, and Initiatives

A sustained

, and Resource

¥ Identity roles as defmed in loca} Regxonal
State/District Emergency Operations Plans (EOPs)
» Identify roles as defined by NGO community
» Compare contrast and reconcile the EOPs vs. the NGO
plans to comprehensively identify NGO roles in response
and recovery
» Include NGOs in major Regional exercises and
planning efforts
¥ Formalize non-governmental stakeholder response and
recovery roles.in ’\ILR overnance and operations

Addresscs the 7CL Mass are capab ty. Addresses Regmnal gaps
regardmg Inclusion of the Private Sector in Regional Planumg, Public-

Additional resources applied to response
and recovery

(1) Pubhc, private and NGO resaurces for résponse and
recovery identified (November 2006); (2) Identified
resources matched with known response and recovery needs
(January 2007); (3) Mechanisms and formal documentation
for integration of non-governmental stakeholders identified
Tesources into response and recovery effort are completed
(June 2007)

Cost will be incutred over 9 month
estimate: has not been risk adjusted.

Resource information not yet available.

Initiative has not matured beyond conceptual level. Full ROM cost will be
available once type of resources, investments, and activities required to fulfill
the Objective and Initiative are agreed upon by the appropriate NCR RPWG.

n FYO’I Str atcgzc Plan penod of pcrformancc
intended as a ROM, scale estimate only. Strategic Plan development activities are estimated as a contract. ROM cost

3 years, FYO7-FY09. Costis

Early stage (FY 07)

Value of additional resources (public, private, and NGQ)
available for response and recover

iy
S
Data to be available by November
2006

Final—September 13, 2006
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‘ RESONSE & RECOVE

Goal 4: A sustained capacity to respond to and recover from “all-hazards” events across the NCR

Objective 4.4: Identify and close gaps in long-term recovery capabllltles

Initiative 4.4.3: Review existing programs, mutual aid agreements, MOUs and legislation to
i

Idcntlfy ke long term 1ecov ery issues; revww exxstmg plans, policies, procedures AARs to identify gaps int addressing
close

Addresses the TCL Restoration of Lifelines and E ic and C
Recovery capabilitics, and EMAP standards related to Operatiens and stimulate disaster recovery more
Procedures. Addresses Regional gaps regarding Understanding of Long-Term speedily
Recovery Issues and Sp ecxal Needs Considerations.

» Idermfy federai programs that will be initiated if a major event/incidént occurs (1 Complete review of éxisting
¥ Identify key long term recovery issues (housing, employment, mental health, arrangements (July 2007); (2)
community recovery and infrastracture, special needs populations, etc.) Identify gaps in recovery capacity

» Review mutual aid agreements to see what extent they address long-term (October 2007); (3) Identify
recovery issues corrective actions necessary to fill
» Review MOUs to see what extent they address long-term recovery issues gaps (March 2008); (4) Develop
» Review legislation to see what extent they address long-term recovery issues plan for putting corrective actions
¥ Review existing programs to see what extent they address long-term recovery into effect (September 2008)

issues

¥ Take corrective action to address gaps identified in long-term recovery
capabilities

¥ Incoiporate feedback mechanism fnr lessons Jearned based on real world events

Initiative has not matured beyond conceptual level. ROM cost will be
available once type of resources, investments and activities required to
fulfill the ObJCCthC and Initiative are agreed upon by the appropriate NCR

“Cost will be incurred over 18 months during FYG7 and FY08. Outycar coststoclose gaps indeternnate. Strategic Plan
period of performance is 3 years, FY07-FY09. Cost is intended as a ROM, scale estimate only.

Resource information not yet available.

Early and Middle stages
(FY 07, 08)

Decreased time to pre-defined recovery stage due to gaps Data to be available by Fall 2007
closed through this Initiative, as determined by scenaric

modeling (per Initiative 4.4.1)
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Appendix B:  Performance Measures Criteria

B.1.
.
®

*® & & o

B.2.

‘What Constitutes a Good Measure?
Emphasizes progress towards accomplishing organizational goals/mission
Links goals/mission to the plan at the strategic, operational, and individual
(managerial/employee) levels
Easy to understand, applicable across organization, and supported by obtainable data
Meets “SMART"” Test — §pecific, Measurable, Actionable, Results-Oriented, and Timely
Creates appropriate incentives for managers (not easily gamed)
Speaks to cross-organizational activities (i.e., helps to smash silos) and is able to be rolled up
Lends itself to target setting and interim variability (should not answer a yes/no question)
Exhibits high use to cost ratio (relied on for decision-making with minimal associated costs)

What Constitutes a Good Set of Measures?

Critical few rather than the messy many(the actual number might be determined by coverage
of all activity/outcome relationships, management ability to digest, regulatory requirements
or all of the above)

Balanced across various dimensions:

- Leading (e.g., employee fill rate) and lagging (e.g., employee satisfaction) indicators

- OQutcome and output measures

- Activity categories (¢.g., customer, accountability, internal process, learning, and growth)

Final—September 13, 2006 B-1
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Appendix C:  Pre-Launch Activities, Initiatives, and Sequence

C.1. Pre-Launch Activities and Timing Sequence

We must conduct the following preliminary activities before we can launch an Initiative: (1) functional
specifications; (2) technical specifications and detailed cost estimate; and (3) project plan development.
We must complete these pre-launch activities and launch the Initiatives by certain deadlines in order to
meet the aggressive NCR capability development goal set and target end dates. Table C-1 below details
the pre-launch activities and their standard timeframes.

Table C-1—Initiative Pre-Launch Activities

1. Functional Specific Initiative leads and lead support
(Needs Assessment) groups will develop and validate
descriptions of the general needs to
be filled by the project

2. Technical Specifications | Initiative leads and lead support 1 month
and Detailed Cost Estimate | groups will develop and validate
{Requirements Analysis) specific project parameters and

reconcile capability-based funding
with Initiatives

3. Project Plan Initiative leads and lead support 2 months
Development groups will develop project plans for
each Initiative.

Table C-2 takes the pre-launch activities and applies them to the Initiatives. Table C-2 describes the
essential pre-launch activity steps for each Initiative, a start date on which each pre-launch activity must
occur in order for the related Initiatives to start on time, and the Strategic Plan timing sequence to be
maintained.

General assumption: Initiatives were grouped by Objective where they are similar and their planning

efforts will be intertwined. However, in some cases Initiatives under the same Objective are distinct and
independent enough to be planned and timed separately.

Final—September 13, 2006 C-1
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Table C-2—Strategic Plan Timing Sequence’

in Activity Shown Ne Later han
Initiative or
= Group
A . .

Jun FY03 Jul FY05 Aug FY05 Oct FY06
.21 May FY06 Jun FY 06 Jul FY (6 Sep FY06
122 Nov FY06 Dec FY08 Jan FY07 Mar FY07
131132 Jun FYQ7 Jul FY07 Aug FY07 Oct FY08
2.0.1 Tk
212 Qct FY05 Nov FY05 Dec FY05 Feb FY006
2.2.1 Jun FY06 Jul FY06 Aug FY06 Oct FY07
2.2.2 April FY06 May FY06 Jun FY06 Aug FY06
3.1.1 Jun FY06 Tul FY06 Aug FY06 Oct FY07
312,313, Jan FY07 Feb FY07 Mar FY07 May FY0Q7
314
3.2.1 Jun FY06 Jul FY06 Aug FY06 Oct FYO7
322 Sep FY05 Oct FY05 Nov FY05 Jan FY06
3.3.1 Jan FY06 Feb FY06 Mar FY06 May FY06
332 Dec FY06 Jan FY06 Feb FY06 Apr FY06
4.1.1 Sep FY06 Oct FY06 Nov FY06 Jan FYO7
4.12 Jun FY07 Jul FYQ7 Aug FY07 Oct FY07
4.1.3 March FY06 Aprit FY06 May FY06 Jul FY06
4.2.1 Apr FY06 May FY06 Jun FY06 Aug FY06
4.2.2 Jun FYQ7 Jul FY07 Aung FY07 Oct FY07
423 May FY06 Jun FY06 Jul FY 06 Sep FY06
4.3.1 Mar FY06 Apr FY06 May FY06 Jul FY06
4.3.2 Jun FY07 Jul FYO7 Aug FY(7 Oct FY 07
4.3.3 May FY06 Jun FY06 Jul FY06 Sep FY06
4.4.1 AprFY06 May FY06 Jun FY06 Aug FY06
442 Jun FY06 Jul FY06 Aug FY06 Oct FY07
443 Dec FY06 Jan FY 07 Feb FYQ7 Apr FY07

*Priarity Initiatives

C.2.

In the course of developing Section 4.2 and Appendix C-1, we made assumptions to establish a clear and
logical sequence of Initiatives. This section details the factors that we considered and deliberated to
inform the placement of activities in the Strategic Plan's FY07 through FY09 period of performance.

Initiatives, Sequence, and Timeline Assumptions

The appendix presents assumptions in three categories: Start Factors, Duration Factors, and Comments-
Assumptions. We used these categories to describe dependencies and overlaps and generally outline the
interpretation of the Initiative text used to places activities in sequence. The categories answer the
fundamental lifecycle placement questions of “When?” How long?” and “What else was considered?”

! Note: 17 Initiatives have been included with Taunch dates in FY06 to capture current and ongoing strategic actions.
Accordingly, pre-launch steps for FY06 initiatives are shown to describe activities that lead to the successful commencement
of strategically aligned FY06 efforts.

Final-—September 13, 2006 C-2
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C.2.1. Start Factors—*“When must an Initiative begin?”

Start Factors outline the rationale for begirming an activity in a specific time relative to other Initiatives.
The start factor also presents the logical argument for the date placement and launch timeframe of a
specific activity in the Strategic Plan execution sequence. For example, 1.1.1 Strategic Planning
Initiative must begin before enhancement or dependent planning efforts like operational or program
standards can be developed.

C.2.2. Duration Factors—*“How long will it probably take?”

The length of time an activity will take to perform is based on the complexity of the tasks involved and
the amount of resources that can be brought to bear in the execution of the Initiative. The duration
factor describes the minimum number of months that an activity will take, assuming resources are
available and engaged efficiently. It also includes the fiscal year(s) in which an Initiative will occur.
The year in which an activity will be performed reflects the assumed phase and stage of capability
development: long term planning, implementation planning, or execution. Although we recognize that
many of these Initiatives are ongoing or continuous, we assign ends based upon activity cycle ends.

C.2.3. Comments-Assumptions—“What else needs to be considered?”

The final assumption category describes the additional considerations used to place an Initiative in
timescale. The category includes notes on factors, overlaps, and dependencies not fully captured by the
start or duration categories.

‘We made the assumptions in the Strategic Plan to establish a logical sequence of Initiatives across the
three-year planning period based on duta available at the time. We will use the resulting timeline and
sequence to help begin the process of detailed program and project planning. As requirements are
further defined in the planning process, most of the assumptions and factors listed in this table will most
likely be revised to maintain a cohesive and integrated strategic performance framework. We will use
the framework to inform resource planning, prioritization, and allocations throughout the period of
performance.

Table C-3 lists the Initiative start factors, duration factors, and comments and assumptions for each
Initiative.
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Table C-3-—Initiative Start Factors, Duration Factors, and Comments and Assumptions

*Note: Botd, Grey Fill = 7 af 20 Priority Initiatives

Tnitiative

| Start of Iong-termplannin and

framework development — prime FY06 and FYO7

basis of all other planning.

Plan will include an actionable

framework and Regional
planning process for decision-
making and Initiative project
planning. Plan will be delivered
July FY06,

Document NCR: 1.1.1 Establish design and begin 21 months,

homeland security populating strategic framework FY06 and FYO7

planni prbcess~ before enhancement.

Designand conducta| 1.1.1 Strategic Planning 7 months, FY06 | Project Execution planning will
risk-b:is‘ed;threat‘ enhancement must be completed and FYQ7 occur in FYQ7, Initiative

analysis:

before project execution can occur.

represents development of a
methodology and criteria for
identifying and assessing security
risk consistent with HSPD-7 and
8 requirements.

Establish
requirerients and

Results of performance and risk 4 months, FY07
assessments must be released

before incorporation can occur.

NCR Stakeholder consensus. 26 months,

lo]i investihent

FY06 through
ility FYO08
Design Analysis occurs at the end | 19 months,
of Strategic Planning. FY06 through

planning lifecycle
approach -

protocols and systems

FY08

Regional protocols need to be 38 months,
developed before 2.1.2 education FYO06-FY09
curriculum and during system
build-out enhancements (system
implementation, latter half of
210

Develop and sustain
multi-year education
campaigns

36 months,
FY(06-FY08

Long-term planning to design and
establish Initiative 2.1.1 systems is
required before requirements

ion

Related dependency with 2.1.1.
These educational campaigns
need to be tied to the established

development and imp

Regional protocols and systems.

NCR Preparedness
Campaigns

2.2.1

Coordinated from strategic
planning and integration with
implementation plans (1.1.2).

27 months,
FY06-FY09

Timeframe determined by Nov.
17, 2005 plenary session
participants
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14 months,
FY06-FY08

Leveraging and developing
partnerships are critical
components in NCR resource
planning and capability
development. The effort will be
concurrent with 1.1.1 “Strategic
Plan Development.”

Timeframe determined by Nov.
17, 2005 plenary session
participants
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Name

Prevention/Mitiga
Framework Planning
Integration™ :

Start Factors

Strategic Plan completed before

prevention/mitigation integration
with other operational plans. 2.2.1
NCR Preparedness campaigns
completed first before prevention
planning.

Baratlon
. Budtons
12 months,
FY07,
integration from
3.1.1. leads into
the rest of
Objective 3.1

Ssumptisns

Overlaps Objective 4.1, 112
Implementation Planning.

Exercise Framework

pursuing training and exercise
P

implementation
planning
& Initiatives
Training and Need to be at least half way 7 months, FY07 | Separate ESF resources for each
] through 3.1.1 planning before and FY08 implementation planning

Initiative.

Hcaith Surveillance

Need to be at least half way
through 3.1.1 planning before
pursuing implementation planning.

7 months, FY07
and FY08

Separate ESF resources for each
implementation planning
Initiative.

Need to be at least half way

7 months, FY07

Separate ESF resources for each

' ‘labo‘ration

‘Personnel

of positions requiring clearance
before process and current

| clearances can proceed.

through 3.1.1 planning before and FY08 implementation planning
. : pursuing implementation planning. Initiative.

haring‘émd Long term planning for roles, 13 months, November 17 plenary session
responsibilities and protocols FYO07 documentation states Initiative
begins at the end of Strategic Plan will be completed by September
and 1.1.2 Initiative Execution 2007, beginning 2008.

o S5 Planning.
ng Appropriate‘ Requires 3.1.1 Prevention 15 months, Develop process for clearance of
St framework SOP with identification | FY06 and FY07 | appropriate roles/positions and

process current required
clearances. Allow 12 months for
requested personnel to be
processed. Need cleared
personnel to develop clearance
process and standards. Cost of
background investigation and
general clearing process longer
and more cost prohibitive than
assumed in November 17 plenary
session documentation, where
cost identified as "low".

Prioritization CIP -
Protective and
Resiliency Actions

1.2.1 Risk Analysis must occur
before or simultaneously with
identification of NCR CIP and
generation of protection

dation:

9 months, FY06
and FY07

CIP: Inventory and

Establish Corrective
Action Program. ™

Requires completion of 1.2.1 Risk

Assessment and 3.3.1 Catalog of

CIP assets before enhancement and

integration of risk assessment can
ul

Planning process occurs during
1.1.2 (sub element of Initiative
implementation planning).

24 months,
FY06, FY07,
and FY08

5 months, FY0O7

Initiative is limited to integration
of risk and performance-based
approaches, not implementation.
Will not require investment to
complete Initiative,

Program design and
implementation for AARs.
Parallel effort with 1.1.2
Initiative Implementation
planning,
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Name
Number

Oceurs after 2.2.1 Parter

C Shun Buclors

Duragion.
. Hagters

Potential Overlap with 1.1.2

412 ‘Align and {iiie‘grzi‘téﬁ : 6 months, FY07
Response Plins Engagement Planning and during Initiative Implementation
1.1.2 Initiative Implementation Planning (dependent on over-
Planuing. arching operational plan design)
and 2.2.1 Partner Engagement
: : Planning,
413 Pefine Initiative occurs at the end of 1.1.1 | 4 months, FY06 | Part of TCL: WMD/Hazardous

PDecontamiination and| Strategic Planning and during the | and FY07 Materials Response and
Re-Entry ‘Capabilitieé first phase of 1.1.2 Initiative Decontamination Capability,
. Implementation Planning. “containing and fully
. decontaminating the incident
site, victins, responders and
equipment.” Need to align with
Strategic Planning Framework
and 1.1.2 Initiative
Tmplementation Plamming to
i L : develop and integrate capability.
Develop Notification: Qceurs during design and 8 months, FY06 | Overlaps with 2.1.1 Establish
Protocols implementation of 2.1.1 System of | and FY07 Emergency Info System of
Snimn . Systems, Systems,
Developand: Activity occurs simultaneous to 12 months, Overlaps with 1.1.2 Initiative
Im‘pl‘éméntNlMS | 4.1.2 Align and Integrate Response | FY07 Implementation Planning, 4.1.2
Ad‘opti‘onk Plan '{ Plan and 3.2.1 Info, Sharing and Align and Integrate Response
. Collaboration Framework Plans, 4.3.2 Design and
Resource Planning. Traplement Interdisciplinary
Protocols and 3.2.1 Info. Sharing
and Collaboration Framework
R - Resource Planning.

4.23  |'Develop and Initiative occurs during long-term | 28 months, Overlaps with 2.1.1 Establish
~Implemeiit planning phase FY06 and early FY06 and FY07 | Regional Protocols and Systems
“Interoperability FY07. and new requirements defined in

S 1.2.2 will provide input to
Initiative. Initiative text
describing "develop architecture
for Regional interoperable
communications” does not match
November 17 plenary
documentation
description/desired result which
includes implementation
activities.

431 Design Résource Lifecycle planning requires the 10 months, Overlaps with 1.1.2 Initiative
Management System | definition of human resource FY06 and FY07 | Implementation Planning.

: N o management before and/or during
to 1.1.2 Initiative Implementation
: 8 Planning.

432 Design-and: Mutual Aid Agreements developed | 12 months, Primary [nitiative activity to
Tmplement - after Strategic Plan defined in FYo7 design and implement mutual aid
Interdisciplinary. 1.1.1and dur.ing 1.1.2 Initiative agreemcms.‘Ix‘u.m'disc‘iplfnary
Protocols (é.g; Mutual Implementation Planning. refers to activities bridging R~
Aid Agr N S ESF categories.
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Initiative Name

Number

Interdisciplinary
Equipment
Interoperability
‘Standards

| Simult

it Bactors

eus complment fr ]
4.2.3. Covers all'potential
equipment overlaps (including

1 communications) and

interoperability issues.

| Duration

. Faalbijs
13 months,
FY06 and FY07

Overlaps with 4.2.3 D
Interoperability Structure, 2.1.1
Establish Regional Protocols and
Systems; new fequirements
defined in 2.1.1 will provide
input to Initiative. Initiative
complements 4.2.3 by covering
all equipment architecture
interoperability.

Modeland Exercise
15 DHS Scenarios

End of lifecycle, assumes
capability installed and developed
before exercised.

26 months,
FY06 and FY08

Primarily refers to ETOP and
WMD training and exercises,
including the development of
curricutum. Measured exercise
proves capability/preparedness.
Initiatives do not over
implementation detail required to
provide capability to Initiative
transparency (Strategic Plan
Framework).

Align:Public; Private;
NGO Resources with
Response, Recovery: -
Needs -

Simultaneous with 2.2.1
impt mutual aid agr
with Civic, Private, and NGOs.

9 months, FY07

Overlaps with Initiative 2.2.1
elements to implement mutual
aid agreements with Civic,
Private, NGOs; primarily covers
Initiative Implementation
Planning

- Address Lbhg;term
Recovery Gaps

Occurs after remedies selected
from 1.1.2, implementation
continues through the remainder of

18 months,
FYO07 and FY08

Overlaps with 4.1.1 Establish
Corrective Action Program and
1.2.1 Select Remedies from Risk
A

the period of performance.

Final—September 13, 2006



176

NCR Homeland Security Strategic Plan Appendix D: Backeround: Evolution of the Strategic Plan

AppendixD:  Background: Evolution of the Strategic Plan

Since the terrorist events of September 11, 2001, we have made significant progress improving our
respective preparedness capabilities. But large scale events-—whether natural or man-made-—respect no
boundaries. We recognize this and have a long tradition of established mutual aid agreements to deal
with Region-wide events. While these arrangements have generally worked well in responding to
significant events, we have less experience in planning and investing for preparedness as a coordinated
body. Recognizing the need for a comprehensive strategic plan for homeland security in the NCR, we
have been working to develop a strategic plan since 2001.

A broad array of NCR stakeholder planning sessions and documents laid the groundwork for our NCR-
homeland security strategic planning efforts after 9/11. In 2002, the Senior Policy Group was
established to provide continuing policy and executive level focus to the Region’s homeland security
concerns and to ensure full integration of Regional activities with statewide efforts in Virginia,
Maryland, and the District of Columbia. The Homeland Security Act of 2002 created the Office for
National Capital Region Coordination within DHS, which was tasked with coordinating the domestic
preparedness activities of federal, state, local, and regional agencies and the private sector in the NCR.
In the Eight Commitments to Action, the Mayor of the District of Columbia and the Governors of
Virginia and Maryland committed to a collaborative approach in addressing eight areas of homeland
security within the NCR.

Using this groundwork, we have worked together in a collaborative, transparent process to develop a
comprehensive, specific, and achievable plan to which we hold ourselves accountable. The process
included interactive work sessions and off-line participatory content development. The developinent of
the Strategic Plan involved three major phases: consensus building (Aug 2004 — Jun 2005), Initiative
developrment (Jun 2005 — Nov 2005) and program management and implementation (Jan 2006 — Jul
2006).

D.1. Consensus Building (Aug 2004 — Jun 2005)

From August 2004 through June 2005, we built consensus on the basic framework for the Strategic Plan
and the process by which the Strategic Plan would be developed.

We agreed to use a collaborative and integrated framework for developing the Strategic Plan as
described in Figure D-1 below. We used this framework to develop the Strategic Plan and we will
continue to use it to update and amend the Strategic Plan as necessary.
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Figure D-1—Integrated/Collaborative Planning Framewerk Approach
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Using this collaborative process during the Consensus Building phase, we designed the basic framework
of the Strategic Plan. We created our Vision, Mission, Guiding Principles, and Objectives by
synthesizing guidance from regional and federal reference documents, R-ESFs, and interviews with
NCR stakeholders.

Five distinct Regional planning reference documents guided the design of the Strategic Plan.

1. WashCOG REG-ECP (2002)

2. Eight Commitments to Action (2002)

3. UASI Strategy (2003)

4. (CAO)-Senior Policy Group (SPG) Priorities (2004)

5. Regional Emergency Support Functions (R-ESF) Plans (2005)

Additionally, we used the following federal documents to assist us in the design process:

2002 National Strategy for Homeland Security
Department of Homeland Security Strategic Plan
HSPDs 5,7, and 8

NIMS

NRP

Guidance templates for the National Preparedness Goals
7. DHS State and Urban Area Grant Guidance

We also recognized that the Strategic Plan would need to evolve to keep pace with the NCR’s changing
priorities. We agreed to use collaborative, integrative planning within the NCR to make updates to the
Strategic Plan. Figure D-2 depicts how we view the long-term process of enhancing overall
collaborative planning within the NCR.

IAEDANE S RS
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Figure D-2—Iuntegrative/Collaborative Planning within the NCR
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D.2. Initiative Development (Jun 2005 — Nov 2005)

After reaching consensus on the high-level Goals and Objectives, we focused on Initiative dévelopment
to support the strategic Goals (see Figure D3). A series of four facilitated Goal Groups, involving
representatives of the 14 NCR jurisdictions and local, state, Regional and Federal stakeholders, met
between June and November 2005 to finalize the strategic Goals and Objectives and begin developing
detailed Initiatives. A review group made up of representatives from each of the Goal Groups met to
review and coordinate Initiative development; determine how well the Initiatives addressed Regional
weaknesses and gaps; determine whether the Initiatives incorporated both the seven National
Preparedness Goals and the 37
Target Capabilities; and to develop a
list of priority Initiatives for
consideration by the NCR Partners.

Figure D3 - Initiative Development
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broad array of policies, programs, 2

b
and actions within the NCR. The U wa>
plenary participants decided to
schedule their next session for
September 2005, providing the Initiatives & Action Plan
established Goal working groups

with three months to develop Initiatives.

At the September 2005 plenary, NCR Partners agreed to finalize the Mission, Vision, Guiding
Principles, and Strategic Goals for public release on the Metropolitan Washington Council of
Governance website. Participants of this session also agreed to continue the Goal Groups as a means to
further develop individual Initiatives. We required each Initiative to include a description, desired
results or outcomes, timeframes and costs, and a status update for those already underway.
Additionally, each Initiative was to include a list of key tasks, action items, and performance measures
to assess the overall effectiveness of the Initiative.
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To reach final consensus on NCR Initiatives, a third plenary session was held on November 17, 2005.
This session finalized the strategic Initiatives developed by the working groups, defined the process by
which certain Initiatives were designated “priority,” and enabled us to reach an understanding and
agreement on the process going forward.

The Initiative Development phase produced the necessary growth and empowerment of the RPWGs.
The RPWGs are outcome-driven, accountable working groups that develop and oversee programs and
the associated projects within the NCR. The SPG also created a Program Management function within
the NCR Homeland Security Grants and Program Management Office to provide effective program-
level management of the projects associated with the homeland security grant funding.

D.3. Program Management and Implementation (Jan 2006 — Jul 2006)

From January through March 2006, the NCR Partners began to apply the NCR FY 06 grant application
process, based on the FY 2006 Homeland Security Grant Program ~ Program Guidance and Grant
Application Kit (Decersber 2005). The SPG/CAOs established a process that would be used for
selecting specific projects in future grant awards and for developing and assigning action items to
finalize projects. Management of these projects would be guided by RPWGs and a program
management function within the NCR Homeland Security Grants and Program Management Office.

In January 2006, the SAA hosted a Homeland Security Target Capabilities Workshop, a collaborative
meeting R-ESF Committees from its member jurisdictions, to assess the NCR’s current homeland
security program capabilities and future program needs. This meeting was designed to complete the
Program and Capabilities Review required under the 2006 Homeland Security Grant Program.

Under the DHS Program and Capability Review, states are required to focus on seven National Priorities
and eight specific Priority Capabilities that flow from them. Under the DHS grant provisions,
assessment of the eight Priority Capabilities is mandatory for all jurisdictions. Through the review
process, the NCR developed two key submissions for the FY 2006 grant application:

1. Program and Capabilities Enhancement Plan, which is a multi-year program management plan
for the entire NCR homeland security program that looks beyond grant programs and funding;
and

2. Investment Justification, which identified specific Initiatives from the Enhancement Plan for
which the NCR proposed to use FY 2006 UASI funding.

The NCR Homeland Security Grants and Management Office is held accountable for meeting the
performance measurements set forth in Enhancement and Investment Plans developed as a part of the
NCR UASI application.

In February, 2006, another session was conducted to review and rank the 100+ Concept Papers/Initiative
Plans submitted. Individuals representing the 16 R-ESFs and the 15 RPWGs evaluated the concept
papers. The outcome of this practitioner-level evaluation was compiled for use by the SPG/CAOs ina
workshop held on February 15th, 2006 at which the target funding amounts were determined for each
submitted investment justification. The target cap on the overall FY 2006 package was determined by
reviewing the strengths and weaknesses associated with the capabilities review and understanding what
could be practically accomplished within a two-year grant timeframe. The senior leadership of the NCR
also considered the use of FY 2005 funding, the level of maintenance of current projects, and other
factors to inform final decisions.
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On March 28, 2006, the Governments of the District of Columbia, Commonwealth of Virginia, State of
Maryland, and the Office for National Capital Region Coordination testified in front of the
Subcommittee on Oversight of Government Management, the Federal Workforce, and the District of
Columbia at the Readiness in the National Capital Region Hearing. Here, they:

* Provided a synopsis of the planning framework and process;

s Aided the Committee to better understand the enhanced collaborative actions we have taken
since July 2005;

e Presented the NCR’s collective vision for regional preparedness utilizing the FY 06
Homeland Security Grant Program Guidance; and

e Articulated progress by pointing to measurable steps taken that will improve the readiness of
public and private sector and our residents across the Region.

Related to the strategic framework is the creation of multi-jurisdictional performance measures to
effectively monitor and assess execution of the Strategic Plan. In addition to integrating guidance from
DHS national efforts such as HSPD-7 and HSPD-8, the NCR is also undertaking a more detailed assessment
through EMAP and currently undergoing a review of emergency operation plans through the National Plan
review process initiated by the President and Congress following Hurricanes Katrina and Rita.

In June of 2006, the NCR was working on the second draft of the Strategic Plan. NCR Stakeholders were
interviewed in a two week time frame where provided their comments for the Strategic Plan’s development.
The second version of the Strategic Plan addressed all of these comments. The NCR Partners held a
Comment Resolution Session on June 29, 2006. In this session, we reached consensus to the final version
of the Strategic Plan that will be submitted to the EPC on July 12, 2006 for final approval.
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Appendix E: Methodology Details and Management of Implementation
E.1. Risk-Based Approach

Our Mission is to “build and sustain an integrated effort to prepare for, prevent, protect against,
respond to, and recover from all-hazards threats or events.” This Mission creates a substantial risk
management role for the NCR Partners. The challenge is to adopt a realistic, comprehensive, and
forward-looking framework for managing risks to the NCR that recognizes that only a finite amount of
resources can be allocated towards achieving our Mission. As a result, we must manage risks to the
NCR using a cost-benefit analysis to ensure that resources are allocated where they will have the most
beneficial impact. A risk-based framework possesses two central tenets: risk must be managed from a
system perspective and funds must be targeted where there is the greatest exposure to risk*

E.1.1. The NCR’s Risk Challenge
The homeland security challenge faced by the NCR in the 21st century is due in large part to the
expansive network that we have created to meet the demands of our economy and citizens. During the
past two decades, the business and government entities comprising the NCR, as in most other
metropolitan areas, have expanded and altered their business models to take advantage of the so-called
“network-effect.” Although these changes have significantly enhanced the efficiency and effectiveness
of these entities, they have complicated the operating model. A more complicated business model and a
world of uncertain threats create a NCR that becomes more complex and interdependent each year.

‘When considering risk management options to address homeland security concerns, we must remember
that elements of the NCR do not exist in isolation. Each element represents a complex system--and
each element is also embedded in an increasingly complex system. Homeland security in such an
environment depends on creating sound risk management capabilities and possessing the ability to
interact flexibly with elements of the national system.

Because the NCR is a complex system, developing linear risk strategies to improve a single element of
the NCR would be ineffective. We cannot improve one part of the system without considering the
impact on the other parts of the system, as reactions to changes in one area may negatively affect other
areas. Consequently, introducing risk-based homeland security into a complex system requires a
deliberate and dynamic approach.

As we have seen in New York, Madrid, Jakarta, London and New Orleans, disruptions to a metropolitan
area can imperil the stability and prosperity of any nation regardless of wealth or military power. The
situation facing us is even more stressing. Although Congress continues to make important investments
in homeland security efforts, we do not have unlimited resources at our disposal to address all of the
NCR’s needs. Nor would unlimited resources ensure “perfect security”—the uncertainty of network
behavior precludes the possibility of perfect security, Therefore, we must prudently prioritize according
to the systems risks we face.

The first step in prioritizing risk is acknowledging that simple point solutions within the complex NCR
system are not efficient or necessarily effective. Our approach to risk must be network based. Such an

2 We recognize the importance of a common approach to risk analysis and assessments in the Region, and have agreed to
make its development and implementation a priority Initiative for execution in Fiscal Years 06 and 07. Among the hundreds
of vulnerability assessments and risk managernent methods in use, each sector has one or more favored tools. At present, the
only known method for risk analysis and resource allocation at the Regional level is Critical Infrastructure Protection
Decision Support System, under development by a consortium of National Laboratories under DHS sponsorship.
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approach calls for a systematic decision process by which we compare and contrast the cost and time
impacts of potential solutions to the threat, system vulnerabilities, and network consequences of an
event. The results of this analysis enable NCR Partuers to prudently prioritize strategies, investments,
actions, and resources to manage risk.

E.1.2. A Risk-based Approach—Taking a System Perspective’

When we use a system perspective to manage risk, we identify critical risks on the basis of their impact
on the system. Assessing risk from a system perspective is different from assessing risk from an asset or
threat-centric viewpoint. Because systems are highly complex networks with multiple connection points
and interdependencies, a risk to the system implies a complex chain of events that also must be analyzed
and considered when ranking the criticality of a risk. A system perspective examines the effects a risk
may have on all aspects of the system, including second- and third-order effects. For instance, an attack
on one of the airports in the NCR will have an immediate effect: the airport will be shut down. Second-
and third-order effects may include the effects on the Regional economy and negative public perception
of the safety in the NCR.

A system perspective also considers emerging risks, which are risks that have not yet materialized but
that could in the near future. Emerging risks must be examined because they have the ability to have
profound second- and third-order effects in the system. The cascading effects of emerging risks on the
system may significantly impede the NCR leadership from achieving its Mission.

The risk-based approach enables entities to transcend typically narrow constraints on risk management
and establish a risk management system that (1) keeps senior leadership and management well-informed
and focused on issues critical to driving and protecting the core Mission; (2) integrates effectively with
ongoing strategic and planning efforts {e.g., links risk to the strategic goals of an organization); and (3)
enables business and governmental processes to continue and thrive. The system perspective is also
fully aligned with the approaches used by the NCR's 14 jurisdictions and is aligned with national-level
homeland security objectives and risk management methodologies under development by DHS.

E.1.3. Risk Assessment and Prioritization
The risk assessment process begins with identifying three components necessary for examining risk: (1)
Threat—the probability of a risk materializing, (2) Vulnerability——a weakness in the system that can be
exploited to gain access and cause harm to the system, and (3) Consequence—the impact or effect of the
risk materializing, ¢.g., lives lost, disruption to the system, financial cost, damage to the public psyche.
These three components are variables in an equation. If one variable changes, the entire risk changes.
For example, a crop-duster airplane sprinkling a biological agent over northern Alaska is different than a
crop-duster sprinkling that same agent over a farm in Germantown, Maryland. The difference in time,
geography, mode, or asset can greatly change the magnitude or criticality of a threat, vulnerability, or
consequence.

To arrive at specific threats, vulnerabilities, and consequences that must be assessed in order to
determine risk, this framework uses a scenario-based methodology to assist decision makers in
identifying and understanding potential risks to the system. Our dynamic threat environment creates a
potential for a wide range of changing risks—the fundamental question for the NCR is how to meet
these challenges. The system-based approach gives us the ability to examine some key questions:

¥The risk-based approach outlined in this section provides the overall framework on how the NCR Partners address risk as
part of this Strategic Plan. We will continually develop and refine this approach.
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*  Who “owns” the risk?

s How do we identify the highest risks?

» How do we manage these risks and who should do it?
» How do we balance resource allocation against risks?
s How can we ensure real risk reduction?

A process to examine systems-based risk in the context of these questions must be methodical, iterative,
and traceable.

E.1.4. Dynamic Nature of Risk-Based Approach
The NCR Partners have developed their Strategic Plan to address a list of critical risks (see Section 3.2).
As we determine which capabilities can be bolstered, created, and mapped to specific critical risks for
purposes of allocating set resources and measuring performance, we must appreciate that the critical risk
list will change. Because of the changing nature of threats, continuous technological improvements, and
policy changes, the elements that comprise risks are constantly changing. Because of this continual flux,
we must keep the framework to manage those critical risks as adaptive and flexible as possible. If
critical risks are altered or new emerging critical risks arise, capabilities must already be in place to
address those changes. Therefore, the strategic approach must accommodate the varying levels of risk
within the 14 jurisdictions, the all-hazards scope of the Strategic Plan, and the fluctuating nature of the
critical risks.

E.1.5. CIP RPWG’s Emerging Strategy

The CIP RPWG’s emerging strategy (see Section 3.2) will in part help to focus on the need to address
the dynamic nature of a risk-based approach. The CIP RPWG strategy has two major goals supportive
of the overall risk-based approach of the Strategic Plan: (1) Decision Support—to build capacity for
making prudent investments in infrastructure risk reduction projects by private and public officials; and
(2) Implementation Support—to take such immediate steps as are mandated or clearly compelling to
directly contribute to making the NCR’s critical infrastructures more secure and resilient.

Six key objectives summarize the need for Decision Support (including awareness, organization, and
decision support):

s Assess the state of security of the critical infrastructures not et assessed (as many as seven more
sectors);

e Create action plans and increase awareness of CIP and interdependencies by conducting a series
of meetings and a series of public-private table top exercises at the sector and Regional level;

* Initiate and facilitate councils for Regional information-sharing, coordination and decision-
making as leadership partnerships for all stakeholders;

e Provide analytic decision support using metrics, modelg, and other methodologies to facilitate
planning and selection of risk reduction projects;

* Facilitate implementation of the selected risk reduction projects, starting with vulnerability
assessments of the infrastructures of highest priority to the Region; and

s Evaluate improvement and design enhancements in critical infrastructure security and resilience
in the NCR, and empirically measure baseline levels of key regional outcome metrics to serve as
baselines for later comparisons.

The following objectives summarize Implementation Support and how activities will be carried out:
Final—September 13, 2006 E-3
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1. Integrate state and local CIP activities and plans with other Regional initiatives, to include:
Harmonization of critical asset lists in existence in the region; District of Columbia CIP Plan;
Maryland CIP Plan; Virginia CIP Plan; Regional Emergency Coordination Plan (facilitated by
COG); the Strategic Plan;

2. Develop NCR standards for Critical Infrastructure Protection Compliance Program, to include:
NCR and sector standards that accredidate critical infrastructure/key assets as compliant;
coordinate with insurance community for assistance and buy in; coordinate with MD, VA, and
DC strategies; and

3. Coordinate and/or conduct regional table-top CIP and interdependency focused exercises,
targeted to specific stakeholders, such as private sector executives of non-critical businesses,
citizens, homeland security leaders and professionals from the response community.

E.2. Capabilities-Based Approach

Capabilities-based planning and analysis® are key components to the Strategic Plan’s overall
methodology. Using the target list of 37 capabilities established by DHS, the NCR can build the needed
Regional capacity to prepare for the broad range of potential all-hazards threats. These target
capabilities serve as the groundwork to prevent, protect against, respond to and recover from potential
incidents. By using a capabilities-based approach, NCR Partners are able to set priorities for the most
effective use of resources and establish a process that determines how current systems will evolve to
meet mission capability requirements.

The 37 Target Capabilities also help to identify existing resources and performance levels in the NCR.
Each capability provides a means to achieve a measurable outcome resulting from performance of one
or more critical tasks, under specified conditions and performance standards. During the planning
process, the NCR determined target levels of these capabilities to deal with determined risks and gaps in
the Region. It also allows the NCR to identify areas of weakness based on mandated measures.

Through identified capabilities, NCR Partners and first responders are able to strengthen inter-
jurisdictional relationships as well as engage in Regional preparedness planning and operations support.
No single jurisdiction is expected to have all capabilities at a sufficient level to address all major events.
Instead, jurisdictions call for support from other jurisdictions through mutual aid agreements. This
approach demands that stakeholders understand operational requirements and Regional capability levels
in order to adequately prepare for an emergency. Capabilities-based planning and analysis offers a
transparent process and provides measurable goals and action items as well as enables the NCR to link
procurement decisions to strategic Goals. This planning process encourages a joint approach by
collaborating tools and resources in order to attain target aims and it engages planners at all levels to
coordinate and understand the Region’s level of preparedness.

Using target capabilities in the NCR strategic planning process gives local and State agencies a tool that
can be used in preparedness planning to assess preparedness, develop strategies to enhance
preparedness, and establish priorities for the effective use of limited resources. It also enhances training
programs, identifies technology development priorities, and evaluates performance during exercises and
real events. By working through a capabilities-based approach, the NCR is able to create an agile and
flexible response plan that can meet a wide range of threats and emergencies.

4 Capabilities-based planning and analysis is founded on the 15 National Homeland Security Scenarios and applied to the
NCR as well as the Target Capabilities List.
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‘While the Strategic Plan is designed to address all 37 target capabilities, its immediate implementation

will focus primarily on 14 priority capabilities:
Plamming
Interoperable Communications
Community Preparedness and Participation
Information-Sharing and Dissemination
Law Enforcement Investigation and Operations
CBRNE Detection
Critical Infrastructure Protection
Critical Resource Logistics and Distribution

9. Explosive Device Response Operations

10. WMDY/ HazMat Response and Decontamination

11. Citizen Protection

12. Medical Surge

13. Mass Prophylaxis

14. Mass Care
Eight have been designated by DHS and six have been
identified by the NCR Partners during the strategic
planning and implementation process.” Implementation of
this Strategic Plan’s priority Initiatives will strengthen these
14 capabilities, help to close the NCR’s most pressing
homeland security gaps, and bring the NCR into alignment
with mandated DHS national priorities. As part of the
capability-based planning process, we will periodically
review this list of priorities and make adjustments as
necessary.

e

® =

E.3. Consensus-Building Process

The multi-jurisdictional nature of the NCR presents one of
the most unique and challenging aspects to its preparedness

planning. The Region’s 14 jurisdictions are of vastly different size in both population and geographic
coverage. To ensure that the preparedness needs and interests of one jurisdiction do not dominate the
Strategic Plan, NCR stakeholders adopted a consensus-building approach when they developed the

Strategic Plan.

Successful consensus-building relies on an iterative development process built around five basic tenets:

(1) Include the full spectrum of NCR Partners, (2) Involve stakeholders throughout the strategic
planning process, {3) Provide a variety of forums for stakeholder involvement, (4) respect of

jurisdictional authority, and (5) ensuring the preparedness needs of all jurisdictions are balanced. Both

the NCR’s strategic planning process and governance structure are continually refined to ensure
application of each tenet.

5The 14 priority Initiatives were identified during the 2006 Urban Area Security Initiative grant process and used, along with

the Initiatives included in the Strategic Plan, as the basis for the Region's UASI submission in February 2006,
Final—September 13, 2006
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The various NCR governance bodies, described in detail in Chapter 4, are designed to reflect the
diversity of NCR stakeholders within the 14 jurisdictions and ensure the representation of their needs
and interests. The groups and committees that comprise the NCR governance structure are involved at
many points in the development process, to include the formulation of high-level strategies and the
definition of specific Initiatives. Furthermore, stakeholders are provided multiple forums for
involvement, including committees, working groups, and practitioner groups. Decisions within each of
these groups are reached through consensus. Applying a consensus-building approach to NCR strategic
planning ensures a comprehensive and balanced view of preparedness and promotes partnership-
building and ownership among stakeholders, all of which are critical success factors for Regional
preparedness.

E.4. The Performance Based Perspective

Performance management is a key component of the Strategic
Plan’s overall methodology. The purpose of a strategic plan is to
drive an organization toward actions that result in the
accomplishment of its strategy. Without action, any strategic plan
will be a failure. However, the actions must be the correct ones.
Measurement of performance against the Strategic Plan ensures
that NCR stakeholders base their actions on the Strategic Plan,
that these actions produce the expected results, and that those
results lead to success.

As part of the strategic planning process, we developed standards for assessing NCR stratcg,xc
performance. During the development phase, as strategic needs
were proposed and discussed, the NCR Partners carefully shaped Messure Types
and selected Goals, Objectives, and Initiatives along with clearly
defined and understood results. Subsequently, we identified
parameters that communicate both the status of progress in
completing the planned actions (project milestones) and the results
or benefits of having done so (performance measures). Although
milestones are intended for use during implementation at the
Initiative level, measures are used after actions are completed and
are applied at the levels of Initiatives, Objectives, and Goals.

We determined milestones by identifying the major expected
tangible outputs at intervals of implementation. The NCR
Partners also assigned timeframes associated with the completion
of each milestone based on our understanding of the Initiative and
the level of effort required. Detailed budgets for each Initiative, as
they are developed, will also be linked to these milestones. Data
tracked against these cost, schedule, and level of effort standards ; e the
will provide a comprehensive project management view for : of i activity OF gi tivities
implementing these Initiatives. i in

{
himiits} where faflure {
an OPHOH.

Efficiency e
of aiparticy

The performance measures developed for the Strategic Plan
elements include output, efficiency, and outcome measures. Generally, outcome measures are favored
over output measures, especially at the higher levels of Objectives and Goals. Outcomes provide a
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clearer assessment of the effectiveness of actions, rather then merely levels of activity. Together, they
answer the “so what?” question, which is always relevant.

Despite the preference for outcome measures, output measures were deemed the best choice for several
Initiatives. OQutcomes associated with the Initiatives will be affected by many factors beyond a single
specific Initiative: therefore an outcome measure at the Objective level was deemed more appropriate.
Qutputs specific to these Initiatives are measured to provide insight to the level of contribution toward
the outcome.

Often, output measures can provide more timely insight for management purposes than outcome
measures. Because output measures provide information that is more frequently and quickly available
(i.e., “leading” measures), management does not need to wait for final outcome measures to be
generated and assessed (i.e., “lagging” measures) to make decisions.

In the same way, “proxy” measures are sometimes used in place of outcomes for plan elements whose
desired outcome is safety or security. In these circumstances, success occurs when no negative event is
experienced. Counting or measuring these events provides performance information too late to be of
value, so more “leading” indicators of prevention success must be used instead.®

Finally, efficiency measures have generally been formulated in instances in which they can be
associated with outcomes (cost-effectiveness), rather than simply outputs. Cost-effectiveness, like
outcome measures, provides more relevant information than output efficiency. However, the latter is
sometimes useful as a leading indicator of the former.

Measures in this Strategic Plan were developed according to
accepted practices in the performance measurement and
management field. Criteria for “good” performance measures
(see Appendix B) were applied to ensure the quality and
usefulness of the proposed set. gontributor
ot the wa
We developed the targets for the various measures based on
their best understanding of current, achievable, and desirable
levels of performance. In some cases, targets cannot be set
because the baseline levels of current performance are
unavailable to inform an assessment of achievable
performance. Where baselines or targets have not yet been
determined, we have shown the approximate timing when they

T8
will be available instead of the baseline or target value. : vel of an
Ongoing performance assessment will provide missing
baselines, improve the understanding of achievable
performance ranges, and allow future targets to be defined or refined. Targets will be used to judge the
adequacy of the performance achieved.

The resulting scheme of performance measurement satisfies needs for results information at multiple
levels, as indicated by the shaded rows in Table E-1. The Strategic Plan’s strategic level measurement
scheme is not designed for measuring either mission-level or operations-level performance. Because
NCR operations are carried out and managed at the individual jurisdictional level, measuring this

6 For OMB’s guidance on dealing with this measurement challenge, see “Performance Measurement Challenges and
Strategies,” OMB June 18, 2003, p.11.
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performance at the strategic level would be inappropriate. Mission-level measurement, although not
specifically addressed by this Strategic Plan, would be informed by and at least partly composed of the
most critical Goal level strategic measures. For detailed information on the performance measures for
Goals, Objectives, and Initiatives, see Appendix A.

Table E-1—Levels of NCR Homeland Security Performance Measurement

Question Answered Kocus Timeliness :“Type
Mission How effective is the NCR | Strategic Lag Ultimate outcome (or
homeland security function at proxy), effectiveness,
securing the NCR? cost- effectiveness
Goals ol Whatis theistatiis of achieving Strategic 1 Edg <[ Qutcotme (ot proxy);
Objectives. miajor outcomes thatlead to o o s . effectiveness :
faission success? R G R : :
Tnitiative ‘What are. the immediate rosults: | Stéategic/ Lead/dag: - ' Imimediate outcome: -
: - of the completed Initiatives? " - operational . e (or proxy), output,
N SR L e e efficlency
Operation s How well is the NCR homeland | Operational | Lead Qutput, efficiency,
security function operating?

E.S. Management of Implementation

In addition to the risks associated with all-hazards threats to the NCR, the NCR Partners face
implementation risk. Implementation risk represents areas or events that have the potential to negatively
impact the execution of the Strategic Plan’s Initiatives and the development of a capability. To
minimize implementation risk, we will use a proven implementation risk management process. The goal
of the implementation risk process is to monitor and manage risks to cost and performance of the
Initiatives so that we develop the NCR capabilities for the greatest impact, at the lowest price available,
and with minimal risk. This process employs three steps: risk identification, risk anatysis, and risk
mitigation. Figure E-1 illustrates the flow of the NCR implementation risk process and the resulting
actions for each phase. As the implementation risk management process matures, we will realize cost
avoidance and savings. These savings will demonstrate continued stewardship of NCR resources and
help to ensure that cost continues to be balanced with effective implementation risk management.

Implementation Risk Identification

We will use a proven and verified method for identifying potential risk to the cost, schedule, and ability
of an Initiative to deliver and perform against Goals and Objectives. Many risks will represent ongoing
constraints of the public sector, including funding cuts, political sponsorship, and shared governance.

Implementation Risk Analysis

We will analyze every potential risk to estimate the likelihood or probability that an event will occur in a
specific timeframe; identify the potential impact on schedule, cost or scope; and determine the overall
effect on related programs and Initiatives. The result of risk analysis will be a prioritization of potential
risks to Initiative implementation.

Implementation Risk Mitigation

Once we identify a potential risk and determine its potential impact and priority, we must develop a plan
for mitigation and ongoing monitoring. This plan will contain a description of the potential risk, the risk
analysis results, a strategy to minimize the risk’s impact on the Strategic Plan’s implementation, and a
timeline for implementation of the risk mitigation strategy (Mitigation Plan). The Mitigation Plan will
also describe the essential program oversight to be maintained to ensure that Initiatives produce
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aggregate value to NCR capability development. If a risk cannot be mitigated, it will be accepted as an
ongoing implementation constraint that must be recognized as a fixed characteristic of the project
execution environment. We will design the Mitigation Plan to ensure best practices and quality of
delivery are maintained throughout NCR Initiative implementation lifecycles.

Figure E-1—NCR Impl ation Risk M. Process

P

« Prograsm and Praject Planning
Pariormance Management
» Risk Monitoring

+ Potential Impact/Consequence?
» Liketiliood/Probabliity of Ocourrence?

Mitlgation Plan
Flan tmplemantation
Plan Management

Can the fisk be.
mitigated?

« Adjust SOP,
Program and
Project Plan
As needed
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Appendix F: EMAP Standards and Findings Mapped to Initiatives

Table F-1 shows the alignment between the 30 strategic Initiatives outlined in the Strategic Plan and the
Emergency Management Accreditation Program (EMAP). EMAP is a "voluntary national accreditation
process for state, territorial, tribal and local emergency management programs” that uses recognized
nationals standards as a means for evaluating and improving emergency management programs.

Table F-1 shows the alignment between the Strategic Plan’s 30 Initiatives and EMAP’s 58 standards for
emergency management programs. Each "x" in the tables represents an alignment between a strategic
Initiative and a particular EMAP standard. The 58 EMAP standards have been compressed in Table F-1
into 18 categories, based on the EMAP Standard issued in April 2006, for ease of use.

22 out of the 30 Initiatives in the Strategic Plan address 54 of the 58 EMAP standards. Those standards
that address general operational considerations, such as assigning functional roles for emergency
response operations, are beyond the scope of the Strategic Plan. With two exceptions, the eight
Initiatives that are not aligned with EMAP fall under Goal 3 (Prevent & Protect) and deal with
intelligence, surveillance, and critical infrastructure protection. EMAP, an emergency management
program, does not address these Initiatives.

The EMAP standards related to "Program Management” are generally covered under Goal 1 (Planning
& Decision-making). Those related to "Communications™ are covered under Goal 2 {(Community
Engagement). The majority of the remaining EMAP standards are addressed in Goal 4 (Response &
Recovery).

In early 2006, EMAP conducted a pilot assessment’ of the NCR and found “low” or “moderate”
comapliance with 54 of the EMAP standards. Table F-2 shows the Region’s level of compliance (“L” for
low, “M” for moderate) for each of the 54 standards and the Objective that is addressing the gap or
shortfall. All 54 standards are addressed by at least one Objective.

? See Volume 1, Section 5.1.3 for a more detailed discussion of the EMAP Assessment and its relationship to the Strategic
Plan.
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Table F-1-—Aligament of the Strategic Plan with EMAP Standards

Mapping EMAP Standards 1o NCR Sirategic Initiatives

LD LR 2 23t

4.1 - Program Administration
4,2 - Progriim Coordinator X
4.3 - Advisory Ci i x
Eval

5.2 - Laws and Authorities X

5.3 - Hazard Identification, Risk Assessment... X

5.4 - Hazard Mitigati X

55-R M )
5.6 - Mutual Aid

5.7 - Planning X

5.8 - Direction, Contreol and Coordi

58-C ications and Warning X

5.10 - Operations and Procedures

§.11 - Logistics and Facilities

5.12 - Training

5.13 - Exercises, Evaluati and Corrective Actions
5.14 - Crisis Con icati Public Informati X X
5.15 - Finance and Administration X

Mapping EMAP Standards to NCR Stratesic Initintives

4.1 - Program Administration
4.2 - Program Coordinator
4.3 - Advisory Committee

4.4 - Program Evaluation

5.2 - Lans and-Auith
5.3 - Hazard Identification, Risk A 1,
5.4 - Hazard Mitigation

5.5 - Resource Management

5.6 - Mutual Aid

5.7 - Plaoning X
5.8 - Direction, Control and Coordi i
5.9 -C ications and Warning

5.10 - Operations and Procedures
5.11 - Logistics and Facilities

5.12 - Training X
5.13 - Exercises, Evaluati and Corrective Actions
5.14 - Crisis C icati Public Information..

5.15 - Finance and Administration
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192

4.2 - Program Coordinator

4.3 - Advisory Committee

4.4 - Prograni Evaluation

5.2 - Laws and Authorities

$.3 - Hazard Identification, Risk A

5.4 - Hazard Miti

§.5 - Resource M

5.6 - Mutual Aid

5.7 - Planning

5.8 - Direction, Control and Coordination

5.8 -C ications and Warning

5.10 - Operations and Procedures

5.11 - Logistics and Facilities

5.12 - Training

§.13 - Exercises, Evaluations and Corrective Actions

5.14 - Crisis Communications, Public Information...

5.15 - Finance and Administration
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Table F-2—Alignment of the Strategic Plan with EMAP Assessment Findings

4.1 Program Administration

e

4.2 ProgramnCoordinator

An advisory committee shall be established by
4.3 the entity in accordance with its pelicy.

The advisory committee shall provide imput to
or assist in the coordination of the preparation,
implementation, evaluation, and revision of the
432 Iprogram.

M X

The committee shall include the program
coordinator and others who have the
appropriate expertise and knowledge of the
entity and the capability to identify resources
fromalikey functional areas within the entity
4.3.3  land shalisolicit applicable external re

Program Evaluation L X

The di ewergenc program
shall comply with applicable legislation, M X X
521 regulations, and industry codes of practice.

The entity shallimplement a strategy for
addressing needs for legislative and regulatory M X X
522 revisions that evolve over tine.

The entity shall identify hazards, the likelihood
of their occurrence, and the vulnerability of

. L XX
people, property, the environment, and the
531 entity itself to those hazards.
The entity shall conduct an impact analysis to
determine the potential for detrimental impacts L X1 X
533  |ofthe hazards on conditions
34 Hazard Mitigation L X | X X
The entity shall establish resource management
objectives consistent with the overall program L x| x

goals and objectives as identified in Section 4.1
for the hazards as identified in Section 5.3.

5551
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EMAP. Goat 1 Goal 2 Goat 3 Goat 4
Number Key Findings - Gaps and Shortialls Rating 1.1 120053 2.102.2 301 k d0 4.2 4344
The resotircé management objectives R e
established shall consider, but not be fimited to,
the following:
(1) Personnel, equipment, training, facilities, L Xt X
funding, expert knowledge, materials, and the
time frames within which they will be needed
552 (2) Quantity, r
The programshall include, but shallnotbe
fimited to, a strategic and coordination plan,
emergency operations/response plan, a L X
mitigation plan, a recovery plan, and a
5721 |continuity plan,
B y Operations/ Resp plan. Local
and regional level capabilities only partially M X
5722 |comply with standard.
The emergency operations/response plan shall
assign responsibilities to organizations and
individuals for carrying out specific actions at M XX
projected times and places in an emergency or
5722 |disaster.
The mitigation plan shall establish interimand
long-termactions to eliminate hazards that
impact the entity or to reduce the impact of
5723 |those hazards that cannot be eliminated

The recovery plan shall be developed using

strategies based on the short-termand longterm
priorities, processes, vitalresources, and L X1 X
acceptable time frames for restoration of

services, facilities, programs, and infrastructure.
5724 : Prog

A continuity plan shall identify the criticaland
time-sensitive applications, vital records,
processes, and functions that shallbe
maintained, as well as the personnel and
procedures necessary to do so, while the
5.7.2.5 |damaged entity is being recovered.
The functional roles and responsibilities of
intemal and external agencies, organizations, L X X
5731 |departirents, and individuals shall be identified.
The entity shalt develop the capability to direct,
control, and coordinate response and recovery M X
581  |operations.
The incident management systemshall be
icated to and coordinated with
appropriate authorizations and resources
583 lidentified in Section 5.5.
The entity shall establish applicable procedures
and policies for coordinating response,
continuity, and recovery activities with
appropriate authorities and resources while
&m@ﬂg’%%ﬁgggé with applicable statutes or F5

5.84 regulations.
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Corrmuntications systems and procedurés shall
be established and regularly tested to support M X X
59.1 the program.

Emergency commanications and warmning
protocols, processes, and procedures shali be
developed, periedically tested, and used to alert L X X
people potentially impacted by an actual or
593 impending emergency.

The entity shall develop, coordinate, and
implenent operational procedures to support M X1 X
5101 |the program.

The safety, health, and welfare of people, and
the protection of property and the environment
under the jurisdiction of the entity shall be
5102  |addressed in the procedures.

Procedures, including hife safety, incident
stabilization, and property conservation, shall
be established and implemented for response to, L XX
and recovery from, the consequences of those
5.10.3  |hazards identified in Section 5.3.

A situation analysis that includes a damage
assessment and the identification of resources
needed to suppott response and recovery
5.104  |operations shall be conducted.

Procedures shall be established to allow for
initiating recovery and mitigation activities L X
5105 |during the emergency response.

Procedures shalil be established for succession
of management/govemment as required in L X
35106 15725,

The entity shall establish logistical capability
and procedures to locate, acquire, store,
distribute, maintain, test, and account for

N . L X
services, personnel, resources, materials, and
facilities procured or donated to support the
51011 iprogram.
A primary and altemate facility capable of
supporting continuity, response, and recovery L X

operations shall be established, equipped,
5112 periodically tested, and maintained

The entity shall assess training needs and shall
develop and implement a traming/educational
curriculumto support the program The training L X
and education curriculum shall comply with alt
5121 applicable regulatory requirements.
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Rating . 1.1

The objective of the training shall be to créate

ar and enl the skills required to
X A L X
develop, implement, maintain, and execute the
5.12.2  Iprogram.
Frequency and scope of training shalibe L %
5123 [identified.
Personnel shall be trained in the entity's incident L
5124 system,
512.5 [Training records shall be mainjained L X
The entity shall evaluate program plans,
procedures, and capabilities through periodic L X

reviews, testing, post-incident repots, lessons

5131 leamed, perfonmance evaluations, and exercises.

Exercises shall be designed to test individual
essential elements, interrelated elements, or the L X
5132 lentire plan(s).

Procedures shall be established to ensure that
corrective action is taken on any deficiency

identified in the evaluation process and to L X
513.3 |revise the relevant program plan.

The entity shall develop procedures to

disseminate and respond to requests for

predisaster, disaster, and posi-disaster L X x

information, incliding procedures to provide
information to intermal and extemal audiences,
5.14.1 jincluding the media, and deal with theiri

The entity shall establish and maintain a
disaster/emergency public information M X X
5.14.2  [capability

Where the public is potentially impacted by a
hazard, a public awareness programshall be M XX
5143 tlimplemented.

The entity shall develop financialand
administrative procedures to support the

program before, during, and after an emergency M X
5151 |ordisaster.
Procedures shall be established to ensure that
fiscal decisions can be expedited and shafl be in M 0%

accordance with established authority levels
5152 |and accounting principles.
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Appendix G:  List of Acronyms

CAOQO — Chief Administrative Officer

CBRNE - Chemical, Biological, Radiological, Nuclear and Explosive
COG ~ Council of Governments (see also MWCOG)

CIP — Critical Infrastructure Protection

CI/KR - Critical Infrastructure / Key Resources

DHS — Department of Homeland Security

EAS - Emergency Alert System

EMAP — Emergency Management Accreditation Procedures
EPC -- Emergency Preparedness Council

EPG — Exercise Program Group

ESF — Emergency Support Function (see also R-ESF)

ETOP ~ Exercise and Training Operations Program

HSEC ~ Homeland Security Executive Committee

HSGP - Homeland Security Grant Program

ICS ~ Incident Command System

IMT — Incident Management Team

JEC - Joint Federal Committee

MWCOG — Metropolitan Washington Council of Governments
NCR ~ National Capital Region

NCRC - Office for National Capital Region Coordination
NIMS -~ National Incident Management System

NIPP — National Infrastructure Protection Plan

NSSE - National Security Special Event

NVOAD - National Voluntary Organization Active in Disaster
Final—September 13, 2006
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PMO - Program Management Office

RECP ~ Regional Emergency Coordination Plan
R-ESF - Regional Emergency Support Function
RPWG - Regional Program Working Group
ROM — Rough Order of Magnitude

SAA - State Administrative Agency

SME — Subject Matter Expert

SPG — Senior Policy Group

TCL — Target Capabilities List

UASI - Urban Area Security Initiative

VOAD - Voluntary Organization Active in Disaster (see also NVOAD)

WMD - Weapons of Mass Destruction
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Appendix H:  Glossary
Action Item: Tactical step necessary to implement an Initiative.

All-Hazards: “Refers to preparedness for domestic terrorist attacks, major disasters, and other
emergencies.” (Source: HSPD-8, December 2003)

Chief Administrative Officers Committee (CAO Committee): A technical committee within
MWCOG composed of the chief administrative officers from member local governments. (Source:
MWCOG.org)

Emergency Management Accreditation Program (EMAP): The voluntary assessment and
accreditation process for state/territorial, tribal, and local government programs responsible for
coordinating prevention, mitigation, preparedness, response, and recovery activities for natural and
human-caused disasters.

Emergency Preparedness Council (EPC): “An advisory body which reports to the MWCOG Board of
Directors. The EPC makes policy recommendations to the MWCOG Board through the Public Safety
Policy Committee and makes procedural or other recommendations to the MWCOG Board or to various
regional agencies with emergency preparedness responsibilities or operational response authority.”
(Source: MWCOG.org)

Emergency Support Function (ESF): A grouping of government and certain private-sector capabilities
into an organizational structure to provide support, resources, and services. (Source: National Response
Plan, December 2004)

Fiseal Year: This plan references a fiscal year that is a 12 calendar month period ending with
September, and is numbered the same as the calendar year in which it ends. For example, FY 2006 is
October 2005 through September 2006.

Goal: Mini desired end state. Achieving all Goals enables realization of the Vision.

Guiding Principle: “Rule of the road” in making strategic decisions.

Homeland Security: “A concerted regional effort to prevent terrorist attacks within the NCR, reduce
the region's vulnerability to all-hazards events, and minimize the damage and recover from events that
do occur.”

Initiative: A measurable, time-specific statement that is subsidiary to the Objective.

Joint Federal Council (JFC): “A decision-making entity that provides a forum for policy discussions
and resolution of security related issues of mutual concern to federal, state, and local jurisdictions within

NCR.” (Source: DHS.gov)

Metropolitan Washington Council of Governments (MWCOG): “MWCOG is a regional
organization of Washington area local governments. MWCOG is composed of 20 local governmients
surrounding our nation's capital, plus area members of the Maryland and Virginia legislatures, the U.S.
Senate, and the U.S. House of Representatives.” (Source: MWCOG.org)

Final—September 13, 2006 H-1
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Mission: The empowering statement that enables one to reach the Vision. The Mission of the NCR
Partners is to: “Build and sustain an integrated effort to prepare for, prevent, protect against, respond to,
and recover from ‘all-hazards’ threats or events.”

National Capital Region (NCR or Region): "The geographic area located within the boundaries of (A)
the District of Columbia, (B) Montgomery and Prince Georges Counties in the State of Maryland, (C)
Arlington, Fairfax, Loudoun, and Prince William Counties and the City of Alexandria in the
Commonwealth of Virginia, and (D) all cities and other units of government within the geographic areas
of such District, Counties, and City." (Source: Title 10, United States Code, Section 2674 (£)(2)). For
the purposes of mutual aid, Section 7302(a)(7) of the Intelligence Reform and Terrovism Prevention Act
(Pub. L. 108-458), December 17, 2004, defines NCR as: “The term ‘National Capital Region’ or
‘Region” means the area defined under section 2674(1)(2) of Title 10, United States Code, and those
counties with a border abutting that area and any municipalities therein.” Therefore, the 14 jurisdictions
within the NCR and covered by this Strategic Plan are: Arlington, Fairfax, Loudoun, and Prince
William counties and the independent cities of Alexandria, Fairfax City, Falls Church, Manassas, and
Manassas Park in Virginia; Montgomery and Prince George's counties in Maryland; and the District of
Columbia, Commonwealth of Virginia, and State of Maryland.

National Capital Region Homeland Security Partners (Partners or NCR Partners): Refers to the
Region’s local, state, regional, and federal governments, citizen community groups, private sector,
nonprofit organizations, and non-governmental organizations.

National Capital Region Homeland Security Strategic Plan (NCR Strategic Plan or the Strategic
Plan): Refers to this document.

Objective: Attainable means of achieving a Goal.

Office for National Capital Region Coordination (NCRC): “NCRC oversees and coordinates Federal
programs for relationships with State, local, and regional authorities in the National Capital Region. The
Office’s responsibilities include: coordinating Department activities relating to the NCR; coordinating to
ensure adequate planning, information-sharing, training, and execution of domestic preparedness
activities in the NCR; and assessing and advocating for resources needed in the NCR.” (Source:
DHS.gov)

Outcome Measure: “Outcomes describe the intended result or consequence that will occur from
carrying out a program or activity. Outcomes are of direct importance to beneficiaries and the public
generally.” (Source: Performance Measurement Challenges and Strategies, OMB, June 18, 2003)

Output Measure: “Outputs are the goods and services produced by a program or organization and
provided to the public or others. They include a description of the characteristics and attributes {e.g.,
timeliness) established as standards.” (Source: Performance Measurement Challenges and Strategies,
OMB, June 18, 2003)

Performance Measure: A parameter, indicator or metric that is used to gauge program performance.
Performance measures can be either outcome or output measures. (Source: Performance Measurement
Challenges and Strategies, OMB, June 18, 2003)

Performance Target: The quantifiable or otherwise measurable characteristic that tells how well a
program must accomplish a performance measure. (Source: Performance Measurement Challenges and
Strategies, OMB, June 18, 2003)
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Preparedness: “The range of deliberate, critical tasks and activities necessary to build, sustain, and
improve the operational capability to prevent, protect against, respond to, and recover from domestic
incidents. Preparedness is a continuous process involving efforts at all levels of government and
between government and private-sector and nongovernmental organizations to identify threats,
determine vulnerabilities, and identify required resources.” (Source: NRP, December 2004)

Prevention: Actions to avoid an incident or fo intervene to stop an incident from occurring. Prevention
involves actions taken to protect lives and property. It involves applying intelligence and other
information to a range of activities that may include such countermeasures as deterrence operations;
heightened inspections; improved surveillance and security operations; investigations to determine the
full nature and source of the threat; public health and agricultural surveillance and testing processes;
immunizations, isolation, or quarantine; and, as appropriate, specific law enforcement operations aimed
at deterring, preempting, interdicting, or disrupting illegal activity and apprehending perpetrators and
bringing them to justice. (Source: NIMS, March 2004)

Protection: Actions to mitigate the overall risk to CI/KR assets, systems, networks, or their
interconnecting links resulting form exposure, injury, destruction, incapacitation, or exploitation. In the
context of the NCR Homeland Security Strategy, protection includes actions to deter the threat, mitigate
vulnerabilities, or minimize consequences associated with a terrorist attack or other incident. Protection
can include a wide range of activities, such as hardening facilities, building resiliency and redundancy,
incorporating hazard resistance into initial facility design, initiating active or passive countermeasures,
installing security systems, promoting workforce surety, and implementing cyber security measures,
among various others. (Source, NIPP, June 2006)

Recovery: The development, coordination, and execution of service- and site-restoration plans, the
reconstitution of government operations and services; individual, private-sector, nongovernmental, and
public assistance programs to provide housing and promote restoration; long-term care and treatment of
affected persons; additional measures for social, political, environmental, and economic restoration;
evaluation of the incident to identify lessons learned; post incident reporting; and development of
Initiatives to mitigate the effects of future incidents. (Source: NIMS, March 2004)

Response: Activities that address the short-term, direct effects of an incident. Response includes
immediate actions to save lives, protect property, and meet basic human needs. Response also incliides
the execution of emergency operations plans and of mitigation activities designed to limit the loss of
life, personal injury, property damage, and other unfavorable outcomes. As indicated by the situation,
response activities include applying intelligence and other information to lessen the effects or
consequences of an incident; increased security operations; continuing investigations into the nature and
source of the threat; ongoing public health and agricultural surveillance and testing processes;
immunizations, isolation, or quarantine; and specific law enforcement operations aimed at preempting,
interdicting, or disrupting illegal activity; and apprehending actual perpetrators and bringing them to
Jjustice. (Source: NIMS, March 2004)

Regional Emergency Support Function (R-ESF): “A very basic function shared by all jurisdictions.
Individual R-ESFs identify organizations with resources and capabilities that align with a particular type
of assistance or requirement frequently needed in a large-scale emergency or disaster. R-ESFs provide a
convenient way of grouping similar organizations and activities from participating jurisdictions.”
(Source: MWCOG.org)

Regional Program Working Group (RPWG): Outcome-driven, accountable working group that
develop and oversee programs and the associated projects within the NCR.
Final—September 13, 2006 H-3
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Risk: Risk is the product of threat, vulnerability, consequence, and likelihood of occurrence. (Source:
Interim National Preparedness Goal, March 2005)

Senior Policy Group (SPG): “The Governors of Maryland and Virginia, the Mayor of the District of
Columbia, and the Advisor to the President for Homeland Security established an NCR Senior Policy
Group to provide continuing policy and executive level focus to the region’s homeland security
concerns. The SPG was also designed to ensure full integration of NCR activities with statewide efforts
in Virginia and Maryland. Its membership was and is comprised of senior officials of the four entities,
each with direct reporting to the principals. The SPG was given the collective mandate to determine
priority actions for increasing regional preparedness and response capabilities and reducing vulnerability
to terrorist attacks.” (Source: MWCOG.org)

State Administrative Agency (SAA): An office designated by the state governor to apply for and
administer funds under the Homeland Security Grant Program (HSGP). The SAA is the only agency
eligible to apply for HSGP funds and is responsible for obligating HSGP funds to local units of
government and other designated recipients. The designated SAA for the NCR UASI Grant Program is
the District of Columbia, Office of the Deputy Mayor for Public Safety and Justice. (Sources: U.S.
Department of Homeland Security, MWCOG.org)

Strategic Goals: The four Goals of the Strategic Plan: (1) Planning and Decision-making; (2)
Community Engagement; (3) Prevention and Mitigation; and (4) Response and Recovery. Please see
Chapter 1 and Appendix A for detailed information on the Strategic Goals.

Target Capabilities List (TCL): The Target Capabilities List provides guidance on specific
capabilities and levels of capability that Federal, State, local, and tribal entities will be expected to
develop and maintain. The TCL is designed to assist Federal, State, local, and tribal entities in
understanding and defining their respective roles in a major event, the capabilities required to perform a
specified set of tasks, and where to obtain additional resources if needed. Version 1.1 of the TCL
identifies 36 target capabilities. (Source: Target Capabilities List, U.S. Department of Homeland
Security)

Urban Area Security Initiative (UASI): A Department of Homeland Security grant program that
“provides financial assistance to address the unique multi-disciplinary planning, operations, equipment,
training, and exercise needs of high-threat, high-density Urban Areas, and to assist them in building and
sustaining capabilities to prevent, protect against, respond to, and recover from threats or acts of
terrorism.” (Source: U.S. Department of Homeland Security)

Vision: The desired end state. The Vision and collective commitment of the NCR Partners is: “Working
together towards a safe and secure National Capital Region.”

Final-—September 13, 2006 H-4
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Commonwealth of Virginia. Self-Assessment Narrative for Department of Homeland Security
Preparedness Directorate Information Bulletin #197. January 2006.

Department of Homeland Security. National Capital Region First Annual Report to Congress.
September 2005.

Department of Homeland Security. National Incident Management System (NIMS). March 1, 2004.
Department of Homeland Security. National Infrastructure Protection Plan (NIPP). June 2006.
Department of Homeland Security. National Response Plan (NRP). December 2004.

Department of Homeland Security. National Strategy for Homeland Security. July 2002.
Department of Homeland Security. Nationwide Plan Review Phase I Report. February 10, 2006.
Department of Homeland Security. Nationwide Plan Review Phase 2 Report. June 16, 2006,

Department of Homeland Security. Targer Capabilities List 2.0 - A companion to the Natiorial
Preparedness Goal. December 2005.

District of Columbia and National Capital Region Program and Capability Enhancement Plan, FY
2006 Homeland Security Grant Application and Initiative Plans. March 2, 2006.

District of Columbia. Self-Assessment Narrative for Department of Homeland Security Preparedness
Directorate Information Bulletin #197. January 2006.

FEight Commitments fo Action. NCR Homeland Security Summit. August 5, 2002.
Emergency Management Accreditation Program (EMAP). Regional Assessment Report. April 28, 2006.
FY 2003 NCR Urban Area Homeland Security Strategy.

Homeland Security Council. Homeland Security Presidential Directive 8: "National Preparedness”
(HSPD-8). December, 17 2003.

Homeland Security Act of 2002 (Public Law 107-296).

“Operation and Control of Pentagon Reservation and Defense Facilities in National Capital Region.” 10
U.S.C. Section 2674.

State of Maryland. Self-Assessment Narrative for Department of Homeland Security Preparedness
Directorate Information Bulletin #197. January 2000,

State of Maryland. State of Maryland Hazard Mitigation Plan, Volumes 1-3. September 2004,
State of Maryland. Strategy for Homeland Security. June 2004.
White House. National Strategy for Homeland Security. July 2002,
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Introduction

Mz, Chairman, Mr, Ranking Member and members of the Subcommittee, thank you for
the opportunity to appear today to discuss the National Capital Region (NCR) Homeland
Security Strategic Plan and coordination efforts within the Region. The last time we met,
you had a number of questions and concerns regarding regional coordination for
preparedness in the NCR, and you made a number of recommendations to improve and
expand the regional NCR Homeland Security Strategic Plan.

Today, my colleagues and I will provide you with an update on the Region’s progress. I
am pleased to report that the centerpiece of this effort, the NCR Homeland Security
Strategic Plan, has been completed. I should also mention that, throughout this effort,
the Government Accountability Office (GAQ) was kept apprised. Representatives from
the NCR Senior Policy Group (SPG), including myself, met with GAO officials on
several occasions to welcome GAQ’s advice and input, and to incorporate key
recommendations.

With your permission, Mr. Chairman, I would like to join my NCR colleagues in
submitting this NCR Homeland Security Strategic Plan, along with my written testimony,
for the Record. This NCR Homeland Security Strategic Plan includes three documents:
Volume I: Core Plan, which contains the overall strategy with Goals, Objectives, and
Initiatives for the Region; Volume II: Appendices, which contains details on the
Initiatives, as well as other resource materials; and an Overview document that
summarizes key elements of the NCR Homeland Security Strategic Plan.

Completion of this NCR Homeland Security Strategic Plan represents a significant
milestone. In reviewing other homeland security strategic plans—many of those supplied
to us by the GAO—it became clear that the Strategic Plan before you today is
unprecedented. For many reasons, the NCR is unique among this nation’s metropolitan
areas. Within the NCR’s approximately 6,000 square miles is situated by far the largest
concentration of government entities in the nation. This includes 14 state and local
entities, along with all three branches of the Federal Government, and representation by
almost all foreign governments, The NCR also has the largest concentration of not-for-
profit organizations in the country—now estimated at 2,100. Moreover, like most other
metro areas, the NCR has a thriving private sector that ranks 4th in size among metro
areas. As you can appreciate, catastrophic events—whether natural or human-caused-—
respect no boundaries. When you couple this with the geopolitical complexities of the
NCR, one begins to appreciate the daunting homeland security challenges this area poses.

Certainly this requires significant investment of resources. But equally important is the
need for collaboration on an unprecedented scale. Significant resources, extraordinary
collaboration, and a long-term plan to leverage these two assets effectively underpin the
strategy for homeland security across the NCR.
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The Strategic Plan

The NCR Homeland Security Strategic Plan lays out a three-to-five-year, Region-wide
strategy for managing risk and strengthening homeland security capabilities within the
NCR. It sets forth strategic Goals, Objectives, and implementation Initiatives to make the
NCR safe and secure. Equally important in ensuring success is the means to gauge the
region’s progress and to make informed adjustments in the strategy along the way. The
NCR Homeland Security Strategic Plan addresses the need for performance measures for
use during implementation.

The NCR partners went to great lengths to align the details of the NCR Homeland
Security Strategic Plan with a variety of important planning, guidance and assessment
documents relevant to NCR homeland security, including some from the GAO and this
body. While assessing risks, identifying vulnerabilities, and understanding their
consequences are critical to determining what should be done, collaboration,
coordination, and information and resource sharing are the principal means for how to
build and sustain capabilities across the Region. The NCR Homeland Security Strategic
Plan—along with other state, local, and national plans—serves as a roadmap for
strengthening capabilities and enhancing capacity to realize the NCR partners’ vision for
a safe and secure NCR.

Engaging partners in this collaborative enterprise remains a strategic imperative. To get
to this point, the Region continued the extensive stakeholder-driven process that has
guided NCR homeland security preparedness efforts over the past few years. The Region
continued to make enhancements and improvements to the 2005 NCR Homeland Security
Strategic Plan framework about which NCR leaders and I testified last March,
Throughout the development process, NCR jurisdictions used the Interim National
Preparedness Goal, which emphasizes capabilities-based planning for national
preparedness, to help guide the overall Initiatives contained in the NCR Homeland
Security Strategic Plan. More recently, results from major programs and initiatives such
as the Emergency Management Accreditation Program (EMAP) and the Nationwide Plan
Review were incorporated to finalize the NCR Homeland Security Strategic Plan.

Earlier this year all of the jurisdictions in the NCR completed a regional assessment using
the nationally-recognized EMAP standard, which is based on the National Fire Protection
Association 1600 Standard on Disaster/Emergency Management and Business Continuity
Programs. This was the first time the standard was applied in a regional context, In
general, the process demonstrates that a jurisdiction, or, in this case, multiple
jurisdictions, is aiming to use its resources fo provide the capabilities that emergency
managers nationwide agree are necessary to be prepared for and to respond to natural and
human-caused disasters.

Additionally, in June, the Department of Homeland Security Nationwide Plan Review
Phase Two Report was published. This provided a post-Hurricane Katrina assessment of
the status of catastrophic planning for states, including the District of Columbia, and 75
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of the nation’s largest urban areas, including the NCR. The conclusions from this report,
in addition to EMAP process mentioned above, were considered in the strategic planning
effort and included within the NCR Homeland Security Strategic Plan.

Moving Forward

The NCR Homeland Security Strategic Plan is a major milestone in the regional approach
to preparedness in the NCR, continuing to advance the Region’s efforts as a model for
intergovernmental, cross-jurisdictional, regional strategic planning. It has promoted and
will continue to promote a more collaborative culture to sustain capabilities to respond to
and recover from all-hazards events affecting the NCR. Execution of the NCR Homeland
Security Strategic Plan in the future will enhance the NCR’s coordinated approach for
communication and interaction among stakeholders, and for more efficient prioritized
funding for the Region.

All involved recognize the need to update elements of the NCR Homeland Security
Strategic Plan on an annual basis to reflect changed. As specific threats and the nature of
all-hazards events evolve, and as further risk and capability assessments are conducted,
the NCR Homeland Security Strategic Plan will be amended and adapted as necessary.

These steps forward reflect a strong collaboration with our state and local partners. The
NCR Homeland Security Strategic Plan provides the Region with a common framework
to coordinate and implement initiatives that meet strategic objectives. The region will
continue to strive toward ficlding those capabilities necessary for a safe and secure
National Capital Region.

Closing

Collaboration among NCR Partners continues to enhance the safety and security of this
Region, Many challenges remain, but the NCR Homeland Security Strategic Plan
provides a focus to guide regional efforts. Mr. Chairman, Mr. Ranking Member and
members of the Subcommittee, I would again like to thank you for the opportunity to
appear today to discuss the NCR Homeland Security Strategic Plan and coordination
efforts within the Region. Ilook forward to continued communication and cooperation in
this important undertaking, This concludes my statement. Iam pleased to answer any
questions you or members of the Subcommittee may have,
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HOMELAND SECURITY

Assessment of the National Capital
Region Strategic Plan

What GAO Found

A coordinated strategic plan to establish and monitor the achievement of
regional goals and priorities is fundamental to implementing a coordinated
approach to enhancing emergency preparedness and response capacities in
the NCR. In March 2008, GAO observed that the NCR's strategic plan could
benefit from addressing all six characteristics GAQ considers to be desirable
for a regional homeland security strategy. These characteristics were used to
evaluate the final plan. These include, for example, goals, subordinate
objectives, activities, and performance measures; resources, investients,
and risk t; and organizational roles, responsibilities, and
coordination.

The NCR approved its strategic plan in September 2006. The NCR homeland
security strategic plan includes all six characteristics we consider desirable
for a regional homeland security strategy. To illustrate, the plan includes
regional priorities and presents the rationale for the goals and related
objectives and initiatives. This includes information on how the plan
addresses national priorities and targeted capabilities from the National
Preparedness Goal, an Emergency Management Accreditation Program
assessment of local and regional preparedness and emergency management
capabilities against recognized national standards, and DHS's Nationwide
Plan Review of emergency plans. The plan structure is more streamlined,
containing an overview, core plan, and detailed appendix with information
on factors such as risks, costs, and roles and responsibilities.

However, the substance of the information within these six characteristics
could be improved to guide decision makers. Two examples: (1) the plan
does not reflect a comprehensive risk assessment for the region, which,
when completed, may result in changes in some of the priorities in the
current plan; and (2) although the NCR plan defines objectives as being key,
measurable milestones for reaching each goal, many objectives include
language such as “strengthen,” “enhance,” “increase,” “improve,” and
“expand” rather than more specific performance measures and targets.
Several of our observations regarding potential plan substance are the same
as those we provided in our March 2008 testimony.

The NCR has made considerable progress in developing its first strategic
plan. Although GAO has noted some remaining limitations and areas of
potential improvement, the NCR strategic plan provides the basic foundation
for regional preparedness, including what is needed in case of a catastrophic
event. Now, the challenge is ensuring that initiatives to implement the goals
and objectives are funded, completed, and appropriately assessed to
determine if they have achieved the NCR's strategic goals while continually
monitoring the plan's implementation to determine what adjustments are
needed for continuing improvement.

United States Government Accountability Oftice
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Mr. Chairman and Members of the Committee:

1 appreciate the opportunity to be here today to discuss the National
Capital Region’s (NRC) September 2006 homeland security strategic plan.!
A well-defined, comprehensive homeland security strategic plan for the
NCR is essential for assuring that the region is prepared for the risks it
faces, whether those risks are from nature or human action. We reported
on NCR strategic planning, among other issues, in May 2004 and
September 2004, testified before the House Committee on Government
Reform in June 2004, and testified before your Committee in July 2005 and
March 2006.% In 2004 and 2005, we recommended that the Secretary of the
Department of Homeland Security work with the NCR jurisdictions to
develop a coordinated strategic plan to establish goals and priorities to
enhance first responder capacities that can be used to guide the use of
federal emergency preparedness funds—a recommendation that the
department agreed to implement.

In March 2006, I commented on the status of the NCR strategic planning
and again emphasized that the Secretary of the Department of Homeland
Security should work with the NCR jurisdictions to quickly complete a
coordinated strategic plan. To improve the plan’s effectiveness as it was
being developed, we provided six characteristics we considered to be
desirable for a regional homeland security strategy. These characteristics
included (1) purpose, scope, and methodology; (2) problem definition and
risk assessment; (3) goals, subordinate activities, and performance
measures; (4) resources, investraents, and risk management; (5)
organizational roles, responsibilities, and coordination; and (6) integration
and implementation.

"The National Capital Region is composed of the District of Columbia and nearby
Jjurisdictions in Maryland and Virginia.

*GAO, Homeland Security: M of Pirst Responder Grants in the National
Capiial Region Reflects the Need for Coordinated Planning and Performance Goals,
GAO-04-433 (Washington, D.C.: May 28, 2604); Homeland Security: Coordinated Planning
and Standards Needed to Better Manage First Responder Grants in the National Copital
Reyzon, GAO-04-904T (Washington, D.C.: June 24, 2004); Homeland Security: Effective
I Coordination Can Enh Emergency Preparedness GAO-04-1009

(Washmgtox\, D.C.: Sept. 15, 2004); Homeland Security: & ing First Responder Grants

h Emergency Preparedness in the National Capital Region, GAO-05-889T
(Washmgton, D.C.: July 14, 2005); and Homeland Security: The Status of Strategic
Planning in the National Capual Region, GAO-06-559T (Washington, D.C.: Mar. 29, 2006).
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Today, my statement provides our assessment of the recently corpleted
NCR homeland security strategic plan and the extent to which the new
plan includes the six characteristics and how the substance of the plan
might be further strengthened when the plan is reviewed and possibly
revised, We did our work in accordance with generally accepted
government auditing standards.

Summary

The September 2006 NCR homeland security strategic plan includes the
six characteristics we consider to be desirable for a regional homeland
security strategy. To illustrate, the plan includes regional priorities and
presents the rationale for the goals and related objectives and initiatives.
This includes information on how the plan addresses national priorities
and targeted capabilities frora the National Preparedness Goal,’ an
Emergency Management Accreditation Program (EMAP) * assessment of
local and regional preparedness and emergency management capabilities
against recognized national standards, and DHS's Nationwide Plan Review
of emergency plans.’ The plan structure is more streamlined, containing an
overview, core plan, and detailed appendix with information on factors
such as risks, costs, and roles and responsibilities.

However, the substance of the information within these six characteristics
could be improved to guide decision makers. Additional information could
be provided regarding the type, nature, scope, or timing of planned goals,
objectives, and initiatives; performance expectations and measures;
designation of priority initiatives to meet regional risk and needed
capabilities; lead organizations for initiative implementation; resources

9According to DHS, the National Preparedness Goal i avision for prepared: 5
identifies target capabilities, provides a description of each capability, and presents
guidance on the levels of capability that federal, state, local, and tribal entities will be
expected to develop and maintain.

*The EMAP is a voluntary assessment and accreditation process for state/territorial, tribal,
and local government emergency management programs. Among other things, EMAP is
intended to provide a structure for identifying areas in need of improvement and a
methodology for strategic planning and justification of resources. EMAP uses national
emergency management standards along with peer assessment teams to evaluate a
program’s activities, These standards are based on the National Fire Protection Association
1600 standard covering functional areas such as program management and hazard
identification and risk assessment.

*The Nationwide Plan Review reviewed and assessed the status of catastrophic and
evacuation planning in all states and 75 of the nation's largest urban areas. It also reviewed
emergency operations plans for the nation’s major cities.

Page 2 GAO-06-1096T
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and investments; and operational commitment. Two exaraples: (1) the plan
does not reflect a comprehensive risk assessment for the region, which,
when completed, may alter some of the priorities in the current plan; and
(2) although the NCR plan defines objectives as being key, measurable
milestones for reaching each goal, many objectives include language such
as “strengthen,” “enhance,” “increase,” “improve,” and “expand.” Several
of our observations regarding potential plan substance are the same as
those we provided in our March 2006 testimony.

Background

The Homeland Security Act established the Office of National Capital
Region Coordination within the Department of Homeland Security.” The
ONCRC is responsible for overseeing and coordinating federal progrars
for and relationships with state, local, and regional authorities in the NCR
and for assessing and advocating for the resources needed by state, local,
and regional authorities in the NCR to implerent efforts to secure the
homeland. One of the ONCRC mandates is to coordinate with federal,
state, local, and regional agencies and the private sector in NCR on
terrorism preparedness to ensure adequate planning, information sharing,
training, and execution of domestic preparedness activities araong these
agencies and entities.

In our earlier work, we reported that the ONCRC and the NCR faced
interrelated challenges in managing federal funds in a way that maximizes
the increase in first responder capacities and preparedness while
minimizing inefficiency and unnecessary duplication of expenditures. One
of these challenges included a coordinated regionwide plan for
establishing first responder performance goals, needs, and priorities, and
assessing the benefits of expenditures in enhancing first responder
capabilities,

All states and urban areas are to align existing preparedness strategies
within the National Preparedness Goal's eight national priorities.” An

B U.S.C. 462,

"Those priorities are (1) implement the National Incident Management System and National
Response Plan; (2) expand regional collaboration; (8) implement the interim National
Infrastructure Protection Plan; (4) strengthen information-sharing and collaboration
capabilities; (5) strengthen interc ble ¢ ication: ilities; (6) strengf

chemical, biological, radiological/nuclear, and explosive detection, response, and

d ination ilities; (7) st hen medical surge and mass prophylaxis
capabilities; and (8) review emergency operations plans and the status of catastrophic
planning.

Page 3 GAO-06-1096T



213

overarching national priority for the National Preparedness Goal is the
embracing of regional approaches to building, sustaining, and sharing
capabilities at all levels of government. DHS required states and urban
areas, including the NCR, to assess their preparedness needs by reviewing
their existing programs and capabilities and using those findings to
develop a plan and formal investment justification outlining major
statewide, sub-state, or interstate initiatives for which they will seek
federal funding under the Homeland Security Grant Program. The target
capabilities are intended to serve as a benchmark against which states,
regions, and localities can measure their own capabilities. According to
DHS, the funding initiatives are to focus efforts on how to build and
sustain programs and capabilities within and across state boundaries
while aligning with the National Preparedness Goal and national priorities.

In fiscal year 2006 DHS funding guidance, regional collaboration included
specific implementation benchmarks, These benchmarks included (1)
formalizing mutual aid agreements with surrounding cormmunities and
states to share equipment, personnel, and facilities during emergencies; (2)
conducting exercises of the execution of mutual aid agreements to identify
the challenges and familiarize officials with resources that are available in
the region; and (3) coordinating homeland security preparedness
assistance expenditures and planning efforts on a regional basis to avoid
duplicative or inconsistent investments.

In earlier work on effective regional coordination for emergency
preparedness, we defined regional coordination as the use of
governmental resources in a complementary way toward goals and
objectives that are mutually agreed upon by various stakeholdersina
region.® In later work for this Committee on federal agency collaboration,
we defined collaboration in a similar manner, defining it as any joint
activity by two or more organizations intended to produce more public
value than could be produced when the organizations act alone.®
Successful coordination or collaboration occurs not only vertically among
federal, state, and local governments, but also across jurisdictions within
regions. In the coordination or collaborative effort, strategic plans can be
effective tools to focus resources and efforts to address problems through
features such as goals and objectives that are measurable and quantifiable.

SGAO-04-1009.

°GAO, Resuits-Oriented Government: Practices That Can Help Sustain Collaboration
among Federal Agencies, GAO-06-15 (Washington, D.C.: Oct. 21, 2005).
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By specifying goals and objectives, plans can also give planners and
decision makers a structure for allocating funding to those goals and
objectives. A well-defined, comprehensive homeland security strategic
plan for the NCR is essential for assuring that the region is prepared for
the risks it faces.

In advance of our March 2006 testimony, Office of the National Capital
Region Coordination officials provided us with several documents that
they said when taken as a whole constituted the basic elements of NCR’s
strategic plan, such as a November 2005 document containing information
on NCR strategic goals, objectives, and initiatives and February and March
2006 documents related to homeland security grant program funding. In
our testimony, we outlined desirable characteristics for a strategic plan
based on past work.” The desirable characteristics, adjusted for a regional
strategy, are

« Purpose, scope, and methodology that address why the strategy was
produced, the scope of its coverage, and the process by which it was
developed.

+ Problem definition and risk assessment that address the particular
regional problems and threats the strategy is directed towards.

+ Goals, subordinate objectives, activities, and performance measures
that address what the strategy is trying to achieve, steps to achieve
those results, as well as the priorities, milestones, and performance
measures to gauge results.

« Resources, investiments, and risk management that address what the
strategy will cost, the sources and types of resources and investments
needed, and where resources and investments should be targeted by
balancing risk reductions and costs.

« Organizational roles, responsibilities, and coordination that address
who will be implementing the strategy, what their roles will be
compared to those of others, and mechanisms for them to coordinate
their efforts.

« Integration and implementation that address how a regional strategy
relates to other strategies’ goals, objectives and activities, and to state
and local governments within their region and their plans to implement
the strategy.

®GAOQ. Combating Terrorism: Evaluation of Selected Characteristics in National
Strategies Related to Terrorism, GAO-04-408T (Washington, D.C.: Feb. 3, 2004).

Page 5 GAO-06-1096T



215

The NCR Strategic
Plan Contains
Desirable
Characteristics, but
Additional
Information Could be
Provided

The plan’s structure contains the six characteristics and related elements
that we identified in earlier work as desirable in a national strategy that
would also be useful for a regional approach to homeland security
strategic planning. Instead of the multiple documents provided in advance
of our March 2006 testimony, the plan is now one document with three
parts—an overview, a core plan, and appendices with more detailed
information. The core plan includes information on purpose, scope, and
methodology; goals and objectives; problem definition and risk
assessment; implementation and sustainment of the strategic plan,
including organizational roles, responsibilities, and coordination; and
aligrnunent with other strategies and planning efforts. The appendix
document provides extensive information on initiatives, including
priorities, rationale, key tasks and programs, estimates of costs and cost
assumptions, types of resources and investments, time frame, the lead
organization responsible for each initiative, and performance assessment
information, including measures, baselines, and targets. The plan will be
reviewed and updated on a 3-year cycle.

However, the substance of the information within several of the six
characteristics could be further strengthened as the plan is reviewed and
revised to enable the NCR jurisdictions set clear priorities and sustain
their collaborative efforts. As I will point out, several of our observations
regarding improvements are the same as those we provided in our March
2006 testimony.

Plan Purpose, Scope, and
Methodology

The first desirable characteristic is purpose, scope, and methodology—
addressing why the strategy was produced, the scope of its coverage, and
the process by which it was developed. Elements of this characteristic
include, for example, what major functions, mission areas, or activities it
covers; principles or theories that guided its development; and the process
to produce the strategy.

The plan includes a section on purpose, scope, and methodology. For
example, according to the strategic plan document, the plan is intended to
provide a framework and guidance for programming, budgeting, and
execution of homeland security programs in the NCR over the next 3 years
and serve as the basis for planning for the next 5 years. Scope information
discusses regionwide mission areas and initiatives and notes that the
strategic plan is not an operational plan and is not a replacement for local
and state emergency operations plan, Its purpose is not to be an
investment plan and, therefore, does not allocate funding to any initiatives
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or change the funding, budgeting, and resource allocation processes for
individual funding sources.

The plan describes its development by the NCR Partners--a group
consisting of the NCR's local, state, regional, and federal entities; citizen
community groups; private-sector organizations; non-profit organizations;
and non-governmental organizations. The plan describes the consensus-
based process guided by the NCR’s Homeland Security Senior Policy
Group (SPG).

Problem Definition and
Risk Assessment

Risk- and Capabilities-Based
Approach

The second desirable characteristic is problem definition and risk
assessment—addressing the particular regional problems and threats the
strategy is directed toward. Elements of this characteristic include, for
example, a discussion or definition of problems, their causes, and
operating environment, and risk assessment, including an analysis of
threats and vulnerabilities.

The plan describes the approach used to identify threats, vulnerabilities,
and consequences of the risks facing the region. The plan focuses
attention and resources on initiatives that address the highest risks for the
region. The document states that numerous gap and shortfall analyses,
conducted by the NCR's homeland security senior leaders and
independent analysts, helped define the plan’s four goals. Further, it is
stated that each state jurisdiction also completed an extensive hazard
analysis.

Although the plan states that a combined risk- and capabilities-based
approach was used, it also recognizes the need for a more formal, in-depth
risk assessment based on a common framework and includes a major
priority initiative to meet this need." The plan states that over the past few
years, several vulnerability assessments have been completed for the NCR
and its member institutions, but our assessment of the plan indicates that
information from past assessments may not have been fully utilized.
According to the plan, one initiative calls for the development of a NCR
risk assessment methodology and a regionwide threat analysis, leveraging
assessments and analyses to date conducted by the states, local

“According to the National Preparedness Goal, a capability provides the means to
accomplish one or more tasks under specific corditions and to specific performance
standards. A capability may be delivered with any c« ination of properly pk: d.
organized, equipped, trained, and exercised personnel that achieves the intended outcome.
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Capability Development

Jjurisdictions, and federal partners. Another initiative is to create a high
priority list of recommended critical infrastructure protective actions
based on security assessment findings already completed and shared with
the NCR.

It is unfortunate that the strategic plan’s goals do not yet reflect the
completion and maintenance of a comprehensive, integrated risk
assessment for the region. We noted in our March 2006 testimony that in
the aftermath of the September 11, 2001, terrorist attacks and the creation
of the ONCRC in 2003, we would have expected that the vast majority of
risk assessment work should have been completed. An ongoing risk
assessment methodology should be in place to identify emerging risks.

Until the new risk assessment is completed, the plan states the NCR is
utilizing a compilation of regional gaps in capabilities, some the same as
those identified in the EMAP assessment, considered alongside threat and
impact factors, in developing strategic plan goals, objectives and
prioritization of initiatives. These regional capability gaps included (1)
standardized alert notification procedures; (2) regional mitigation plan; (3)
regionwide strategic communications plan; (4) public information
dissemination during all phases of emergencies; (5) inclusion of the
private sector information in planning; (6) public~private coordination; (7)
analysis of threats, vulnerabilities and consequences; (8) resource
management and prioritization; (9) understanding of long-term recovery
issues; (10) special needs considerations for response and recovery; (11)
mass care; and (12) infrastructure.

The document states that the plan addresses the EMAP assessment
recommendations and 54 of the 58 EMAP national standards. In addition,
the National Preparedness Goal's 37 capabilities that federal, state, local,
and tribal entities must achieve to perform critical tasks for homeland
security missions served as a target in developing the plan’s initiatives. In
the plan, each regional initiative rationale identifies whether it addresses a
national capability from the national target capabilities list, an EMAP
standard, and/or an identified regional gap. Further, the plan states that it
addresses all of the Nationwide Plan Review's overall emergency and
catastrophic planning conclusions for all states and urban areas. in the
nation. Other sources of information for the strategic planning included
the National Capital Region Program and Capability Enhancement Plan,
the Nationwide Plan Review, and the National Preparedness Goal and
related target capabilities.
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We are encouraged that the NCR plan emphasizes enhancing capabilities
consistent with currently known regional capability shortfalls and others
based on a variety of information sources. It is clear that a great deal of
work has gone into identifying needed capabilities as part of the planning
approach.

In revising the plan, NCR officials might consider two observations. First,
although the plan recognized the importance of the Nationwide Plan
Review’s specific phase 2 findings for the NCR emergency plans and the
status of catastrophic and evacuation planning, it did not reflect specific
NCR findings. As you know, the review was conducted in response to the
shortfalls in preparedness identified during Hurricane Katrina. A brief
scorecard presenting Review NCR findings provided to us said that,
overall, the DHS review found the NCR plan’s adequacy, feasibility, and
acceptability not sufficient to meet the requirements of a catastrophic
incident. While the assessment found the NCR’s resource management
annex and cornmunications annex sufficient to meet the requirements of a
catastrophic incident, others were only partially sufficient or not
sufficient, including the basic plan, direction and control annex, warning
annex, emergency public information annex, evacuation annex, mass care
annex, and the health and medical annex.

According to NCR officials, the assessment tools of the Review and the
EMAP assessment were flawed because they focus on a single jurisdiction,
not a multi-jurisdictional approach, In addition, the assessments assume
that the entity under review is an operational jurisdiction which the NCR
is not. NCR officials told us they found the reviews of limited usefulness
because of this flaw. The officials said NCR states have individual state
plan reviews that are more valid. However, they said the NCR addressed
findings they thought were appropriate and useful and did focus on the
national findings, which are included in the NCR strategic plan. If the plan
was to include all sources of capability gaps, to guide problem definition
and risk assessment, NCR officials should consider if it would be useful to
describe the specific Review’s findings for the NCR that the officials did
accept, and align plan objectives and specific initiatives to those accepted
findings.

Also, instead of referencing preparedness capabilities from different
sources, it might be more useful for the plan to have one set of capabilities
for action. This would integrate all sources of necessary capabilities (and
their varying definitions) into a common set on which the region agrees,
whether the source of the needed capability is national goal directives,
assessment standards, or individual regional gap analysis. This integration
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might also include remarks on the progress in developing a capability.
While all of the capabilities may be important, it is unclear from the plan
those capabilities are fully or partially developed and those that remain to
be developed. Milestones and the priority designations at the initiative
level provide an indication of progress, but it is difficult for the reader to
understand what is the complete picture of the status of individual
capability implementation.

Goals, Subordinate
Objectives, Activities, and
Performance Measures

The third desirable characteristic is goals, subordinate objectives,
activities, and performance measures—addressing what the strategy is
trying to achieve, steps to achieve those results, as well as the priorities,
milestones, and performance measures to gauge results. Elements of this
characteristic include, for example, a hierarchy of strategic goals and
subordinate objectives and priorities, milestones, and outcome-related
performance measures.

The NCR homeland security strategic plan includes the region’s four long-
term homeland security strategic goals and related objectives for the next
3 to 5 years. Specific initiatives are described for each objective, with cost
estimates and performance measures for fiscal years 2007 through 2009.%
The NCR’s strategic plan vision, mission, goals, and objectives are shown
in table 1. According to the document, each goal has equal standing.

20ne milestone is targeted for completion for December 2010, but appears to be beyond
the scope of the initiative where it appears, based on the initiative's description.
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Table 1: NCR Homeland Security Strategic Plan Goals and Objectives

Vision

Mission

Working together towards a safe and secure
National Capital Region

Build and sustain an integrated effort to prepare for, prevent, protect against, respond
10, and recover from “all-hazards” threats or events

Goals

Obijectives for each goal

Planning and Decisionmaking: A collaborative
culture for planning, decision-making and
implementation across the NCR

Strengthen the regional approach to homeland security planning and decision-making
Establish an NCR-wide process to identify and close gaps using public and private
resources

Enhance oversight of and accountability for the management of investments and
capabilities

Community Engagement: An informed and
prepared community of those who live, work,
and visit within the region, engaged in the
safety and security of the NCR

increase public preparedness through education campaigns and emergency
messaging before, during, and after emergencies

Strengthen the partnerships and communications among the NCR's public, civic,
private, and NGO stakeholders

Prevention and Protection: An enduring
capability to protect the NCR by preventing or
mitigating “all-hazards” threats or events

Develop and maintain common regional standards for planning, equipping, training,
operating, and exercising

Strengthen the exchange and analysis of information across disciplines for improved
situational awareness

Employ a performance- and risk-based approach fo critical infrastructure protection
across the NCR

RESPONSE AND RECOVERY: A sustained
capacity to respond to and recover from “all-
hazards” events across the NCR

Develop and implement integrated response and recovery plans, policies, and
standards

Strengthen ail components of an integrated regionwide response and recovery
capability

improve and expand effective resource sharing systems and standards
identify and close gaps in long-term recovery capabilities

Sowrca. NCR Hometand Securty Strategic Plan.

The four NCR strategic goals are defined as broadly stated long-term
outcomes that, if reached, collectively enable the NCR jurisdictions to
realize the NCR's vision. The objectives in the strategic plan are defined as
key, measurable milestones along the path toward reaching each goal.
Similar to performance goals under the Government Performance and
Results Act,” the objectives should be based on the strategic goals and
help to determine the achievement of strategic goals. For future plan
assessments, NCR officials might consider developing strategic
performance expectations where substantive action is needed and
describe the full set of objectives needed to achieve planned goals.

Strategic Goals and Objectives

¥p L. 103-62.
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Steps to Achieve Results

The plan describes an evolution of the strategic plan beginning with
consensus building for close to a year (August 2004 to June 2006),
initiative development for several months (June 2005 to November 2005),
and program 1 1t and impl tation for another 7 months
(January 2006 to July 2006). However, Goal 1-—covering planning and
decisionraaking—has objectives to strengthen regional planning and
decisionmaking, establish a process to identify and close preparedness
gaps, and enhance oversight and accountability. It is unclear why these
efforts over this amount of time have not produced well-established
planning and decision-making processes and responsibilities. NCR
officials should assess if future plans might focus on the remaining three
goals that emphasize preparedness, prevention, protection, response, and
recovery.

Further, the plan states that the 12 objectives presented in the plan are
essential, but not necessarily sufficient to attain these goals. This raises
the question of what is missing and what is the potential impact of the
missing elements on achieving the plan’s goals. The plan states that
additional objectives will emerge to take the place of those already
accomplished, but provides no further details of what might be sufficient
now to meet the plan’s goal. While any strategic plan is considered a
“living” document, at the point of its initial issuance or revision, it should
strive to be as complete as possible, particularly when the objectives are
considered milestones toward the aceomplishment of each goal.

In addition to the plan’s goals and objectives, initiatives to achieve the
objectives complete the core of the NCR strategic plan. The plan identifies
30 initiatives, with 14 prioritized based on their alignment with and
support of national priorities, DHS target capabilities, and regional gaps.
The 14 priority initiatives, according to the plan, are to be considered first
in line for implementation and funding, with the other initiatives
considered secondary in terms of execution. In our March 2006 testimony,
we noted that any future NCR strategic plan should include a review of
initiatives to determine if the initiatives will fully meet the results expected
of the objectives. The initiatives appear overall to reflect the objectives’
general intent.

However, NCR officials might consider clarifying the plan’s distinction
between priority and non-priority initiatives in achieving the objectives.
For exarple, goal 1 has four of its six initiatives labeled as priorities.
These include initiatives such as developing and periodically updating the
strategic plan and related processes and establishing regional oversight
and accountability. The initiative under this goal to develop an investment
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Performance Measures

life-cycle planning approach to ensure infrastructure and resources are
available to support multi-year operational capabilities was seen as a
secondary initiative. The plan does not present a rationale for making this
a secondary initiative when it can be argued that a functioning life-cycle
investment process is essential to identifying and managing the resources
needed to sustain key preparedness and response capabilities, once
established.

The NCR strategic plan contains a measure for each goal, measure(s) for
each objective, and an initiative performance assessment consisting of a
measure (performance indicator), current baseline performance, and
performance targets. For example, the measure for goal 1 (planning and
decisionmaking) is support for NCR plans and decisions among NCR
partners and stakeholders, measured by a survey. The first objective’s
(strengthen the regional approach to planning and decision making)
measures include (1) stakeholder satisfaction with the strategic plan as
determined by survey and (2) NCR Partners’ satisfaction with program
plans as determined by survey. One initiative's (developing and updating
the plan and related processes) measure under this objective is the time to
develop and adopt a strategic plan with the baseline performance of 2
years and a target to be adopted by September 2006.

The NCR plan defines objectives as being key, measurable milestones
along the path toward reaching each goal. Many objectives include
language such as “strengthen,” “enhance,” “increase,” “improve,” and
“expand.” These objective statements have their own measures to define
performance. For example, one current objective is “strengthen the
exchange and analysis of information across disciplines for improved
situational awareness.” Its measure is “participants’ after-the-fact informed
ratings of their situational awareness during test and real events.”

In our March testimony, we only addressed measurement at the initiative
level, With three levels of measurement—goal, objective, and initiative, the
NCR might further refine the measures for full measurement coverage and
yet not duplicate measurement. For example, the goal 1 measure is
virtually the same as the measures for objective 1.1 under the goal. The
other two objectives’ measures address implementation of
countermeasures and satisfied performance commitments, which do not
appear to be measured by the goal measure.

Further, measurement at the initiative level is very important as these

serve as the means to achieve the objectives and, in turn, the strategic
goals, In our March testimony, we stated that a NCR strategic plan could
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more fully measure initiative expectations by improving performance
measures and targets. The performance measures should readily lend
themselves to actual quantitative or qualitative measurement through a
tabulation, a calculation, a recording of activity or effort, or an assessment
of results that is compared to an intended purpose. In our work on results
management practices, we have found that leading organizations said they
used a diversity of performance corparisons, depending on the goal, to
set performance targets. The comparisons included (1) predefined
performance specifications, (2) future performance levels or changes in
levels to be achieved at a later date, (3) best practice benchmarks from
other organizations, and (4) program implernentation milestones.

Our earlier testimony also stated that a strategic plan could be improved
by (1) expanding the use of outcome measures and targets in the plan to
reflect the results of its activities and (2) limiting the use of other types of
measures, The NCR strategic plan uses a variety of measures and
comparisons at the initiative level, and I see this as a valuable approach for
future strategic plans. The current strategic plan also has emphasized
outcome measures. The NCR might consider reviewing the many output
measures that remain, such as “regional emergency messaging tests per
year,” “number of registered volunteers,” and “average hours of training
per volunteer” to see if they might become more outcome-oriented.

While the new NCR strategic plan has markedly improved its initiative
measures over those presented in docurnents in advance of the final plan,
further attention may be warranted. For example, a few measures are not
clearly defined or will be difficult to measure, such as “improvement in
performance- and risk-based assessment results,” “utilization rates for
collaboration and information-sharing systems,” and “proportion of
desired information exchanges occurring.” In addition, some measures do
not assess the initiative. For example, one initiative is to “design and
conduct a risk-based threat analysis to identify gaps in regional
preparedness.” The measure is “[Chief Administrative Officers Committee]
rating on the usefulness of threat analysis in decision-making.” This
measure is essentially a general satisfaction survey. Two measures for the
initiative for establishing a regional oversight and accountability function
with appropriate tools and resources for performance accountability are
“utilization rates for collaboration and information-sharing systems” and
“Partners’ awareness of NCR activity status.” Neither of these two
measures directly assess establishing an oversight and accountability
system.
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Milestones

In March, we said that a future NCR strategic plan could also be
strengthened by including more complete time frames for initiative
accomplishment, including specific milestones and having time frames
matching the initiative. The new strategic plan has identified milestones
for all key tasks and programs under each initiative, as well as overall
timeframe within the strategic planning cycle. The specification of the
milestone information helps the reader to better understand the
sequencing of actions.

However, NCR officials may want to review the distribution of the
milestones. The strategic plan’s implementation time frame is for the
period fiscal year 2007-fiscal year 2009, However, the strategic plan’s
initiatives are heavily weighted for completion by the end of fiscal year
2007." Based on the milestone dates provided in the plan, 18 of the 30
initiatives are planned to be complete by that time and another 9 by the
end of fiscal year 2008. A few initiatives appear to be close to completion
based on completed milestones or those that will soon be completed.
Their inclusion may reflect a desire to record accomplishments to date.
For example, initiative milestones for objective 1 under goal 1 (planning
and decisionmaking) reflect actions to be taken before September 2006
when the new plan was approved.

Resources, Investments,
and Risk Management

The fourth desirable characteristic is resources, investments, and risk
management—addressing what the strategy will cost, the sources and
types of resources and investments needed, and where resources and
investments should be targeted by balancing risk reductions and costs.
Examples of elements for this characteristic include resources and
investments associated with the strategy, sources of resources, and risk
management principles.

In March, we testified that a future NCR strategic plan could provide fuller
information on the resources and investments associated with each
initiative. More specific cost information by initiative, such as funded and
unfunded grant information, would facilitate decision making in
comparing trade-offs as options are considered.

*We did not verify the accuracy of the milestones included in the plan document. Sorne
milestone sequencing would indicate some dates are not accurate.
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As mentioned earlier, the NCR strategic plan includes costs for each
initiative. Cost estimates are stated in a rough order of magnitude,
providing an estimate of the scale range of cost to inform the launch of
individual initiative operational planning. The costs of the initiatives range
from over $100 million to nearly $150 million, with some initiative cost data
still in development. Data are also provided on resource investment and
projects for each initiative. The plan states that funding source
identification, investment justification, and allocation decisions will be
made as a part of the implementation planning process. Funding source
analysis and allocation is not part of the NCR strategic planning effort.

Building and sustaining the needed capabilities in the NCR will require the
effective use of federal, state, and local funds. Identifying resource and
investment information, including types and sources of resources—at least
at a high level—would better define how initiatives will be funded and
when. In the absence of such information, it is difficult to judge if the 30
initiatives, including those considered priorities, are likely to be
implemented within the planned time frames. This is particularly
important as the plan notes that due to recent action by the administration
in allocating Urban Area Strategic Initiative fiscal year 2006 funds for the
NCR ($46.5 million, rather than the requested $188 million), when and to
what extent the NCR can implement the initiatives remains uncertain. The
UASI funding decision was made several months prior to the approval of
the strategic plan. Therefore, the plan should recognize that if the plan’s
initiatives are to be implemented on schedule, especially those with
milestones in the coming year, NCR jurisdictions will need to contribute
more than originally anticipated toward their completion.

Organizational Roles,
Responsibilities, and
Coordination

The fifth desirable characteristic is organizational roles, responsibilities,
and coordination—addressing who will be implementing the strategy,
what their roles will be compared to others, and mechanisms for them to
coordinate their efforts. Examples of elements for this characteristic
include lead, support, and partner roles and responsibilities; an
accountability and oversight framework; and specific processes for
coordination and collaboration,

Our March testimony noted that any future NCR strategic plan could
expand on organizational roles, responsibilities, coordination, and
integration and implementation plans. Organizational roles,
responsibilities, and coordination for each initiative would clarify
accountability and leadership for completion of the initiative. I also said
the plan might include information on how the plan will be integrated with
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NCR Governance

the strategic plans of NCR jurisdictions and that of the ONCRC and plans
to implement the regional strategy.

The new plan’s description of organizational roles, responsibilities, and
coordination provides detailed information concerning NCR governance.
The plan states that at the strategic level, NCR Partners review
assessments of regional capabilities and develop a long-term homeland
security strategy for enhancing prioritized capabilities. Additional
overarching guidance, such as budget and policy documents, is also issued
at this level to facilitate activities at the levels below. Regional priorities
are formulated at the strategic level through an iterative process of
consensus-building among representatives from the key stakeholders of
the NCR, represented by three key governance groups: the Senior Policy
Group (SPQG), representing state-level interests; the Chief Administrative
Officers Coramittee (CAO), representing local government level interests;
and the Regional Emergency Preparedness Council (EPC), representing
broader NCR stakeholder interests.

The plan states SPG rnembership consists of senior officials from
Maryland, Virginia, the District of Columbia, and DHS and the Director for
the ONCRC. The group exercises oversight of the implementation and
funding process and determines priority actions for both increasing
regional preparedness and response capabilities and reducing vulnerability
to terrorist attacks. According to the plan, the SPG ensures full integration
of NCR activities by providing final approval for programs within the NCR
as well all projects within a program. The SPG oversees directors of the
regional working groups in guiding the execution of their work on
approved homeland security initiatives, programs, and projects. The SPG,
it is said, is ultimately accountable for the impact of the work at the
program level of the NCR. The Chief Administrative Officers are city and
county-level administrators who serve on the CAO Committee on
Homeland Security. They work in partnership with the SPG members on
all strategic matters, operating more as a single unit. The CAO Committee,
along with the SPG members, served as key architects of the strategic
plan.

The plan describes the Regional Emergency Preparedness Council (EPC)
as an advisory body established by the Metropolitan Washington Council
of Government (MWCOG) Board of Directors and includes a broad array
of representatives from each of the NCR's stakeholder categories.
According to the plan, the EPC makes policy, procedural, and other
recommendations to the MWCOG Board or through the MWCOG Board to
various regional agencies with emergency preparedness responsibilities or
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Lead Organizations

operational response authority. In addition, the plan notes representatives
of the private sector have a critical advisory role in the region’s strategic
planning process. The private sector is represented on the Regional
Emergency Preparedness Council, Regional Emergency Support Function
Committees, and Regional Program Working Groups.

One element of the characteristic regarding roles, responsibilities, and
coordination we recommended for a strategic plan is specifying who has
lead, support, and partner roles and responsibilities. In the plan, a lead
organization is identified for each initiative. According to the plan, the
initiative leads are responsible for the definition, development, and
enhancement of the initiatives. They are to provide oversight for the
performance of the initiative against the goals and objectives.

In our view, the lead organizations are extremely important to the success
of the strategic plan. However, the leads for the 30 initiatives are dispersed
across multiple organizations, many of which are emergency support
function groups, regional working groups, or the NCR’s Homeland
Security Grants and Program Office. It is not clear if these organizations
have the authority, resources, or mechanisms to carry out all of their roles,
responsibilities, and coordination duties in implementing the plan. For
example, the plan describes the regional working groups as consisting of
practitioners, policymakers, and representatives from both the civic and
private sectors who have many duties, including filling gaps not covered
by any of the existing regional emergency support functions. The Grants
and Program Office manages grant performance, provides staff support for
various working groups, and manages NCR processes relating to
implementation and grant deadlines. These organizations may not be able
to establish policies, procedures, and other means to direct initiative
implementation. As the strategic plan is implemented, it may be useful for
the NCR to carefully assess initiative leadership and make adjustments as
necessary to ensure implementation of the plan.

Integration and
Implementation

The final desirable characteristic is integration and implementation—
addressing how a regional strategy relates to other strategies’ goals,
objectives, and activities, and to state and local governments within their
region and their plans to implement the strategy. Examples of elements
include, for example, horizontal and vertical integration; details on
specific federal, state, local or private strategies and plans; and
implementation guidance.

Page 18 GAOQ-06-1096T



228

The document states that the strategic plan is but one part of a family of
plans at the strategic, programmatic, budget, and operational levels
existing within the NCR, The plan is intended to align jurisdictional
strategy planning efforts with national efforts and provide a mechanism
for NCR Partner input and guidance into jurisdiction programmatic and
budgetary planning processes. The plan is intended to identify common
goals, objectives, and initiatives implemented over the 3 to 5 years of the
plan. One initiative is designed to align and integrate response plans
across the jurisdictions, with emphasis on continuity of government,
operations, and evacuation.

The plan document states that the plan does not (1) dictate how the NCR
should spend its homeland security funds and (2) address operational
level issues or require operational plans at the regional level. Although the
plan does not directly affect the jurisdictional and emergency function
operational plans (e.g,, local hazard mitigation plans, emergency response)
or address operational level issues, the plan is intended to influence
specific capabilities resourced by the jurisdictions that support
operational plans. According to the plan, detailed operational plans, where
necessary, will be updated by initiative leads as the strategic initiatives are
implemented.

The plan also states that the state homeland security investments made in
the jurisdictions comprising the NCR must take into account their own
regional considerations. The plan itself notes that the priorities for
preparedness in the homeland security plans for Virginia, Maryland, and
the District of Columbia reflect unique assessments of the threats and
vulnerabilities across each jurisdiction and have varying strategic plan
priorities. The annual review of the strategic plan is timed to correspond
with the federal, Maryland, Virginia, and District of Columbia budget
cycles, which should, according to the plan, facilitate the acquisition of
funding for initiative projects. As the plan is implemented, the jurisdictions
should, according to the plan, be able to determine their level of
contribution and commitment to the achieverent of the plan’s goals and
initiatives. The plan describes the commitment of District of Columbia,
Virginia, and Maryland officials to a collaborative approach in eight
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specific areas, which the plan states are addressed by at least one of the
NCR strategic plan goals.®

For all initiatives, the plan document notes that the Emergency
Preparedness Council will convene a quarterly performance review. In
these sessions, each initiative lead will present the performance results of
their initiative. Initiative leads will present their results compared with the
pre-defined targets; analysis of results, trends, and root causes; and
recommended actions to maximize performance. The Emergency
Preparedness Council will discuss this information, make decisions, and
issue direction to improve project performance as necessary. While an
initiative is in the imaplementation stage, the review session is to serve as a
project management aid, reviewing schedule and budget status versus
milestones and exercising implementation management actions, When a
plan initiative is completed, the document states its review will transition
to an outcome-oriented performance discussion.

One of the plan’s initiatives is to establish a regional oversight and
accountability function with appropriate tools and resources for
performance transparency. According to the milestones, NCR entities will
report against the measures in January 2007 and performance reviews will
be in March 2007.

As we testified in March, implementation of regional initiatives not
covered by Homeland Security Grant Program funding likely would
require NCR jurisdictions acting individually or in combination with
others. If the plan is intended to align regional with state and local efforts
through identification of common goals, objectives, and initiatives
implemented by the jurisdictions over the 3 to 5 years of the plan, it is
critical that jurisdictional plans reflect the regional goals, objectives, and
initiatives. Although the plan notes that the District of Columbia, Virginia,
and Maryland have a commitment to the eight critical areas previously
mentioned, it is not known what the actual commitment is to all of the
goals, objectives, and initiatives in the NCR plan.

Our work to date has not included an assessment of individual
jurisdictional commitment or planned efforts to implement the NCR

"The eight areas are (1) decisionmaking, (2) information sharing, (3) infrastructure
protection, (4) public health and safety, (5) mutual aid agreements, (6) joint “virtual”
information center, (7) citizen corps programs, and (8) coordinated training exercises.
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strategic plan goals, objectives, and initiatives to determine if unfunded
initiatives, particularly those considered priority initiatives, might be
addressed by one or more of the NCR jurisdictions. While the NCR
strategic plan might guide or influence implementation of the initiatives,
there is no guarantee state and local plans and related investments will
respond to the initiatives, Even if the NCR jurisdictions initially commit to
the plan’s initiatives, with performance monitored by the Emergency
Preparedness Council, there is no vehicle or central responsible
organization with the authority to ensure iraplementation. Further work
would be required to determine to what extent, if any, the NCR initiatives
are addressed in other federal funding applications or individual NCR
Jjurisdictional homeland security initiatives.

A major organizational and functional challenge noted in the plan is that
the NCR is not organized as an operational entity and does not have the
authority to execute operations as an independent body. The NCR’s
authority only exists, the plan notes, to the extent the member
Jurisdictions are willing to extend decision-making rights to the NCR.
Under the plan, the SPG is to exercise oversight of the implementation and
funding process and determine priority actions and the EPC is to do
quarterly performance reviews.

However, if regional collaboration and building capabilities in line with the
NCR goals are to become a reality, operational commitment is necessary.
As I stated earlier, the Office of National Capital Region Coordination was
created as a means of coordinating emergency preparedness and response
efforts across the region. The ONCRC is to oversee and coordinate federal
programs for and relationships with NCR state, local, and regional
authorities. One ONCRC mandate is to coordinate with NCR federal, state,
local, and regional agencies and the private sector on terrorism
preparedness to ensure adequate planning, information sharing, training,
and execution of domestic preparedness activities among these agencies
and entities. A challenge for the ONCRC is to work with the NCR
Jjurisdictions to provide effective oversight, accountability, and overall
leadership and managerment of the various NCR governance entities such
as the Senior Policy Group and Emergency Preparedness Council to
continually assess the strategic plan’s implementation and steps needed to
keep implementation on track.

Page 21 GAO-06-1096T



231

In addition, the Departrnent of Homeland Security beyond the ONCRC has
a role to play. As we noted in our work on regional coordination, the
federal government can encourage regional coordination through its grant
programs.” As DHS emphasizes regional coordination and capability
building through implementation of the National Preparedness Goal, it can
provide additional oversight to determine if regional strategic plans have
specific and measurable goals and that resources are aligned to the goals.

Concluding
Observations

As Istated when last before this Committee, there is no more important

1 t in results-oriented t than the effort of strategic
planning. Strategic planning defines what an organization seeks to
accomplish, identifies strategies it will use to achieve desired results, and
then determines success in reaching results-oriented goals and achieving
objectives.

The NCR has made considerable progress in developing its first strategic
plan. Although we have noted some remaining limitations and areas of
potential improvement, the NCR strategic plan provides the basic
foundation for regional preparedness, including what is in case of a
catastrophic event. Now, the challenge is ensuring that initiatives to
implement the goals and objectives are funded, completed, and
appropriately assessed to determine if they have achieved the NCR's
strategic goals while continually monitor the plan’s implementation to
determine what adjustments are needed for continuing improvement.

That concludes ray statement, Mr. Chairman. I would be pleased to
respond to any questions you or other Members of the Committee may
have.

Contact and
Acknowledgments

For questions regarding this testimony, please contact William O. Jenkins,
Jr. at (202) 512-8757, email jenkinswo@gao.gov, Contact points for our

PGAO-04-1009.

Page 22 GAO-06-1096T



232

Offices of Congressional Relations and Public Affairs may be found on the
last page of this testimony. Sharon L. Caudle also made key contributions
to this testimony.
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Questions from Senator Akaka

Mr. Chairman, Mr. Ranking Member, members of the Subcommittee, we are pleased to
provide you with additional insight into the homeland security and all hazards program of
the National Capital Region. It is our hope through answering your questions that you
will gain a better understanding of how federal funds are applied to this program in our
UASI region and others around the country.

1. What percentage of funding expended annually in the National Capital Region
(NCR) are state and local funds and what percentage are federal funds?

Answer:

In order to answer the question it is first important to understand that we in the
NCR look at the homeland security and all hazards program as an integrated
capability to respond to, prevent, recover from, and mitigate the effects of any
hazard, man made or otherwise.

As noted in the hearing by our colleague Tony Griffin, Chief Administrative
Officer for Fairfax County, Virginia, the vast majority of funds spent on the
homeland security and all hazards program in his county and in the NCR
generally are state and local dollars.

In Fairfax County the annual local contribution to the program equals $500M.
Elsewhere in Virginia, Alexandria, $140M; Arlington, $163M; Fairfax City,
$22M,; Fall Church, $632,000 Loudoun County $105M; Manassas $17.7M;
Manassas Park $5.4M; and Prince William County $155M.

Across the river in Montgomery County, MD., $323M; in Prince George’s
County, MD., $497.7M; and the District of Columbia, $824M.

The total costs per year of this program in the NCR exceed $2.8 Billion per year,
excluding capital. In FY 2006, the NCR received $46 Million via the Urban Area
Security Initiative funds. Entities in the region also received funds via other
Department of Homeland Security grant programs (e.g., transit security, state
homeland security). At the $100M level, the percentage of federal contribution
would be less than 3% of the total program.

2. It is my understanding that currently the NCR has a database which tracks only
Urban Area Security Initiative (UASI) funds. Why doesn’t the database track state

and local funds as well?

Answer:
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The NCR is a construct of state and local jurisdictions working together, in this
case, to support the advancement of regional homeland security.

We established a grants and program management office to support this work.
The office is charged, among other things, with managing the homeland security
grants provided to the region as a whole (e.g., UASI). The regional homeland
security program in its entirety is managed by the Senior Policy Group on behalf
of the states and in coordination with the local jurisdictions.

The members of the Senior Policy Group are responsible for the programs in their
respective states as well as their coordination across the NCR. As Cabinet-level
officials in our respective states, we have full visibility into direct and indirect
spending that supports homeland security in the region. Because of its inherently
interdisciplinary nature, homeland security is funded via many sources and
captured in many budgets. The owners of each of those budgets (e.g., emergency
managers, police chiefs, health directors) are responsible for their budgets and for
managing homeland security activities. They are ultimately accountable to us for
achieving homeland security outcomes. We manage the overall programs, not the
individual budgets. Through strategic planning, we establish the expectations,
priorities, and direction, and then ensure the plans are executed.

Having said that, however, to date we have only tracked federal funds under the
purview and control of the NCR Senior Policy Group allocated to projects to meet
our strategic initiatives or to bridge the gap in our target capabilities. These have
been exclusively UAST and SHSGP funds. We have used standard tools to
capture and maintain this data; tools such as MS Excel.

The Government Accountability Office (GAO) cited the OHS SAA office in
recent years in several reports stating that the administration, dissemination and
distribution of the UASI grants has been deficient in the management of these
UASI funds to the local jurisdictions. The GAO noted that more needs to be done
to develop plans, monitor the use of funds, and assess against goals and standards
to evaluate progress toward improved homeland security within the National
Capital Region.

Earlier this year we began an initiative to capture more information about grant
source and other fund source support for projects in the Region. The information
provides additional levels of complexity in managing this information and we
have begun to consider new tools for better managing this information.

We have directed the SAA to review the market for a management solution that
will begin to address the GAO and Subcommittee concerns, help to streamline the
grants management processes, and give the Senior Policy Group greater visibility
into project and grants performance. Such a system will also allow us to capture
other fund sources, including local or other fund sources so that we can assure
that there is no duplication of effort.
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Our review of the tools available to us is not yet complete. We do believe that we
will have selected a tool set in the very near future and begin to populate it with
the kind of data envisioned by all concerned.

3. What feedback or technical assistance have you received from the Department of
Homeland Security (DHS) regarding the NCR’s 2006 UASI application? Is there
any information you believe you still need from DHS?

Answer:

At the start of the FY 2006 Homeland Security Grant Program process, the DHS
Office for National Capital Region Coordination arranged meetings for us with
senior DHS grants officials and technical assistance by the Department of
Homeland Security for the development of the Program and Capability Review.
Because the Department was undertaking a competitive process for the award of
grant funds, it did not, as a matter of policy, offer any substantive assistance with
the application.

Upon announcement of the awards, we received an eight-page document that
outlined, but did not explain in detail, the basis for the award amounts. We
subsequently received feedback from the peer review application evaluation
process; but that feedback provided no meaningful level of detail.

Since that time we have also had several briefings from the Department’s Office
of Grants and Training about the specific risk methodology used and held
discussions about the 2007 application process. We have held these discussions
in conjunction with the All Hazards Forum held in Baltimore in early October
along with other state members of the consortium and earlier in the summer at a
conference sponsored by West Virginia focused on evacuation planning.

Recently, as a result of a letter we wrote the Secretary in February requesting a
meeting to discuss the specific threat profile and risk assessment used by the
Department in determining our 2006 allocation, and due to the persistent efforts
of the Office of National Capital Region Coordination, we met with department
officials from the Office of Grants and Training; the Risk Management Division;
and the Homeland Infrastructure Threat and Risk Analysis Center (HITRAC) in
an attempt to understand the Department’s methodology and process as well as
look at the data to substantiate our overall rating for 2006. The Infrastructure
Protection division of DHS, along with the DHS Office of Grants and Training, is
responsible for this methodology.
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We must say, however, that we still do not have any specific understanding of our
ranking against our peers that would guide us in the upcoming grant application
process to greater success.

4. One of the reasons that the NCR Homeland Security Strategic Plan was delayed
was because you wanted to incorporate lessons learned from Hurricane Katrina.
Will you please tell us how the NCR’s emergency management policies have
changed as a result of what you learned from Katrina?

Answer:

Maryland, Virginia, and the District of Columbia all participated in the National Plan
review at the initiative of the DHS Office for National Capital Region Coordination,
and conducted extensive after actions reports on the region’s response to Hurricane
Katrina. Lessons learned from both of these exercises have been incorporated into
our state and local emergency operations plans.

As an example, the District of Columbia Emergency Management Agency and our
NCR partners are currently developing a mass evacuation and care plan for the NCR.
The primary goal of this plan is to review the existing state and local plans and
develop one cohesive plan using common templates and common formats to collect
information across the region and generate a corrective action matrix that will
prescribe improvements for regional evacuation and mass care plans.

We recognize that what happens in our region may affect areas outside of our
geographic foot print. We have been working with the States of West Virginia,
Pennsylvania, Ohio, Delaware, New Jersey, Kentucky, and North Carolina to make
sure that they are part of the solution to any major catastrophic occurrence which
might happen in our region. In the very unlikely event there was a need for a large
evacuation of our region affecting these states or the rural parts of Maryland and
Virginia we are working to assure that there is a coordinated response and capability
that assures the maximum safety of our residents with a managed and hopefully
minimal impact on our neighbors.

As we discussed with the Subcommittee during the hearing, the District Department
of Transportation (DDOT) in coordination with other District agencies and its NCR
partners conducted Operation Fast Forward II, an evacuation test, at the conclusion of
the July 4™ fireworks. The purpose was to test evacuation assumptions and strategies
and to collect data during a Regional event that includes both heavy vehicular and
pedestrian traffic. The test evacuation was successful and the lessons learned from
this test will further enhance the NCR’s evacuation capabilities.

Finally, we would like to draw attention to the fact that Hurricane Katrina brought
home to every responder in this country the need and requirement to have improved
our communications plans and capabilities in addition to evacuation plans. While the
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NCR has been embarked upon a major voice interoperability program for several
years and is currently able to communicate across and between jurisdictions, we have
been motivated to continue to make this voice communications capability truly
seamless and not reliant on patched systems or other software fixes.

To this end we want to let the Subcommittee know that Prince George’s County,
Maryland has recently approved a contract to bring their radio system into complete
compatibility with systems throughout the region.

We remain committed to assuring that in time of extreme peril and everyday use to be
able to communicate across the entire region.

5. How will the risk assessment that the NCR is planning to undertake, according
to your testimony, differ from the risk assessment that DHS has already
conducted in order to award homeland security grants?

Answer:

DHS did not conduct a risk assessment. The Department developed a system to
award grants through a risk based method. The Department’s methodology is a
system to rank order states/territories. It is not designed to determine the totality
of risk to a state or region. The output is not useful in determining strategies for
managing the risks faced by the states. Its value to the Department is to produce a
number for how states, regions, or territories stack up nationally in a comparison
according to factors they used.

We are currently undertaking a Hazard Identification, Risk Assessment, and
Impact Analysis to better understand and manage the risks to the NCR. Though
this process we will assess the region’s threats, vulnerabilities, and impacts and
allow policy makers to prioritize mitigation and protection initiatives outlined in
our Strategic Plan and to update the plan with new information.

Mr. Chairman, Ranking Member, members of the Subcommittee, we remain ready to
answer any questions you may have regarding the homeland security and all hazards
program of the National Capital Region.
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RNCF Director Thomas Lockwood

Questions from Senator Daniel K. Akaka

1.Exactly how many additional personnel will be added to the Office of National Capital Region
Coordination (ONCRC) with the $1.5 million increase the ONCRC will receive in FY 20077

Respense: NCRC will receive two new FTEs, each funded for half of the fiscal year, per the
President’s FY 2007 budget request.

2.A recent Government Accountability Office report highlighted significant coordination
problems between the various federal entities responsible for responding to nuclear and
radiological threats. One of those entities, the Domestic Nuclear Detection Office (DNDO), is
located within the Department of Homeland Security (DHS). What action has the ONCRC taken
to ensure a coordinated federal response in the event of a nuclear or radiological attack in the
NCR?

Response: There has been significant progress in synchronizing department and agency
protection and response protocols, as well as improving the quality of information sharing on
threats with the region’s state and local governments and public safety entities. One of NCRC's
new (half-year) hires is slated to assist in further coordination of various protocols, including
those related to nuclear and radiological issues. Along these lines, NCRC coordinates meetings
with DNDO, the DHS Science and Technology Directorate, the NCR Senior Policy Group, and
the Homeland Security Institute, among others to explore lessons learned from recent pilot
programs, to lay the groundwork for an effort that would identify the radiological and nuclear
systems deployed by many agencies in the NCR, and to harmonize related protocols.

The Nuclear Incident Response Team (NIRT) assets, which include the Department of Energy’s
Nuclear Emergency Support Team (NEST), deploys at the direction of the Secretary of
Homeland Security in connection with an actual or threatened terrorist attack, major disaster, or
other emergency in the NCR. Additionally, NEST provides support to the FBI, which maintains
a capability to conduct render safe operations of a weapon of mass destruction in the NCR.

Unless otherwise staled. all responses are current as of the date of the hearing. Page 1 of 1
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Post-Hearing Question for the Record from\
Senator Daniel K. Akaka

Submitted to Bill Jenkins, Director
Homeland Security and Justice

U.S. Government Accountability Office

Besides updating the National Capital Region (NCR) Homeland Security Strategic Plan,
what areas would you recommend the NCR focus on in the coming years to improve
security in the Nation's Capital?

The NCR should focus on four things:

1.

The region's ability to effectively prevent, prepare for, respond to, and recover from a
catastrophic disaster. This should be a rigorous, clear-eyed assessment, focusing on the
continuum from prevention to recovery and ensure participation of all who are
stakeholders in improving security. For example, that will involve government entities
across the region, and private sector and nongovernmental organization partners. The
success of efforts to strengthen and sustain catastrophic disaster capabilities should re
realistically tested, rigorously assessed, and an action plan developed to address any
shortcomings identified. Exercises should involve all of those who would have
responsibilities for some aspect of preparedness and, the response in an actual event. As
part of this effort, the NCR should identify the sources of surge capacity for the region
in the event of a catastrophic disaster that overwhelms the region's capacity to respond.
The question is what resources are likely to be needed, given specific scenarios, and how
would they be accessed and effectively deployed. There must be a commitment to and
insistence upon a regional approach that clearly identifies and leverages the resources of
all governmental and nongovernmental entities whose skills and resources are needed in
preparing for and responding to a major or catastrophic disaster

Effective evacuation plans, realistically exercised, for the region. The 4th of July
exercise that has been undertaken for 2 years is insufficient to effectively test the
region's evacuation plans and capabilities. This event does not simulate the confusion,
potential panic, and other difficulties that would accompany the need to evacuate all or a
major portion of the area (e.g., the District of Columbia) in the event of a terrorist attack
or other major disaster during a busy work-day. Evacuation plans and exercises need to
consider a variety of region residents, including those who have (1) no means of
transportation of their own, (2) limited English language skills; (3) physical
impairments, including limited mobility, hearing, or sight; (4) medical conditions that
inhibit or prevent their ability to evacuate on their own, such as nursing home residents
and hospital patients; and (5) the receptivity of neighboring jurisdictions who will need
to handle the evacuated population for a catastrophic event.

Effective information sharing among federal, state, and local law enforcement and first
responders in the NCR. As we have seen from several prior incidents, in the event of a
terrorist attack, such as via plane or other vehicle, the warning time may be extremely
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short. Communications links and information sharing during an actual or threatened
incident must work immediately and effectively so that resources can be rapidly and
effectively mobilized to counter the threat or initialize the response.

.A commitment to fully implementing the strategic plan and updating it as events
warrant. This involves a central focus on closely tracking progress in achieving the goals
and related objectives through activities, measures, and milestones. In addition, central
leadership should assess the actual results as goals and objectives are completed and
decide if the goals and objectives remain appropriate as part of a rigorous risk-based
decisionmaking process. Capabilities to achieve the goals should be constantly reviewed,
including the capabilities of others that may be needed to support the region in the event
of a major disaster,



